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Chapter 1. Preface

Administration Guide
Uyuni 2026.03

This guide covers administration tasks like maintaining, monitoring, and customizing a Uyuni Server.

Publication Date: 2026-03-05
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You can manage actions on your clients in a number of different ways:
You can schedule automated recurring actions to apply the highstate or an arbitrary set of custom states
to clients on a specified schedule.

You can apply recurring actions to individual clients, to all clients in a system group, or to an entire

organization.
You can set actions to be performed in a particular order by creating action chains.

Action chains can be created and edited ahead of time, and scheduled to run at a time that suits you.
You can also perform remote commands on one or more of your clients.

Remote commands allows you to issue commands to individual clients, or to all clients that match a

search term.

You can apply recurring actions on individual clients, to a system group, or to all clients in an organization.
Currently, Uyuni supports the following action types as recurring actions:

Highstate: Execute the highstate.
Custom state: Execute a set of custom states. A custom state can be either an internal state provided by

Uyuni, or a configuration channel created by a user.

For more information about configuration channels, see Client-configuration YConfiguration-management .

To apply a recurring action to an individual client, navigate to Systems click the client to configure

schedules for, and navigate to theRecurring Actionstab.

To apply a recurring action to a system group, navigate t&Systems YSystem Groups, select the group to

configure schedules for, and navigate toRecurring Actionstab.
Click [!Create!]

Select an action type from the Action Type dropdown.

Type a name for the new schedule.

Choose the frequency of the recurring action:

Hourly: Type the minute of each hour. For example15 runs the action at fifteen minutes past every
hour.
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Daily: Select the time of each day. For example01:00 runs the action at 0100 every day, in the

timezone of the Uyuni Server.

Weekly: Select the day of the week and the time of the day, to execute the action every week at the

specified time.

Monthly: Select the day of the month and the time of the day, to execute the action every month at
the specified time.

Custom Quartz format: For more detailed options, enter a custom quartz string. For example, to run a

recurring action at 0215 every Saturday of every month, enter:
01527?*7

OPTIONAL: Toggle theTest mode switch on to run the schedule in test mode.

For actions of type Custom state, select the states from the list of available states and click[!Save

Changes!] This will only save the current state selection and not the schedule.

In the next pane, drag and drop the selected states to put them in the execution order and click
['Confirm!].

Click [!Create Schedule!]to save, and see the complete list of existing schedules.

Organization Administrators can set and edit recurring actions for all clients in the organization. Navigate to

Home YMy Organization YRecurring Actions to see all recurring actions that apply to the entire organization.

Uyuni Administrators can set and edit recurring actions for all clients in all organizations. Navigate toAdmin Y

Organizations, select the organization to manage, and navigate to th&tates YRecurring Actions tab.

If you need to perform a number of sequential actions on your clients, you can create an action chain to ensure

the order is respected.

By default, most clients execute an action as soon as the command is issued. In some case, actions take a long
time, which could mean that actions issued afterwards fail. For example, if you instruct a client to reboot, then
issue a second command, the second action could fail because the reboot is still occurring. To ensure that

actions occur in the correct order, use action chains.

For transactional update systems, an action chain is executed inside a single snapshot,

until there is a reboot action. This can cause some limitations.

For more information, see Client-configuration Y Clients-slemicro and Client-

configuration YClients-opensuseleapmicro .
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You can use action chains on all clients. Action chains can include any number of these actions, in any order:

System Details YRemote Command

System Details YSchedule System Reboot

System Details Ystates YHighstate

System Details YSoftware YPackagesYList/Remove
System Details YSoftware YPackagesYlnstalI
System Details YSoftware YPackagesYUpgrade
System Details YSoftware YPatches

System Detalils YSoftware YSoftware Channels
System Details YConfiguration

Images YBuild

Action chains are user-specific. To see the action chain in the WebEUI, you must sign in as

the same user who created the action chain.

In the Uyuni WebEUI, navigate to the first action you want to perform in the action chain. For example,

navigate to System Detailsfor a client, and click [!Schedule System Reboot!]
Check the Add to field and select the action chain you want to add to:

If this is your first action chain, select new action chain.

If the action chain already exists, select it from the list.

If you already have existing action chains, but you want to create a new action chain, start typing a

name for the new action chain to create it.

Confirm the action. The action is not performed immediately, it creates the new action chain, and a blue

bar confirming this appears at the top of the screen.

Continue adding actions to your action chain by checking the Add to field and selecting the name of the

action chain to add them to.

When you have finished adding actions, navigate toSchedule YAction Chains and selecting the action

chain from the list.

Re-order actions by dragging them and dropping them into the correct position. Click the blue plus sign to

see the clients an action is to be performed on. Click[!Save!]to save your changes.

Schedule a time for your action chain to run, and click[!Save and Schedule!]If you leave the page without
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clicking either [!Save!]or [!Save and Schedule!Rll unsaved changes are discarded.

If one action in an action chain fails, the action chain stops, and no further actions are

executed.

You can see scheduled actions from action chains by navigating t&chedule YPending Actions.

Use this procedure to run a remote command via Salt.

Before you begin, ensure your client is subscribed to the appropriate tools child channel for its installed

operating system. For more information about subscribing to software channels, seeClient-configuration Y

Channels.

For transactional update systems, consider that a remote command is run inside a

single snapshot. This can cause some limitations. For more information, se€lient-
configuration Y Clients-slemicro  and Client-configuration Y Clients-

opensuseleapmicro.

Remote commands are run from the/tmp/ directory on the client. To ensure that

- remote commands work accurately, do not mount /tmp with the noexec option. For

more information, see Administration YTroubleshooting .

All commands run from the Remote Commandspage are executed as root on clients.
Wildcards can be used to run commands across any number of systems. Always take

extra care to check your commands before issuing them.

Navigate to Salt YRemote Commands.
In the first field, before the @ symbol, type the command you want to issue.

In the second field, after the @ symbol, type the client you want to issue the command on. You can type

the minion-id of an individual client, or you can use wildcards to target a range of clients.

Click ['Find targets!] to check which clients you have targeted, and confirm that you have used the correct

details.

Click ['Run command!]to issue the command to the target clients.
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3.1. Feature Overview

Chapter 3. Ansible Integration

Ansible is a tool to manage computer client systems. For more information, seenttps://www.ansible.com .

Uyuni supports managing Ansible control nodes. For more information, seeadministration:ansible-setup-

control-node.pdf .

The supported version for the Ansible Control Node is Ansible 11.3. It should be obtained from the operating
system vendorQOs official repositories. For example, on SUSE Linux Enterprise 15 SP6 and SP7, Ansible is
available through the Systems Management Module For Control Nodes running operating systems other than

SUSE Linux Enterprise, use Ansible shipped together with that distribution.

Ansible software is also available for Uyuni Proxy and Uyuni for Retail Branch Server.

3.1. Feature Overview

Uyuni enables system administrators to operate their Ansible Control Nodes. Supported features are:

¥ inspection of inventory files
¥disc0very of playbooks

¥execution of playbooks
For more information:

¥The inventory is a sorted list of managed Ansible nodes. For more information about organizing an

inventory, seehttps://docs.ansible.com/ansible/latest/inventory_guide/intro_inventory.html

¥Playbooks are a way to describe how the inventory is to be managed. For more information about

playbooks, seehttps://docs.ansible.com/ansible/latest/playbook_guide/playbooks_intro.html

3.2. Requirements and Basic Configuration

To use Ansible features, you need to register the already existing Ansible Control Node to the Uyuni Server. In

the WebEUI, on theSystem Details YProperties page of the registered system, you must enable théAnsible

Control Node system type of the Add-on System Typeslist.

Enabling the Ansible Control Node system type ensures that theansible package is installed on the system by

adding it in the highstate and activates the Ansible features under theSystem Details YAnsible tab.

As the next step, configure the paths to your Ansible playbook directories and inventory files on theSystem

Details YAnsible YControl Node page. As an inventory path, you can use the standard Ansible inventory path

letc/ansible/hosts . As a playbook directory, you can use any directory on the control node, where your
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playbook files are stored. A playbook directory either contains.yml files or subdirectories with .yml files.

For installing and setting up an Ansible Control Node, seéAdministration YAnsibIe-setup-control-node .

After defining an inventory path, you can use Uyuni to inspect its contents.

In the Uyuni WebEUI, navigate taSystem Details YAnsible Yinventories

Click an inventory path to execute the inventory inspection on the Control Node in real-time.

After defining a playbook directory, you can discover playbooks on the System Details YAnsible YPlaybooks

page.

As with the inventory inspection, the playbook discovery operations run on the Control Node in real-time.

You can schedule a playbook execution from theSystem Details YAnsible YPIaybooks page. After selecting
the playbook you wish to execute, you can select the inventory file for the execution from thelnventory Path
drop-down menu of the Schedule Playbook Executiondialog. If you do not select any item, the default
inventory configured in your Control Node will be used. The drop-down menu is populated with the inventories
you defined in your Inventory paths and with inventories that have been locally discovered in your playbook
directories. These are displayed asCustom Inventory items in the playbook details. You can also enter an

arbitrary inventory path.

Afterwards, you choose the time of the playbook execution or select an action chain. Eventually, Uyuni
executes the playbook as an action on the Control Node. You can see the result of the operation on the action

details page.

To set up an Ansible control node, execute the following steps from the Uyuni WebEUI.

To configure a client as the Ansible Control Node, the Ansible package must be installed
on that system. Usually, the Ansible package should be obtained from the operating
system vendorOs official repositories. For example, on SUSE Linux Enterprise 15 SP6 and

SP7, Ansible is available through theSystems Management Module.
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In the Uyuni WebEUI, navigate toAdmin YSetup Wizard YProducts, verify
that SUSE Linux Enterprise Server 15 SP6 x86_64or later) with the
Systems Management Module and the required Python 3 Module are

selected and synchronized.

Deploy a SUSE Linux Enterprise 15 SP6 (or later) client.

In the Uyuni WebEUI, navigate to theSystems Y Overview page of the

client. Select Software YSoftware Channels and subscribe the client to the
SUSE Linux Enterprise Server 15 SP6 x86_64or later SP), Systems

Management Moduleand Python 3 Module channels.

Select Details YProperties of your client. From the Add-On System Types

list enable Ansible Control Node and click ['Update Properties!].

Navigate to the client overview page, selectState YHighstate, and click

['Apply Highstate!].

Select the Events tab and verify the status of the highstate.

If you want to install a newer Ansible on a SUSE Linux EnterpriseE15 SP4 or SP5 client, you

must enable the Python 3 Module.

Newer versions of Ansible no longer support managing nodes with outdated Python
versions. If a managed node still defaults to an older Python version, you may encounter
connection errors or failures during playbook runs. To address this, user should upgrade
Python on the managed node, if possible and set the correct Python interpreter in the

Ansible inventory or configuration.

Ansible Integration tools deploy a playbook as an inventory file. Create one inventory file for each operating

system listed in Table 1.

Create and add your hosts to an inventory file to be managed by Ansible.
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The default path for an Ansible inventory is/etc/ansible/hosts .

client240.mgr.example.org
client241.mgr.example.org
client242.mgr.example.org
client243.mgr.example.org
ansible_ssh_private key_file=/etc/ansible/some_ssh_key

[mygroupl]
client241.mgr.example.org
client242.mgr.example.org

[mygroup?2]
client243.mgr.example.org

[all:vars]
ansible_ssh_private_key_file=/etc/ansible/my_ansible private key

In the Uyuni WebEUI, from the Ansible tab navigate to Ansible Y Control

Node to add inventory files to the control node.

Under the Playbook Directories section add /usr/share/scap-security-

guide/ansible to the Add a Playbook Directoriesfield and click [1save!

Under Inventory Files add your inventory file locations to the Add an

Inventory file field and click [isave!]

/etc/ansible/sles15
/etc/ansible/sles12
/etc/ansible/centos7

For additional playbook examples, see

Create the SSH keys that you are using in your inventory.

ssh-keygen -f /etc/ansible/my_ansible_private_key
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Copy the generated SSH keys to the Ansible managed clients. Example:

ssh-copy-id -i /etc/ansible/my_ansible public_key
root@client240.mgr.example.org

Declare the private key in/etc/ansible/ansible.cfg as follows:
private_key file = /etc/ansible/my_ansible_private_key

Replace my_ansible private_key with the name of the file containing the

private key.

Test that Ansible is working by executing the following commands from the

control node:

ansible all -m ping
ansible mygroupl -m ping
ansible client240.mgr.example.org -m ping

You may now run remediations. For more information, seeAdministration YAnsible-compliance-as-code .

This document provides insight on running compliance as code remediation using an Ansible Playbook.
For more infomation about running compliance as code remediation using a bash script, see¢

For executing remediations you need to install the SCAP security guide package on the Ansible control node.

From Systems YOverview, select the client. Then clickSoftware YPackagesYlnstaII .

Search forscap-security-guide and install the package suitable for your system. See the following table for

package distribution requirements:

Package name Supported Systems

scap-security-guide openSUSE, SLES12, SLES15
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Package name Supported Systems

scap-security-guide-redhat CentOS 7, CentOS 8, Fedora, Oracle Linux 7, Oracle
Linux 8, RHEL7, RHELS8, RHEL9, Red Hat OpenStack
Platform 10, Red Hat OpenStack Platform 13, Red

Hat Virtualization 4, Scientific Linux
scap-security-guide-debian Debian 12

scap-security-guide-ubuntu Ubuntu 22.04

3.7.1. Remediation Using an Ansible Playbook
An Ansible control node is required. For more information, seeAdministration YAnsibIe-setup-controI-node .

The following procedure will guide you through running remediation using an Ansible playbook.

Procedure: Run Remediation Using an Ansible Playbook

1. From the control node system menu selectAnsible \'(Playbooks, and click a playbook, for example:
sle15-playbook-stig.yml

2. To run the playbook, select thelnventory Path for the clients, for example:
/etc/ansible/sles15

Click [!Schedule!]
3. Check the status of the scheduled event under theEventstab.

In case playbooks are in a different directory, you can follow the link to Setup Ansible Control Node to find out
how to add it.
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Uyuni supports several different authentication methods. This section discusses pluggable authentication

modules (PAM) and single sign-on (SSO).

Uyuni supports single sign-on (SSO) by implementing the Security Assertion Markup Language (SAML)E2

protocol.

Single sign-on is an authentication process that allows a user to access multiple applications with one set of
credentials. SAML is an XML-based standard for exchanging authentication and authorization data. A SAML
identity service provider (IdP) provides authentication and authorization services to service providers (SP), such

as Uyuni. Uyuni exposes three endpoints which must be enabled for single sign-on.
SSO in Uyuni supports:

Log in with SSO.

Log out with service provider-initiated single logout (SLO), and Identity service provider single logout
service (SLS).

Assertion and nameld encryption.

Assertion signatures.

Message signatures with AuthNRequest, LogoutRequest, and LogoutResponses.
Enable an Assertion consumer service endpoint.

Enable a single logout service endpoint.

Publish the SP metadata (which can be signed).
SSO in Uyuni does not support:

Product choosing and implementation for the identity service provider (IdP).

SAML support for other products (check with the respective product documentation).
For an example implementation of SSO, seeAdministration YAuth-methods-sso-example .

If you change from the default authentication method to single sign-on, the new SSO
! credentials apply only to the WebEUI. Client tools such asngr-sync or spacecmd continue

to work with the default authentication method only.
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Before you begin, you need to have configured an external identity service provider with these parameters.

Check your IdP documentation for instructions.

The mapping between the IdP user and the Uyuni user is specified in a SAML:Attribute.
The SAML:Attribute must be configured in the IdP and must be passed to Uyuni in the
SAML authentication. The attribute must be nameduid and must contain the Uyuni user

mapped to it after login. The Uyuni must be created before you activate single sign-on.
You need these endpoints:

Assertion consumer service (or ACS): an endpoint to accept SAML messages to establish a session into the

Service Provider. The endpoint for ACS in Uyuni ist

Single logout service (or SLS): an endpoint to initiate a logout request from the IdP. The endpoint for SLS

in Uyuni is:

Metadata: an endpoint to retrieve Uyuni metadata for SAML. The endpoint for metadata in Uyuni is:

After the authentication with the IdP using the user orgadmin is successful, you are logged in to Uyuni as the

orgadmin user, provided that the orgadmin user exists in Uyuni.

Using SSO is mutually exclusive with other types of authentication: it is either enabled or
disabled. SSO is disabled by default.

! Usemgrctl term before running steps inside the server container.

If your users do not yet exist in Uyuni, create them first.

Edit /etc/rhn/rhn.conf and add this line at the end of the file:

java.sso = true
Find the parameters you want to customize in/usr/share/rhn/config-defaults/rhn_java_sso.conf . Insert
the parameters you want to customize into /etc/rhn/rhn.conf and prefix them with java.ssa For example,

in /usr/share/rhn/config-defaults/rhn_java_sso.conf find:

onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-HOSTNAME-OR-
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IP/rhn/manager/sso/acs

To customize it, create the corresponding option in/etc/rhn/rhn.conf by prefixing the option nhame with

java.sso:

java.sso.onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-
HOSTNAME-OR-IP/rhn/manager/sso/acs

To find all the occurrences you need to change, search in the file for the placeholder&f OUR-PRODUCT

and YOUR-IDP-ENTITY. Every parameter comes with a brief explanation of what it is meant for.

Restart the spacewalk service to pick up the changes:
mgradm restart

When you visit the Uyuni URL, you are redirected to the IdP for SSO where you are requested to authenticate.
Upon successful authentication, you are redirected to the Uyuni WebEUI, logged in as the authenticated user. If

you encounter problems with logging in using SSO, check the Uyuni logs for more information.

In this example, SSO is implemented by exposing three endpoints with Uyuni, and using Keycloak 21.0.1 or

later as the identity service provider (IdP).

Start by installing the Keycloak IdP, then setting up the Uyuni Server. Then you can add theEendpoints as
Keycloak clients, and create users.

This example is provided for illustrative purposes only. SUSE does not recommend or
# support third-party identity service providers, and is not affiliated with Keycloak. For

Keycloak support, see

You can install Keycloak directly on your machine, or run it in a container. In this example, we run Keycloak in a

Podman container. For more information about installing Keycloak, see the Keycloak documentation at

Install Keycloak in a Podman container, according to the Keycloak documentation.

Run the container using the-td argument to ensure the process remains running:

podman run -td --name keycloak -p 8080:8080 -e KEYCLOAK_USER=admin -e
KEYCLOAK_ PASSWORD=admin quay.io/keycloak/keycloak:21.0.1
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Sign in the Keycloak WebEUI as thadmin user, and create an authentication realm using these details:
In the Name field, enter a name for the realm. For exampleMLM.

In the Endpoints field, click the SAML 2.0 Identity Provider Metadata link. This will lead you to a page

where you will see the endpoints and certificate to copy into the Uyuni configuration file.

When you have installed Keycloak and created the realm, you can prepare the Uyuni Server.

On the Uyuni Server, open the/etc/rhn/rhn.conf configuration file and edit these parameters. Replace

<FQDN_MLM>with the fully qualified domain name of your Uyuni installation:

java.sso.onelogin.saml2.sp.entityid

https /I<FQDN _ MLM>/rhn/manager/sso/metadata
java.sso.onelogin.saml2.sp.assertion_consumer_service.url =
https://[<FQDN_MLM>/rhn/manager/sso/acs
java.sso.onelogin.saml2.sp.single_logout_service.url =
https://<FQDN_MLM>/rhn/manager/sso/sls

In the configuration file, replace <FQDN_IDP> with the fully qualified domain name of your Keycloak

server. Replace<REALM>with your authentication realm, for example MLM:

java.sso.onelogin.saml2.idp.entityid =
http://<FQDN_IDP>:8080/realms/<REALM>
java.sso.onelogin.saml2.idp.single_sign_on_service.url =
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml
java.sso.onelogin.saml2.idp.single_logout_service.url =
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml

In the IdP metadata, locate the public x509 certificate. It uses this format:
. In the configuration file, specify the public x509
certificate of the IdP:

java.sso.onelogin.saml2.idp.x509cert = ----- BEGIN CERTIFICATE----- <CERTIFICATE>
----- END CERTIFICATE-----

Here is an example ofrhn.conf on Uyuni after enabling SSO:

java.sso = true

# This is the configuration file for Single Sign-On (SSO) via SAMLV2 protocol
# To enable SSO, set java.sso = true in /etc/rhn/rhn.conf

#

# Mandatory changes: search this file for:

# - YOUR-PRODUCT

# - YOUR-IDP-ENTITY

#

# See product documentation and the comments inline in this file for more
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# information about every parameter.

#

#

#

#

# If 'strict' is True, then the Java Toolkit will reject unsigned

# or unencrypted messages if it expects them signed or encrypted

# Also will reject the messages if not strictly follow the SAML

#

# WARNING: In production, this parameter setting parameter MUST be set as "true".
# Otherwise your environment is not secure and will be exposed to attacks.
# Enable debug mode (to print errors)

# ldentifier of the SP entity (must be a URI)
java.sso.onelogin.saml2.sp.entityid =
https://MLMserver.example.org/rhn/manager/sso/metadata

# Specifies info about where and how the <AuthnResponse> message MUST be
# returned to the requester, in this case our SP.

# URL Location where the <Response> from the IdP will be returned
java.sso.onelogin.saml2.sp.assertion_consumer_service.url =
https://MLMserver.example.org/rhn/manager/sso/acs

# Specifies info about where and how the <Logout Response> message MUST be
# returned to the requester, in this case our SP.
java.sso.onelogin.saml2.sp.single_logout_service.url =
https://MLMserver.example.org/rhn/manager/sso/sls

# |dentifier of the IdP entity (must be a URI)
java.sso.onelogin.saml2.idp.entityid = http://idp.example.org:8080/realms/MLM

# SSO endpoint info of the IdP. (Authentication Request protocol)

# URL Target of the IdP where the SP will send the Authentication Request Message
java.sso.onelogin.saml2.idp.single_sign_on_service.url =
http://idp.example.org:8080/realms/MLM/protocol/saml

# SLO endpoint info of the IdP.

# URL Location of the IdP where the SP will send the SLO Request
java.sso.onelogin.saml2.idp.single_logout_service.url =
http://idp.example.org:8080/realms/MLM/protocol/saml

# Public x509 certificate of the IdP

java.sso.onelogin.saml2.idp.x509cert = ----- BEGIN CERTIFICATE-----
MIICIzCCAX8CBgGC+tPbVjANBgkghkiGOWOBAQsFADAPMQOWCwWYDVQQDDARTVU1BMBA4XDTIyMDKkwMTIWNTEWL
MyMDkwMTIWNTIONFowDzENMASG
ALTUEAWWEU1VNQTCCASIwDQYJKoZlhveNAQEBBQADggEPADCCAQ0oCggEBAMNSWJIAaIB5mShTkMBO5mrsOosy
37WvugDPwWwWEfm4x0cG7gmMHVONXY XZk+LRyzoQI2sBrNFroMuwu5dnah5ZSMxQyUu697S280m4vliegGaFdbgH+g4l
GBu

eSis1ssMzTcES+NUuUl7pLKMLNmMSQtncESnoL9g2SyeQSwYtrbdz1lydl6lzjwtaWeyQOEGJINtItLk3U4+arLPCpHAw(
FANLO9NeYCcRDNUKhNBs1v5mHP+L066PZul/DKEOMSgy/+qXaS0CgZVKgz8qB+bvHVUAqOW6E0g1CjgZKbwvPu72p/7
d8z
9DxXPI1Z1uxdgn19qg/kLEP2TYLtgQobSHECAWEAATANBgkghkiGOWOBAQsSFAAOCAQEAga+raLMJIDo/P/yN1Z6SGGocl
227WFqovBIiE/mLYIp5Ff0+0jS1US1plISppJ94x0r8j0m7HWOWuU5xCz600hzXTEtnflbeRyrlRms3BWdxyXgQ9bWUeZ
MWZ

HfDkTbhgRRmMjDEWSSfEXRKQNvw41CpnlB3610++ejgGnjDvH7BbkCaoW55JF5j6 DT/WYRON7MKEI20va9CHO0e9X7Gn
y8i0Ag260ziy06uy3P/IX9Z9RMHNVPVN/Q34SGEq9z/HIQVUP12UPj//iT21Jc1700ZFSZQXIGFTG6bXKmO42W8FdU
DJU

ONo0XZgjMb3eC7U691YyeowoqTY7mJIKxNPprYY/ILOw== ----- END CERTIFICATE-----

# Organization

java.sso.onelogin.saml2.organization.name = SUSE Manager admin
java.sso.onelogin.saml2.organization.displayname = SUSE Manager admin
java.sso.onelogin.saml2.organization.url = https://MLMserver.example.org
java.sso.onelogin.saml2.organization.lang =
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# Contacts

java.sso.onelogin.saml2.contacts.technical.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.technical.email_address = MLM@example.org
java.sso.onelogin.saml2.contacts.support.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.support.email_address = MLM@example.org

You can add the Uyuni endpoints to Keycloak. Keycloak refers to endpoints as clients.

In the Keycloak WebEUI, create a new client using these details:
In the Client type field, select SAML

In the Client ID field, enter the endpoint specified in the server configuration file as

java.sso.onelogin.saml2.idp.entityid. For example,

In the Settingstab, fine-tune the client using these details:
Toggle theSignEassertionswitch to On.
In the Signature algorithm field, select RSA_SHA1
In the SAMLESignature Key Nanfeeld, selectKey ID.
In the Keystab:
Set Client signature required to Off.

In the Advanced tab, in the Fine Grain SAMLEEndpoint Configuratiosection, add the two endpoints using

these details:

In both the Assertion Consumer Service fields, enter the endpoint specified in the server

configuration file as java.sso.onelogin.saml2.sp.assertion_consumer_service.url For example,

In both the Logout Service fields, enter the endpoint specified in the server configuration file as

java.sso.onelogin.saml2.sp.single_logout_service.url For example,

When you have added the endpoints as clients, you can configure the client scope, and map the users between

Keycloak and Uyuni.

In the Keycloak WebEUI, navigate to theClients YcClient scopes tab and assignrole_list as the default

client scope.

Navigate to the Client_scopes YMappers tab and add a mapper for user attribute uid, using the default

values. This SAML attribute is expected by Uyuni.
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Navigate to the Client_scopes YMappers and click onrole_list mapper. SetSingle Role Attribute to On.

Navigate to the Users YAdmin section and create an administrative user. This user does not need to match

the Uyuni administrative user.

Navigate to the Users YRole mappings tab, add an attribute named uid with a value that matches the

username of the Uyuni administrative user.

Navigate to the Users YCredentials tab, and set the same password as used by the Uyuni administrative

user. .ESave your changes.

When you have completed the configuration, you can test that the installation is working as expected. Restart
the Uyuni Server to pick up your changes, and navigate to the Uyuni WebEUI. If your installation is working

correctly, you are redirected to the Keycloak SSO page, where you can authenticate successfully.

Uyuni supports network-based authentication systems using pluggable authentication modules (PAM) using
SSSD. PAM is a suite of libraries that allows you to integrate Uyuni with a centralized authentication
mechanism, eliminating the need to remember multiple passwords. Uyuni supports LDAP, Kerberos, and other

network-based authentication protocols.

In the Uyuni WebEUI, navigate toUsers YCreate Userand enable a new or existing user to authenticate
with PAM.

In usernames, additionally to alphanumeric characters,-, _, ., and @ are allowed.

Check the Pluggable Authentication Modules (PAM)checkbox.

Configure SSSD in the server container. At the command prompt of the Uyuni container host, as root,

enter the server container:

mgrctl term

Inside the container, execute the following steps:

Edit /etc/sssd/sssd.conf according to your configuration. For an example, see

When done, exit the container:
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exit

Restart Uyuni using:

mgradm restart

Changing the password in the Uyuni WebEUI changes only the local password on the Uyuni
Server. If PAM is enabled for that user, the local password might not be used at all. In the
- above example, for instance, the Kerberos password is not changed. Use the password

change mechanism of your network service to change the password for these users.

For more information about PAM configuration, see the SUSE Linux Enterprise Server Security Guide. The
Security Guide contains a generic example that also works for other network-based authentication methods. It

also describes how to configure an Active Directory (AD) service. For more information, see

For LDAP integration with Active Directory, you can use the following example.
In the code snippet, change the following placeholders according to your environment:

$domain

Your domain name

$ad_server

FQDN of the AD server if it is not auto-detected from the $domain $uyuni-hostname: The name of the

machine this AD client is supposed to be known. If not set, it will be uyuni-server.mgr.internal.

Example snippet for /etc/sssd/sssd.conf :

[sssd]
config_file_version = 2
services = nss, pam
domains = $domain

[nss]

[pam]
[domain/$domain]
id_provider = ad
chpass_provider = ad
access_provider = ad
auth_provider = ad

ad_domain = $domain
ad_server = $ad_server
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ad_hostname = $uyuni-hostname
ad_gpo_map_network = +susemanager

krb5_keytab = FILE:/etc/rhn/krb5.conf.d/krb5.keytab
krb5_ccname_template = FILE:/tmp/krb5cc_%({uid}
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This chapter contains information on the files you need to back up. With the built-in backup and restore
solution (mgradm backup) you create Uyuni backups. Information about restoring from your backups in the
case of a system failure completes this chapter.
Because Uyuni relies on a database as well as the installed program and configurations, it is important to back
up all components of your installation. Back up your Uyuni installation regularly to prevent data loss and
enable quick recovery.

Regardless of the backup method you use, you must have available at least three times the

! amount of space your current installation uses. Running out of space can result in backups
failing, so check this often.

Skip this section if you installed Uyuni 2026.03 from scratch.

With the advent of the built-in solution, the old method with the smdba backup tool is
deprecated. If you migrated from an old system with smdba to the new solution, you must

disable the old funtionality and remove the old backup archives.

Either disable smdba before migrating (recommended) or later on the migrated Uyuni 2026.03 system.

This procedure only works when smdba is still installed.
On the command line of the container host, as root, execute:

mgrctl exec -- smdba backup-hot --enable=off

This will change archive_command in /var/lib/pgsqgl/data/postgresgl.conf as
follows:

archive_command = '/bin/true'

Now your old system is ready to be migrated to Uyuni 2026.03.

Use this procedure after migration, when smdba is no longer available.
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On the container host, as root, edit
Ivar/lib/containers/storage/volumes/var-pgsql/_data/postgresql.conf

and set these options:

archive_mode = off
archive_command = '/bin/true'

Restart the container:

mgradm restart

The most comprehensive method for backing up your Uyuni installation is to usemgradm backup create
command. This can save you time in administering your backup, and can be faster to reinstall and re-
synchronize in the case of failure. However, this method requires significant disk space and could take a long

time to perform the backup.

mgradm backup create command performs backup to a directory. This directory can be both local or mounted
remote storage.

mgradm backup create command allows various customizations of the content of the backup. For all available
options, seemgradm backup create --help.

A full backup of the Uyuni consists of backing up the following components:

Uyuni volumes

database volumes

podman network configuration
podman secrets

Uyuni systemd services

Uyuni container images

# The Uyuni service is automatically stopped for the time it takes to create a full backup. The

downtime can be significant. After backup is done, service is automatically restarted.
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mgradm backup create

On the container host, as root, create backup with:
mgradm backup create $path

Replace$path by the path to the backup location.

mgradm backup create tool allows creating partial backups. It is possible to skip individual or all volumes, skip

database backup and images.

Particularly when database backup is skipped, backup is created without stopping Uyuni services and can act

as a one phase in two phase backup procedure.

Partial backups are only considering a part of the data, and do not take potential
# dependencies with other parts which may not have been backed up in consideration.

Therefore they cannot guarantee backup/restore consistency.

On the container host, as root, create backup with:
mgradm backup create --skipdatabase $path

Replace$path by the path to the backup location.

On the container host, as root, create backup with:
mgradm backup create --skipvolumes $volumes $path
Replace$path by the path to the backup location.

Replace $volumes by the name of the volume name to be excluded from

the backup, or by a comma separated list of volumes to be excluded.

Useall to skip all volumes, except database volumes.
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5.2.3. Backing up extra volumes

mgradm backup command uses internal list of Uyuni volumes. If additional volumes were configured during
the installation, or additional volumes should be added to the backup, they need to be specified using

--extravolumes $volumes.

Procedure: Creating backup with additional custom volume

1. On the container host, as root, create backup with:
mgradm backup create --extravolumes $volume $path
Replace$path by the path to the backup location.

Replace $volumes by the name of the volume name to be included in the

backup. or by a comma separated list of volumes to be included.

5.2.4. Perform a manual database backup

Procedure: Performing a manual database backup

1. Allocate permanent storage space for your backup.

2. At the command prompt of the Uyuni container host, as root, use:

mgradm backup create --skipvolumes all --skipconfig --skipimages $path

5.3. Restore Uyuni from the existing backup

Restoring Uyuni from the existing backup will enumerate backup for volumes, images and configuration to
restore. Unlike in backup create scenario, restore operation is not using an internal volume list, but

automatically detect every volume or image present in the backup.

After the list of items to restore is gathered, presence and integrity check is performed. Presence check ensures
backup restore will not accidentally overwrite existing volumes, image or configurations. Integrity check is

done by computing backup items checksums.
After both checks are successful, actual backup restore is performed.

! Uyuni services are not automatically started after backup restore is finished.
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On the container host, as root, re-deploy the Uyuni Server with:

mgradm stop
mgradm backup restore $path
mgradm start

Replace$path by the path to the backup location.

Verification of the backup can be a time-consuming operation. If backup integrity is ensured by other means,

verification can be skipped by using --skipverify option.

If for some reason it is needed to skip restoring a volume present in the backup,--skipvolumes $volumes

option can be used.

Re-synchronize your Uyuni repositories using either the Uyuni WebEUI, or
with the mgr-sync tool at the command prompt in the container. You can
choose to re-register your product, or skip the registration and SSL

certificate generation sections.

On the container host, check whether you need to restore
/varl/lib/containers/storage/volumes/var-spacewalk/_data/packages/ . |If
Ivar/lib/containers/storage/volumes/var-spacewalk/_data/packages/

was not in your backup, you need to restore it. If the source repository is
available, you can restore
[path] "/var/lib/containers/storage/volumes/var-

spacewalk/_data/packages/ u with a complete channel synchronization:
mgrctl exec -ti -- mgr-sync refresh --refresh-channels

Schedule the re-creation of search indexes next time therhn-search service

is started.

This command produces only debug messages, it does not produce error
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5.3. Restore Uyuni from the existing backup

messages.
On the container host, enter:

mgrctl exec -ti -- rhn-search cleanindex
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Channels are a method of grouping software packages.

In Uyuni, channels are grouped into base and child channels, with base channels grouped by operating system
type, version, and architecture, and child channels being compatible with their related base channel. When a
client has been assigned to a base channel, it is only possible for that system to install the related child

channels. Organizing channels in this way ensures that only compatible packages are installed on each system.

Software channels use repositories to provide packages. The channels mirror the repositories in Uyuni, and the
package names and other data are stored in the Uyuni database. You can have any number of repositories
associated with a channel. The software from those repositories can then be installed on clients by subscribing

the client to the appropriate channel.

Clients can only be assigned to one base channel. The client can then install or update packages from the

repositories associated with that base channel and any of its child channels.

Uyuni provides a number of vendor channels, which provide you everything you need to run Uyuni. Uyuni
Administrators and Channel Administrators have channel management authority, which gives them the ability

to create and manage their own custom channels. If you want to use your own packages in your environment,
you can create custom channels. Custom channels can be used as a base channel, or you can associate them

with a vendor base channel.

For more on creating custom channels, seédministration YCustom-channels.

By default, any user can subscribe channels to a system. You can implement restrictions on the channel using
the WebEUI.

In the Uyuni WebEUI, navigate toSoftware YChannel List, and select the channel to edit.

Locate the Per-User Subscription Restrictions section and check Only selected users within your

organization may subscribe to this channel Click [!lUpdate!] to save the changes.

Navigate to the Subscriberstab and select or deselect users as required.

You can delete vendor software channels from the command prompt.
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On the Uyuni Server, at the command prompt, as root, list the available vendor channels, and make a note

of the channel you want to delete:

mgr-sync list channels

Delete the channel:
spacewalk-remove-channel -¢c <channel-name>

For information about deleting custom channels, seeAdministration YCustom-channels.

Custom channels give you the ability to create your own software packages and repositories, which you can use
to update your clients. They also allow you to use software provided by third party vendors in your

environment.

This section gives more detail on how to create, administer, and delete custom channels. You must have

administrator privileges to be able to create and manage custom channels.

Before you create a custom channel, determine which base channel you want to associate it with, and which

repositories you want to use for content.

If you have custom software packages that you need to install on your client systems, you can create a custom
child channel to manage them. You need to create the channel in the Uyuni WebEUI and create a repository for

the packages, before assigning the channel to your systems.

Do not create child channels containing packages that are not compatible with the client

system.

You can select a vendor channel as the base channel if you want to use packages provided by a vendor.

Alternatively, select none to make your custom channel a base channel.

In the Uyuni WebEUI, navigate toSoftware YManageYChanneIs, and click

[!Create Channel!]

On the Create Software Channel page, give your channel a name (for

example, My Tools SLES 15 SP1 x86_64and a label (for example, my-

34/210 6.3. Custom Channels |Uyuni 2026.03



tools-sles15spl-x86 64 ). Labels must not contain spaces or uppercase

letters.

In the Parent Channeldrop down, choose the relevant base channel (for
example, SLE-Product-SLES15-SP1-Pool for x86 64. Ensure that you

choose the compatible parent channel for your packages.

In the Architecture drop down, choose the appropriate hardware

architecture (for example, x86_64).

Provide any additional information in the contact details, channel access

control, and GPG fields, as required for your environment.

Click [iCreate Channel!}

Custom channels sometimes require additional security settings. Many third party vendors secure packages
with GPG. If you want to use GPG-protected packages in your custom channel, you need to trust the GPG key
which has been used to sign the metadata. You can then check thelas Signed Metadata®heck box to match

the package metadata against the trusted GPG keys.

If remote channels and repositories are signed with GPG keys, you can import and trust these GPG keys. For

example, execute thespacewalk-repo-sync from the command line on the Uyuni Server:

/usr/bin/spacewalk-repo-sync -c¢ <channellabelname> -t yum

This command and procedure is for temporary GPG key synchronization only. For storing the key permantenly,

see this section later on.
The underlying zypper call will import the key, if it is available. The WebEUI does not offer this feature.

This only works when the repository you want to mirror is set up in a special way and provides the "key" in the
repository next to the signature. This is the case for all repositories generated by the Open Build Service (OBS).

For other repositories special preparation steps are needed, as described further below.

By default, the Enable GPG Checkield is checked when you create a new channel. If you
would like to add custom packages and applications to your channel, make sure you
uncheck this field to be able to install unsigned packages. Disabling the GPG check is a

security risk if packages are from an untrusted source.

You can only add a repository to the Uyuni with the WebEUI if it is a valid software repository. Check in
advance that needed repository metadata are available. Tools such asreaterepo and reprepro are useful in this

regard. mgrpush can help with pushing a single RPM into a channel without creating a repository.
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For more information on createrepo_c see

For more information on reprepro see

In the Uyuni WebEUI, navigate toSoftware YManage YRepositories, and

click [iCreate Repository!].

On the Create Repository page, give your repository a label (for example,

my-tools-sles15spl-x86 64-repo ).

In the Repository URLfield, provide the path to the directory that contains
the repodata file (for example, ). You can use any valid

addressing protocol in this field.
Uncheck the Has Signed Metadatatheck box.

OPTIONAL: Complete the SSL fields if your repository requires client

certificate authentication.
Click [icreate Repository!].

The above procedure only works if the repository you want to mirror provides the "key" in the repository next to
the signature. This is the case for all repositories generated by the OBS, but it is typically not the case for

repositories of operating systems that are not offered by the OBS.

If the repository you want to use does not have a GPG key you can provide one yourself and import the GPG
key into the keyring manually. If you import the key into the /var/lib/spacewalk/gpgdir keyring using thegpg
command line tool it would be stored permanently. The key would also persist if the chroot environment would

be cleaned.

On the container host, the command to import a key into the keyring, is:
mgradm gpg add /path/to/gpg.key

For more information, see Client-configuration YAutoinst-owngpgkey :

Add Debian non-flat repositories using uyuni_suite, uyuni_component, and uyuni_arch

query parameters.
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6.3. Custom Channels

uyuni_suite

is mandatory. In Debian documentation, this is also known asdistribution . With this parameter you specify
the apt source. Without this parameter the original approach is used. If the parameter ends with/, the

repository is identified as flat.

uyuni_component

is optional. This parameter can specify only one component. It is not possible to list the components. An
apt source entry allows to specify multiple components, but for Uyuni it is not possible. Instead you must
create a separate repository for each component.

uyuni_arch

is optional. If omitted the architecture name is calculated with a SQL query for the channel from the
database. Specifyuyuni_arch explicitly if it does not match the architecture of the channel (sometimes

architecture naming is ambiguous).

Here are some examples:

Table 2. Debian non-flat repository mapping

Type Source line / URL
apt source line deb https://pkg.jenkins.io/debian-stable binary/
URL mapping https://pkg.jenkins.io/debian-stable?

uyuni_suite=binary/

E

apt source line deb https://deb.debian.org/debian/dists stable
main

URL mapping https://deb.debian.org/debian/dists?

uyuni_suite=stable&uyuni_component=main

This following information about the Debian repository definition format is based on

https://wiki.debian.org/DebianRepository/Format#Overview

The repository definition format is as follows:

deb uri suite [componentl] [component?] [...]

For example:

deb https://deb.debian.org/debian/dists stable main
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or

deb https://pkg.jenkins.io/debian-stable binary/

For each pair of suite and component the spezification defines a distinct URL calculated

on the base URL+ suite + component.

Assign your new repository to your custom channel by navigating to

Software YManage YChannels, clicking the name of your newly created

custom channel.

Navigate to the Repositories tab, and ensure the repository you want to

assign to the channel is checked. Clicli!save Repositories!}

By default, the synchronization process starts immediately.

For more information about channel synchronization, see

In the Uyuni WebEUI, navigate taSystems YActivation Keys, and select the

key you want to add the custom channel to.

On the Details tab, in the Child Channels listing, select the channel to

associate. You can select multiple channels, if you need to.

Click [tupdate Activation Key!] .

To avoid missing important updates, SUSE recommends to keep your custom channels up to date with the

remote repositories changes.

By default, a synchronization will happen automatically for all custom channels you create. In particular, it will
happen:

after adding a repository to a channel from the Ul or by usingspacewalk-common-channels

as part of the daily task mgr-sync-refresh-default, which will synchronize all your custom and vendor

channels.
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To disable this default behaviour, set in/etc/rhn/rhn.conf :

java.unify_custom_channel_management = 0

With this property turned off, no synchronization is performed automatically and, in order to keep a custom

channel up to date, you need to:

synchronize it manually by navigating to the Synctab and click ['Sync Now!]

set up an automated synchronization schedule from theRepositories tab.

When the process is started, there are several ways to check if a channel has finished synchronizing:

In the Uyuni WebEUI, navigate toAdmin YSetup Wizard and select the Products tab. This dialog displays a

completion bar for each product when they are being synchronized.

In the Uyuni WebEUI, navigate toSoftware YManageYChannels then click the channel associated to the
repository. Navigate to the menu:[Repositories > Sync] tab. Th&ync Statusis shown next to the repository

name.

Check the synchronization log file at the command prompt:
tail -f /var/log/rhn/reposync/<channel-label>.log

Each child channel generates its own log during the synchronization progress. You need to check all the

base and child channel log files to be sure that the synchronization is complete.
The following custom channel synchronization options are available:

Retain packages in channels which have been removed from the repository

This turns off strict mode.

Do not sync errata

Do not synchronize patches.

Sync only latest packages

Synchronize latest package version only.

Create kickstartable tree

This option prepares a directory tree ready for Kickstart auto installation.

Terminate upon any error

Stop synchronizing if an error occurs.
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These options will be saved persistently for each channel. The[!Sync now!] button also saves the channel

options before performing the synchronization.

When you create a new custom channel without cloning it from an existing channel, it does not contain any

packages or patches. You can add the packages and patches you require using the Uyuni WebEUI.

Custom channels can only include packages or patches that are cloned or custom, and they must match the
base architecture of the channel. Patches added to custom channels must apply to a package that exists in the

channel.

In the Uyuni WebEUI, navigate toSoftware YManageYChannels, and go to
the Packagestab.

OPTIONAL: See all packages currently in the channel by navigating to the

List/Remove tab.
Add new packages to the channel by navigating to theAdd tab.

Select the parent channel to provide packages, and clicklview Packages!]t0

populate the list.
Check the packages to add to the custom channel, and clicliAdd Packages!]

When you are satisfied with the selection, click[!Confirm Addition!] to add the

packages to the channel.

OPTIONAL: You can compare the packages in the current channel with
those in a different channel by navigating to Software \'(Manage Y

Channels, and going to the Packages YCompare tab. To make the two
channels the same, click the[IMerge Differences!] button, and resolve any

conflicts.

In the Uyuni WebEUI, navigate toSoftware YManageYChannels, and go to
the Patchestab.
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OPTIONAL: See all patches currently in the channel by navigating to the

List/Remove tab.

Add new patches to the channel by navigating to theAdd tab, and selecting

what kind of patches you want to add.

Select the parent channel to provide patches, and click ['view Associated

Patches!] t0 populate the list.
Check the patches to add to the custom channel, and clickconfirmi].

When you are satisfied with the selection, click[iconfirm!] to add the patches

to the channel.

Uyuni administrators and channel administrators can alter or delete any channel.

To grant other users rights to alter or delete a channel, navigate t&oftware YManageYChannels and select the
channel you want to edit. Navigate to the Managers tab, and check the user to grant permissions. Click

['Update!] to save the changes.

If you delete a channel that has been assigned to a set of clients, it triggers an immediate
! update of the channel state for any clients associated with the deleted channel. This is to

ensure that the changes are reflected accurately in the repository file.

You cannot delete Uyuni channels with the WebEUI. Only custom channels can be deleted.

In the Uyuni WebEUI, navigate taSoftware YManageYChannels; and select

the channel you want to delete.
Click ['Delete software channel!].

On the Delete Channel page, check the details of the channel you are
deleting, and check the Unsubscribe Systems checkbox to remove the

custom channel from any systems that might still be subscribed.

Click [iDelete Channel!].

When channels are deleted, the packages that are part of the deleted channel are not automatically removed.
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You are not able to update packages that have had their channel deleted.

You can delete packages that are not associated with a channel in the Uyuni WebEUI. Navigate Software Y

ManageYPackages check the packages to remove, and clic[!Delete Packages!]

Uyuni includes the ability to synchronize the content of optional third-party repositories with some of the

products that can be managed by it.

Some third-party GPG keys are included by default in the Uyuni database, and some are not. For third-party
keys that are not included, the relevant keys need to be imported when choosing to synchronize such third-

party repositories.

To import a GPG key, use the following command syntax, executing the command on the Uyuni host server:
mgradm gpg add <path-to-gpg-key-file-or-URL>
Example: Adding a GPG key from a file
mgradm gpg add repomd.xml.key
Example: Adding a GPG key from a remote repository using a URL
mgradm gpg add https://<3rd-party-domain>/path/to/repository/repodata/repomd.xml.key
To list the keys currently held in the Uyuni GPG database, run the following command:
mgrctl exec -ti -- gpg --homedir /var/lib/spacewalk/gpgdir --list-keys

When installing a package on the client, you may also need to trust the GPG key on the

client itself. This requires that the GPG key is also available there.

For more information, see:Client-configuration YGpg-keys.
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7.1. Confidential Computing with Uyuni

Chapter 7. Confidential Computing

Confidential Computing is a technology which allows protection of data in use by using hardware-based
Trusted Execution Environment (TEE), the type of environments that provide increased level of security for data

integrity, data confidentiality, and code integrity.

7.1. Confidential Computing with Uyuni

The trustworthiness of the TEE is checked with the attestation process. Uyuni can be used as an attestation
server for the systems registered to it. It generates a report page for the systems which run in this mode. These
systems need to be attested and checked on regular base. The history of the past checks is also stored and

available per request.

Confidential Computing Attestation depends on the used hardware and environment where the attested

systems are running on.

! Confidential Computing Attestation is only available on x86_64 architecture.

7.2. Requirements

Confidential Computing can be set up in an environment with the following characteristics:

¥Attested system (virtual machine) is SLES15 SP6 and bootstrapped to Uyuni
¥Hardware must haveAMD EPYC Milan CPWbr AMD EPYC Genoa CPU
¥BIOS must be configured to allow Confidential Computing attestation

¥Host OS and the virtualization software (KVM and libvirt) must support Confidential Computing.

7.3. Limitations

¥SLE515 SP6 has Confidential Computing attestation as technology preview.
¥Uyuni has Confidential Computing attestation as technology preview.

¥Secure boot is attested. However, currently KVM secure boot and SNP Guest are not working together.

7.4. Use Confidential Computing in Uyuni

For the exact steps for setting up and configuring Confidential Computing on your host,

refer to the OS Vendor documentation.

Procedure: Enabling Attestation Container During the Uyuni Installation
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7.4. Use Confidential Computing in Uyuni

1. The attestation container is enabled during the installation of Uyuni with mgradm install podman.

2. Add the following to file mgradm.yaml.

coco:
E replicas: 1

Procedure: Enabling Attestation Container After the Uyuni Installation
1. To enable the attestation container after the installation, use the command line parametermgradm.

2. Run the command

mgradm scale uyuni-server-attestation --replicas 1

Procedure: Disabling Attestation Container After the Uyuni Installation

1. To disable the already enabled attestation container, run the command:

mgradm scale uyuni-server-attestation --replicas 0

Procedure: Enabling Attestation
1. For the selected system, go to tabAudit YConfidential Computing YSettings.
2. Enable the attestation by selecting the toggle button.
3. In the field Environment Type select the correct option from the drop-down list.

4. Click button [!Save!]to save the changes.

Procedure: Scheduling New Attestation

1. For the selected system, go to tabAudit YConfidential Computing YList Attestations .

N

. Click ['Schedule Attestation!]. The new form opens.
3. In the field Earliest select the time of running the attestation.
4. 1f needed, add the newly created attestation to the action chain by selecting Add to option.

5. Click button [!Schedule!]to save and schedule the new attestation execution.

Procedure: Viewing Attestation Reports from System Details
1. For the selected system, go to tabAudit YConfidential Computing YList Attestations .
2. Find and select the report you want to view.

3. After clicking the selected attestation report tab Overview will open.
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7.5. Related Topics

4. Move to the next tab SEV-SNP

5. Finally, move to the next tab Secure Boot

Procedure: Viewing Attestation Reports from Audit
1. From the navigation bar, selectAudit YConfidential Computing .
2. The list of all attestations will be shown in the main panel.

3. Find and select the report you want to view.

7.4.1. Report Statuses

Attestation reports can have one of the following statuses:

Pending

This is the default status of the scheduled attestation. The report is still not available, either because the

process has not yet started or completed.

Successful

When the scheduled attestation creates a report which can be viewed, the status of the process is

Successful

Failed

When the scheduled fails and does not create a report as a result, the status of the process Failed.

7.5. Related Topics

For more information about Confidential Computing, see here.
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Content lifecycle management allows you to customize and test packages before updating production clients.

This is especially useful if you need to apply updates during a limited maintenance window.

Content lifecycle management allows you to select software channels as sources, adjust them as required for

your environment, and thoroughly test them before installing onto your production clients.

While you cannot directly modify vendor channels, you can clone them and then modify the clones by adding
or removing packages and custom patches. You can assign these cloned channels to test clients to ensure they

work as expected.

By default, cloned vendor channels match the original vendor channel and automatically
select the dependencies. You can disable the automatic selection for cloned channels by

adding the following option in /etc/rhn/rhn.conf :
java.cloned_channel_auto_selection = false

Then, when all tests pass, you can promote the cloned channels to production servers.

This is achieved through a series of environments that your software channels can move through on their
lifecycle. Most environment lifecycles include at least test and production environments, but you can have as

many environments as you require.

This section covers the basic content lifecycle procedures, and the filters available. For more specific examples,

see Administration YCOntent-lifecycle-examples .

To set up a content lifecycle, you need to begin with a project. The project defines the software channel

sources, the filters used to find packages, and the build environments.

In the Uyuni WebEUI, navigate toContent Lifecycle YProjects, and click

[!Create Project!].

In the Label field, enter a label for your project. The Label field only

accepts lowercase letters, numbers, periods, hyphens, and underscores.
In the Name field, enter a descriptive name for your project.

Click the [icreate!] button to create your project and return to the project
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page.
Click ['Attach/Detach Sources!].

In the Sourcesdialog, select the source type, and select a base channel for
your project. The available child channels for the selected base channel are
displayed, including information on whether the channel is mandatory or

recommended.

Check the child channels you require, and click[isave!] to return to the

project page. The software channels you selected should now be showing.
Click [iAttach/Detach Filters!] .

In the Filters dialog, select the filters you want to attach to the project. To

create a new filter, click[ICreate new Filter!].
Click [tAdd Environment].

In the Environment Lifecycle dialog, give the first environment a name, a
label, and a description, and click ['save!] The Label field only accepts

lowercase letters, numbers, periods, hyphens, and underscores.

Continue creating environments until you have all the environments for
your lifecycle completed. You can select the order of the environments in
the lifecycle by selecting an environment in the Insert before field when

you create it.

Uyuni allows you to create various types of filters to control the content used for building the project. Filters
allow you to select which packages are included or excluded from the build. For example, you could exclude all

kernel packages, or include only specific releases of some packages.
The supported filters are:

package filtering
by name

by name, epoch, version, release, and architecture
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by provided name
patch filtering

by advisory name

by advisory type

by synopsis

by keyword

by date

by affected package
module

by stream
Package dependencies are not resolved during content filtering.

There are multiple matchers you can use with the filter. Which ones are available depends on the filter type you

choose.
The available matchers are:

contains

matches (must take the form of a regular expression)
equals

greater

greater or equal

lower or equal

lower

later or equal

rule

Each filter has arule parameter that can be set to eitherAllow or Deny. The filters are processed like this:

If a package or patch satisfies aDeny filter, it is excluded from the result.

If a package or patch satisfies anAllow filter, it is included in the result (even if it was excluded by aDeny
filter). Allow filters for packages only operate on package filters andAllow filters for patches only operate
on patch filters. This means with a package filter you cannot add packages back in that were filtered out

through patch filters or vice versa for patches that where filtered out through package filters.
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This behavior is useful when you want to exclude large number of packages or patches using a genefaeny

filter and "cherry-pick" specific packages or patches with specific Allow filters.
Content filters are global in your organization and can be shared between projects.

If your project already contains built sources, when you add an environment it is
automatically populated with the existing content. Content is drawn from the previous
environment of the cycle if it had one. If there is no previous environment, it is left empty

until the project sources are built again.

To help with creating filters for some common scenarios, Uyuni offers filter templates. When applied, these

templates help creating a set of filters in advance, tailored for a specific use case.

This section describes available templates and their usages.

In a project that contains live patching, regular future kernel packages must be excluded so that only live patch
packages are offered as updates to clients. On the other hand, already installed regular kernel packages must

still be included to keep system integrity.
When applied, this template creates three filters required to achieve this behavior:

Allow patches that contain kernel-default package equal to a base kernel version
Deny patches that containreboot_suggestedkeyword

Deny patches that contain a package which provides the naménstallhint(reboot-needed)

For more information on how to set up a live patching project, see

In the Uyuni WebEUI, navigate toContent Lifecycle YFilters, and click

['Create Filter!].
In the dialog, click ['Use a template!} The inputs will change accordingly.

In the Prefix field, type a name prefix. This value will be prepended to the
name of every individual filter created by the template. If the template is

being applied in the context of a project, this field will be prefilled with the
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project label.
In the Template field, select Live patching based on a SUSE product
In the Product field, select the product you wish to set up live patching for.

In the Kernel field, select a kernel version from the list of versions available
in the selected product. The filter to deny the later regular kernel patches

will be based on this version.

Click [1saveljto create the filters.

Navigate to Content Lifecycle \'(Projects and select your project.
Click [Attach/Detach Filters!] .

Select the three filters that have the specified prefix, and click['save!]

When you want to set up a live patching project based on a kernel version installed in a specific registered

system, you can use the "live patching based on a system" template.
When applied, this template creates three filters required to achieve this behavior:

Allow patches that contain kernel-default package equal to a base kernel version
Deny patches that containreboot_suggestedkeyword

Deny patches that contain a package which provides the namenstallhint(reboot-needed)

For more information on how to set up a live patching project, see

In the Uyuni WebEUI, navigate toContent Lifecycle YFilters, and click

[!Create Filter!].
In the dialog, click [luse a template!} The inputs will change accordingly.

In the Prefix field, type a name prefix. This value will be prepended to the
name of every filter created by the template. If the template is being

applied in the context of a project, this field will be prefilled with the
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project label.
In the Template field, select Live patching based on a specific system

In the System field, select a system from the list, or start typing a system

name to narrow down the options.

In the Kernel field, select a kernel version from the list of versions installed
in the selected system. The filter to deny the later regular kernel patches

will be based on this version.

Click [1saveljto create the filters.

Navigate to Content Lifecycle \'(Projects and select your project.
Click ['Attach/Detach Filters!] .

Select the three filters that have the specified prefix, and click[isave!]

When you want to have all the modules available in a modular repository included in your project, you can

automatically add them using this filter template.
When applied, this template creates an AppStream filter per module and its default stream.

If this process is done from the projectOs page, the filters are added to the project automatically. Otherwise, the

created filters can be listed in Content Lifecycle YFilters and be added to any project as needed.

Each individual filter can be edited to select a different module stream, or removed altogether to exclude that

module from the target repositories.

Because not all module streams are compatible with each other, changing individual
streams may prevent successful resolution of modular dependencies. When this happens,
the filters pane in the project details page will show an error describing the problem, and

the build button will be disabled until all the module selections are compatible.

Since Red Hat Enterprise LinuxE9, modules do not have any defined default streams.

Therefore, using this template with Red Hat Enterprise LinuxE9 sources will have no effect.

For more information on how to set up AppStream repositories with content lifecycle management, see
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In the Uyuni WebEUI, navigate toContent Lifecycle YProjects, and select

your project.

In the Filters section, click ['Attach/Detach Filters!] , and then click [iCreate New

Filter!] .
In the dialog, click [luse a template!] The inputs will change accordingly.

In the Prefix field, type a name prefix. This value will be prepended to the
name of every filter created by the template. If the template is being
applied in the context of a project, this field will be prefilled with the

project label.
In the Template field, select AppStream modules with defaults.

In the Channel field, select a modular channel to get the modules from. In

this dropdown, only the modular channels are displayed.
Click [1saveljto create the filters.
Scroll to the Filters section to see the newly attached AppStream filters.

You can edit/remove any individual filter to tailor the project to your

needs.

When you have created your project, defined environments, and attached sources and filters, you can build the

project for the first time.
Building applies filters to the attached sources and clones them to the first environment in the project.

You can use the same vendor channels as sources for multiple content projects. In this case, Uyuni does not
create new patch clones for each cloned channel. Instead, a single patch clone is shared between all of your
cloned channels. This can cause problems if a vendor modifies a patch; for example, if the patch is retracted, or
the packages within the patch are changed. When you build one of the content projects, all the channels that
share the cloned patch are synchronized with the original by default, even if the channels are in other
environments of your content project, or other content project channels in your organization. You can change

this behavior by turning off automatic patch synchronization in your organization settings. To manually

synchronize the patch later for all channels sharing the patch, navigate t&Software YManageYChannels click
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the channel you want to synchronize and navigate to theSync subtab. Even manual patch synchronization

affects all organization channels sharing the patch.

In the Uyuni WebEUI, navigate toContent Lifecycle YProjects, and select

the project you want to build.

Make sure you have the environment available before
building the project.

Review the attached sources and filters, and cliclBuild!].

Provide a version message to describe the changes or updates in this build.

You can monitor build progress in the Environment Lifecycle section.

After the build is finished, the environment version is increased by one and the built sources, such as software

channels, can be assigned to your clients.

When the project has been built, the built sources can be sequentially promoted to the environments.

In the Uyuni WebEUI, navigate toContent Lifecycle YProjects, and select

the project you want to work with.

In the Environment Lifecycle section, locate the environment to promote

to its successor, and clickiPromote!].

You can monitor build progress in the Environment Lifecycle section.

When you build and promote content lifecycle projects, Uyuni creates a tree of software channels. To add

clients to the environment, assign the base and child software channels to your client usingSoftware Y

Software Channels in the System Detailspage for the client.

Newly added cloned channels are not assigned to clients automatically. If you add or

promote sources you need to manually check and update your channel assignments.
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8.7. Content Lifecycle Management Examples

Automatic assignment is intended to be added to Uyuni in a future version.

8.7. Content Lifecycle Management Examples

This section contains some common examples of how you can use content lifecycle management. Use these

examples to build your own personalized implementation.

8.7.1. Creating a Project for a Monthly Patch Cycle

An example project for a monthly patch cycle consists of:

¥Creating aBy Datefilter

¥Adding the filter to the project
¥Applying the filter to a new project build
¥Exc|uding a patch from the project

¥Inc|uding a patch in the project

8.7.1.1. Creating aBy Datefilter

The By Date filter excludes all patches released after a specified date. This filter is useful for your content

lifecycle projects that follow a monthly patch cycle.

Procedure: Creating the By Datefilter

1. In the Uyuni WebEUI, navigate toContent Lifecycle Y Filters and click

[!Create Filter!].

2. In the Filter Name field, type a name for your filter. For example,Exclude

patches by date.
3. In the Filter Type field, select Patch (Issue date)
4. In the Matcher field, later or equal is autoselected.
5. Select the date and time.

6. Click [1savel]

8.7.1.2. Add a filter to the project
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In the Uyuni WebEUI, navigate toContent Lifecycle YProjects and select a

project from the list.
Click iAttach/Detach Filters!] link to see all available filters
Select the newExclude patches by datefilter.

Click rsave!]

The new filter is added to your filter list, but it still needs to be applied to the project. To apply the filter you

need to build the first environment.

Click [Build1] to build the first environment.

OPTIONAL: Add a message. You can use messages to help track the build
history.
Check that the filter has worked correctly by using the new channels on a

test server.

Click [trromotel] to move the content to the next environment. The build

takes longer if you have a large number of filters, or they are very complex.

Tests may help you discover issues. When an issue is found, exclude the problem patch released before tigy

date filter.
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In the Uyuni WebEUI, navigate toContent Lifecycle Y Filters and click

[!Create Filter!].

In the Filter Name field, enter a name for the filter. For example,Exclude

openjdk patch.
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In the Filter Type field, select Patch (Advisory Name)
In the Matcher field, select equals.

In the Advisory Name field, type a name for the advisory. For example,
SUSE-15-2019-1807 .

Click prsavel]
Navigate to Content Lifecycle YProjects and select your project.

Click [:Attach/Detach Filters!] link, select Exclude openjdk patch, and click [isave!]

When you rebuild the project with the [!Build!] button, the new filter is used together with the by date filter we
added before.

In this example, you have received a security alert. An important security patch was released several days after
the first of the month you are currently working on. The name of the new patch isSSUSE-15-2019-2071 . You

need to include this new patch into your environment.

The Allow filters rule overrides the exclude function of the Deny filter rule. For more

information, see Administration YContent-IifecycIe .

In the Uyuni WebEUI, navigate toContent Lifecycle Y Filters and click

[!Create Filter!].

In the Filter Name field, type a name for the filter. For example, Include

kernel security fix.

In the Filter Type field, select Patch (Advisory Name)

In the Matcher field, select equals.

In the Advisory Name field, type SUSE-15-2019-2071 , and checkAllow.

Click pisaveljto store the filter.

Navigate to Content Lifecycle YProjects and select your project from the

list.
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Click [1Attach/Detach Filters!] , and selectinclude kernel security patch.
Click save!]

Click [iBuild] to rebuild the environment.

When a monthly patch cycle is complete, you can update the patch cycle for the next month.

In the by date field, change the date of the filter to the next month.

Alternatively, create a new filter and change the assignment to the project.

Check if the exclude filter for SUSE-15-2019-1807 can be detached from

the project. There may be a new patch available to fix this issue.

Detach the allow filter you added previously. The patch is included by

default.

Rebuild the project to create a new environment with patches for the next

month.

This section covers setting up filters to create environments for live patching.
When you are preparing to use live patching, there are some important considerations:
Only ever use one kernel version on your systems. The live patching packages are
installed with a specific kernel.

Live patching updates are shipped as one patch.

| Each kernel patch that begins a new series of live patching kernels displays the
required reboot flag. These kernel patches come with live patching tools. When you

have installed them, you need to reboot the system at least once before the next year.
Only install live patch updates that match the installed kernel version.

Live patches are provided as stand-alone patches. You must exclude all regular kernel

patches with higher kernel version than the currently installed one.
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In this example you update your systems with the SUSE-15-2019-1244 patch. This patch contains kernel-
default-4.12.14-150.17.1-x86_64 .

You need to exclude all patches which contain a higher version okernel-default and kernel-default-base.

In the Uyuni WebEUI, navigate toContent Lifecycle YFilters, and click

[!Create Filter!].

In the Filter Name field, type a name for your filter. For example, Exclude
kernel greater than 4.12.14-150.17.1.

In the Filter Type field, select Patch (Contains Package)

In the Matcher field, select version greater than

In the Package Namdfield, type kernel-default .

Leave the theEpoch field empty.

In the Version field, type 4.12.14.

In the Releasefield, type 150.17.1.

Click psavelto store the filter.

Navigate to Content Lifecycle YProjects and select your project.
Click [1Attach/Detach Filters!] .

SelectExclude kernel greater than 4.12.14-150.17.1, and click ['save!]

You need to repeat this procedure for thekernel-default-base package.

When you click [!Build!], a new environment is created. The new environment contains all the kernel patches up

to the version you installed.

All kernel patches with higher kernel versions are removed. Live patching kernels remain

available as long as they are not the first in a series.

This procedure can be automated using a filter template. For more information on how to apply a live patching

filter template, see

58/210 8.7. Content Lifecycle Management Examples [Uyuni 2026.03


administration:content-lifecycle.pdf#filter-templates

Live patching for a specific kernel version is only available for one year. After one year you must update the

kernel on your systems. Execute these environment changes:

Decide which kernel version to upgrade to. For example4.12.14-150.32.1
Create a new kernel version Filter.
Detach all previous Live Patching filters associated with the old kernel.
Attach the new kernel version filter.
Click [tBuild] to rebuild the environment.
Once the build is complete, you must immediately re-
attach the two filters which:
! Deny patches that containreboot_suggestedkeyword

Deny patches that contain a package which provides

the name installhint(reboot-needed)

The new environment contains all kernel patches up to the new kernel version you selected. You need to reboot
systems after they have performed the upgrade. The new kernel remains valid for one year. All packages

installed during the year match the current live patching kernel filter.

In a content lifecycle management project, you can use the AppStream filter to transform modular repositories
into regular repositories. It does this by keeping the packages in the repository and stripping away the module

metadata. The resulting repository can be used in Uyuni in the same way as a regular repository.
AppStream repositories are natively supported throughout the WebEUI.
Therefore, this process is not mandatory to work with AppStream repositories.

The AppStream filter selects a single module stream to be included in the target repository. You can add

multiple filters to select multiple module streams.

If you do not use an AppStream filter in your CLM project, the module metadata in the modular sources

remains intact, and the target repositories contain the same module metadata. As long as at least one

59/210 8.7. Content Lifecycle Management Examples [Uyuni 2026.03



AppStream filter is enabled in the CLM project, all target repositories are transformed into regular repositories.

In some cases, you might wish to build regular repositories without having to include packages from any
module. To do so, add an AppStream filter using the matchemnone (disable modularity). This will disable all the
modules in the target repository. This is especially useful for Red Hat Enterprise LinuxE9 clients, where the

default versions of most modules are already included in the AppStream repository as regular packages.

To use the AppStream filter, you need a CLM project with a modular repository such afked Hat Enterprise

Linux AppStreams Ensure that you included the module you need as a source before you begin.

In the Uyuni WebEUI, navigate to your Red Hat Enterprise LinuxE8 or 9 CLM
project. Ensure that you have included the AppStream channels for your

project.

Click [icreate Filter] and use these parameters:
In the Filter Name field, type a name for the new filter.
In the Filter Type field, select Module (Stream)
In the Matcher field, select equals.

In the Module Name field, type a module name. For example,

postgresql.

In the Stream field, type the name of the desired stream. For example,
10. If you leave this field blank, the default stream for the module is

selected.

Click prsaveljto create the new filter.
Navigate to Content Lifecycle YProjects and select your project.

Click [1Attach/Detach Filters!] , select your new AppStream filter, and click['save!]

You can use the browse function in the Create/Edit Filter form to select a module from a list of available

module streams for a modular channel.

In the Uyuni WebEUI, navigate to your Red Hat Enterprise LinuxE8 or 9 CLM

project. Ensure that you have included the AppStream channels for your
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project.
Click [icreate Filter] and use these parameters:
In the Filter Name field, type a name for the new filter.
In the Filter Type field, select Module (Stream)
In the Matcher field, select equals.
Click Browse available modulesto see all modular channels.
Select a channel to browse the modules and streams:

In the Module Name field, start typing a module name to search, or

select from the list.

In the Stream field, start typing a stream name to search, or select from

the list.

Channel selection is only for browsing modules. The selected channel is not be saved with

the filter, and does not affect the CLM process in any way.

You can create additional AppStream filters for any other module stream to be included in the target

repository. Any module streams that the selected stream depends on is automatically included.
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Be careful not to specify conflicting, incompatible, or missing module streams. For

example, selecting two streams from the same module is invalid.

In the Uyuni WebEUI, navigate to your Red Hat Enterprise LinuxE8 or 9 CLM
project. Ensure that you have included the AppStream channels for your

project.

Click [icreate Filter'] and use these parameters:
In the Filter Name field, type a name for the new filter.
In the Filter Type field, select Module (Stream)
In the Matcher field, select none (disable modularity).

Click prsaveljto create the new filter.

8.7. Content Lifecycle Management Examples [Uyuni 2026.03



Navigate to Content Lifecycle YProjects and select your project.

Click ['Attach/Detach Filters!] , select your new AppStream filter, and clickisave!]

This will effectively remove the module metadata from the target repository, excluding any package that
belongs to a module.

When you build your CLM project using the [!Build!] button in the WebEUI, the target repository is a regular

repository without any modules, that contains packages from the selected module streams.
Disabling modularity altogether in Red Hat Enterprise LinuxE8 projects might result in a

faulty environment as some modules are essential for healthy operation in Red Hat
Enterprise LinuxE8s.
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Staging is used by clients to download packages in advance, before they are installed. This allows package
installation to begin as soon as it is scheduled, which can reduce the amount of time required for a

maintenance window.

You can manage content staging across your entire organization. In the Uyuni WebEUI, navigate #&dmin Y
Organizations to see a list of available organizations. Click the name of an organization, and check thEnable

Staging Contentsbox to allow clients in this organization to stage package data.
You must be logged in as the Uyuni administrator to create and manage organizations.

You can also enable staging at the command prompt by editing/etc/sysconfig/rhn/up2date , and adding or

editing these lines:

stagingContent=1
stagingContentWindow=24

The stagingContentWindow parameter is a time value expressed in hours and determines when downloading
starts. It is the number of hours before the scheduled installation or update time. In this example, content is
downloaded 24 hours before the installation time. The start time for download depends on the selected

contact method for a system.

Next time an action is scheduled, packages are automatically downloaded, but not installed. At the scheduled

time, the staged packages are installed.

There are two parameters used to configure content staging:
salt_content_staging_advanceis the advance time for the content staging window to open, in hours. This is
the number of hours before installation starts, that package downloads can begin.
salt_content_staging_window is the duration of the content staging window, in hours. This is the amount

of time clients have to stage packages before installation begins.

For example, ifsalt_content_staging_advanceis set to six hours, andsalt_content_staging_window s set to two
hours, the staging window opens six hours before the installation time, and remain open for two hours. No

packages are downloaded in the four remaining hours until installation starts.

If you set the same value for both salt_content_staging_advanceand salt_content_staging_window packages

are able to be downloaded until installation begins.
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Configure the content staging parameters infusr/share/rhn/config-defaults/rhn_java.conf

Default values:

salt_content_staging_advance: 8 hours

salt_content_staging_window: 8 hours

Content staging must be enabled for these parameters to work correctly.
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10.1. Synchronize Channels and Repositories from SCC

Chapter 10. Disconnected Setup

When it is not possible to connect Uyuni to the internet, you can use it within a disconnected environment.

The repository mirroring tool (RMT) is available on SUSE Linux EnterpriseE15 and later. RMT replaces the

subscription management tool (SMT), which can be used on older SUSE Linux Enterprise installations.

In a disconnected Uyuni setup, RMT or SMT uses an external network to connect to SUSE Customer Center. All
software channels and repositories are synchronized to a removable storage device. The storage device can

then be used to update the disconnected Uyuni installation.
This setup allows your Uyuni installation to remain in an offline, disconnected environment.

Your RMT or SMT instance must be used to manage the Uyuni Server directly. It cannot be

used to manage a second RMT or SMT instance, in a cascade.

For more information on RMT, seenttps://documentation.suse.com/sles/15-SP6/html/SLES-all/book-

rmt.html .

10.1. Synchronize Channels and Repositories from SCC

10.1.1. Synchronize RMT

You can use RMT on SUSE Linux Enterprise 15 installations to manage clients running SUSE Linux Enterprise 12

or later.

We recommend you set up a dedicated RMT instance for each Uyuni installation.

Procedure: Setting up RMT

1. On the RMT instance, install the RMT package:
zZypper in rmt-server

2. Configure RMT using YaST:
yast2 rmt

3. Follow the prompts to complete installation.

For more information on setting up RMT, seehtips://documentation.suse.com/sles/15-SP6/html/SLES-

all/book-rmt.html .
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On the RMT instance, list all available products and repositories for your organization:

rmt-cli products list --all
rmt-cli repos list --all

Synchronize all available updates for your organization:
rmt-cli sync
You can also configure RMT to synchronize regularly using systemd.
Enable the products you require. For example, to enable SLES 15:
rmt-cli product enable sles/15/x86 64

Export the synchronized data to your removable storage. In this example, the storage medium is mounted
at /mnt/usb :

rmt-cli export data /mnt/usb
Export the enabled repositories to your removable storage:

rmt-cli export settings /mnt/usb
rmt-cli export repos /mnt/usb

| Ensure that the external storage is mounted to a directory that is writeable by the RMT

user. You can change RMT user settings in ttei section of /etc/rmt.conf .

SMT is included with SUSE Linux Enterprise 12, and can be used to manage clients running SUSE Linux

Enterprise 10 or later.

SMT requires you to create a local mirror directory on the SMT instance to synchronize repositories and

packages.

For more details on installing and configuring SMT, se€
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On the SMT instance, create a database replacement file:

smt-sync --createdbreplacementfile /tmp/dbrepl.xml

Export the synchronized data to your removable storage. In this example, the storage medium is mounted

at /mnt/usb :

smt-sync --todir /mnt/usb

smt-mirror --dbreplfile /tmp/dbrepl.xml --directory /mnt/usb \

E --fromlocalsmt -L /var/log/smt/smt-mirror-export.log

curl https://scc.suse.com/multi-linux-manager/product_tree.json -0
/mnt/usb/product_tree.json

Ensure that the external storage is mounted to a directory that is writeable by the RMT

user. You can change SMT user settings Iatc/smt.conf .

The corresponding Uyuni Client Tools Channels are required, for Uyuni to be able to synchronize a given

channel. If these channels are not enabled, Uyuni may fail to detect that product.
Run the following command to enable these mandatory channels:

SLES 12 and products based on it such as SLES for SAP or SLE HPC

RMT:rmt-cli products enable sle-manager-tools/12/x86_64
SMT:smt repos -p sle-manager-tools,12,x86_64

SLES 15 and products based on it such as SLES for SAP or SLE HPC

RMT:rmt-cli products enable sle-manager-tools/15/x86_64
SMT:smt repos -p sle-manager-tools,15,x86_64
Then mirror the channels, and export.

Other distributions, or architectures, can be enabled. For more information about enabling product channels or

repositories to be mirrored, see the documentation:

RMT

SMT
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To set up Uyuni as a disconnected server follow the instructions of an air-gapped deployment.

It is recommended to deploy a disconnected server as a Virtual Machine (VM) using a provided image. For an

air-gapped deployment of Uyuni Server, seelnstallation-and-upgrade YContainer-deponment .

Keep in mind to execute the final command with the --mirror option and replace </media/disk> with your

mount point:

mgradm install podman --mirror </media/disk>

When you have removable media loaded with your SUSE Customer Center data, you can use it to synchronize

your disconnected server.

The removable media that you use for synchronization must always be available at the
# same mount point. Do not trigger a synchronization if the storage medium is not mounted.

This results in data corruption.

Restart the Tomcat service:

mgrctl exec -ti -- systemctl restart tomcat
Refresh the local data:

mgrctl exec -ti -- mgr-sync refresh
Perform a synchronization:

mgrctl exec -ti -- mgr-sync list channels
mgrctl exec -ti -- mgr-sync add channel channel-label

Be aware that if server.susemanager.fromdiris set, Uyuni will not be able to check if SUSE
Customer Center credentials are valid or not. Instead, a warning sign will be displayed and

no SCC online check will be performed.
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10.3. Disconnected Server

An alternative to disconnected setup may be to copy content between servers using Inter-Server

Synchronization (ISS). For more information, seeSpecialized-guides YLarge-deponments.
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Running out of disk space can have a severe impact on the Uyuni database and file structure which, in some

cases, is not recoverable.

Uyuni monitors some directories for free disk space. You can modify which directories are monitored, and the

warnings that are created. All settings are configured in théetc/rhn/rhn.conf configuration file.

When the available space in one of the monitored directories falls below a warning threshold, a message is sent

to the configured email address and a notification is shown at the top of the sign-in page.

By default, Uyuni monitors these directories:

Ivar/lib/pgsql
Ivar/spacewalk
Ivar/cache

/srv

You can change which directories are monitored with thespacecheck_dirsparameter. You can specify multiple

directories by separating them with a space.

For example:
spacecheck_dirs = /var/lib/pgsql /var/spacewalk /var/cache /srv

For more information about volumes, seelnstallation-and-upgrade YContainer-management.

By default, Uyuni creates a warning when a monitored directory has less than 10% of total space available. A

critical alert is created when a monitored directory falls below 5% space available.
You can change these alert thresholds with thespacecheck_free_alertand spacecheck_free_criticalparameters.

For example:

spacecheck_free_alert = 10
spacecheck_free_critical = 5
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11.3. Shut Down Services

By default, Uyuni shuts down the spacewalk services when the critical alert threshold is reached.

You can change this behavior with thespacecheck_shutdownparameter. A value oftrue enables the shut down

feature. Any other value disables it.

For example:

spacecheck_shutdown = true

11.4. Disable Space Checking

The space checking tool is enabled by default. You can disable it entirely with these commands:

systemctl stop spacewalk-diskcheck.timer
systemctl disable spacewalk-diskcheck.timer

Disabling the spacewalk-diskcheck.timer will stop periodic email alerts if the alert threshold is reached, but the

warning notification will still appear at the top of the sign-in page.
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12.1. Image building overview

Chapter 12. Image Building and Management

12.1. Image building overview

Uyuni enables system administrators to build containers and OS Images and push the results to an image store.

Procedure: Building and pushing images

1. Define an image store.

2. Define an image profile and associate it with a source (either a git

repository or a directory).
3. Build the image.

4. Push the image to the image store.

Uyuni supports these two build types: Dockerfile and the Kiwi build type. The Kiwi build type is used to build

system, virtual, and other images.
The image store for the Kiwi build type is pre-defined as a file system directory in thesrv-www volume.

The image files can be downloaded fromhiips://UYUNI-HOST/os-images/ ORGANIZATION-ID/FILE-

NAME. The exact location can be determined from the image details page.

12.2. Container images

12.2.1. Requirements

The containers feature is available for Salt clients running SUSE Linux Enterprise ServerE12 or later. Before you

begin, ensure your environment meets these requirements:

¥A published git repository containing a Dockerfile and configuration scripts. The repository can be public
or private, and should be hosted on GitHub, GitLab, or BitBucket.

¥A properly configured image store, such as a Docker registry.

For more information on containers, see hiips://documentation.suse.com/container/all/html/

Container-guide/ .

12.2.2. Create a build host

To build images with Uyuni, you need to create and configure a build host. Container build hosts are Salt clients
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running SUSE Linux EnterpriseE12 or later. This section guides you through the initial configuration for a build

host.

The operating system on the build host must match the operating system on the targeted

image.

For example, build SUSE Linux Enterprise ServerE15 based images on a build host running

! SUSE Linux Enterprise ServerE1l5 (SP2 or later) OS version. Build SUSE Linux Enterprise
ServerE12 based images on a build host running SUSE Linux Enterprise ServerE12 SP5 or
SUSE Linux Enterprise ServerE12 SP4 OS version.

Cross-architecture builds are not supported.

From the Uyuni WebEUI, perform these steps to configure a build host:

Select a Salt client to be designated as a build host from theSystems Y

Systems overview page.

From the System Details page of the selected client assign the containers

modules. Navigate to Software Y Software Channels and enable the
containers module (for example, SLE-Module-Containers15-Pool and SLE-

Module-Containers15-Updates). Continue with [!Next!].
Schedule the Software Channel Changeand click [iConfirm!].

From the System Detailstab select Properties page, and enableContainer
Build Host from the Add-on System Typeslist. Confirm by clicking [Update

Properties!].

Install all required packages by applying Highstate. From the system

details tab select States YHighstate, and click ['Apply Highstate!]. Alternatively,

apply Highstate from the Uyuni Server command line:

salt '$your_client' state.highstate

The containers built with Uyuni use channels associated to the activation key as repositories when building the

image. This section guides you through creating an ad-hoc activation key for this purpose.
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To build a container, you need an activation key that is associated with a channel other
than SUSE Manager Default

Select Systems YActivation Keys.
Click [iCreate Key!]

Enter aDescription and aKey name. Use the drop-down menu to select the

Base Channelto associate with this key.

Confirm with [iCreate Activation Key!].

For more information, see Client-configuration YActivation-keys .

All built images are pushed to an image store. This section contains information about creating an image store.

Image store is generally referenced as a registry.

Selectimages YStores.

Click Createto create a new store.

From the Store Typeselect the correct type.

Define a name for the image store in thelLabel field.

Provide the path to your image registry by filling in the URI field, as a fully
qualified domain name (FQDN) for the container registry host (whether

internal or external).
registry.example.com

The Registry URI can also be used to specify an image store on a registry

that is already in use.

registry.example.com:5000/myregistry/myproject
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Click [icreateto add the new image store.

All container images are built using an image profile, which contains the building instructions. This section

contains information about creating an image profile with the Uyuni WebEUI.

To create an image profile selectimages YProfiles and click [iCreate!}

Provide a name for the image profile by filling in the Label field.

If your container image tag is in a format such as
myproject/myimage , make sure your image store registry

URI contains the /myproject suffix.

UseDockerfile as thelmage Type.

Use the drop-down menu to select your registry from the Target Image
Store field.

In the Path field, type a GitHub, GitLab, or BitBucket repository URL. The
path can also be a local directory on the build host. The URL should be
http , https, or a token authentication URL. For GitHub or GitLab, use one of

these formats:

GitHub single user project repository
https://github.com/USER/project.git#branchname:folder
GitHub organization project repository
https://github.com/ORG/project.git#branchname:folder
GitHub token authentication

If your git repository is private, modify the profileOs URL to include
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authentication. Use this URL format to authenticate with a GitHub

token:

https://USER:<AUTHENTICATION_TOKEN>@github.com/USER/project.git#master:/con
tainer/

GitLab single user project repository
https://gitlab.example.com/USER/project.git#master:/container/
GitLab groups project repository
https://gitlab.example.com/GROUP/project.git#master:/container/
GitLab token authentication

If your git repository is private and not publicly accessible, you need to
modify the profileOs git URL to include authentication. Use this URL
format to authenticate with a GitLab token:

https://gitlab-ci-

token:<AUTHENTICATION_TOKEN>@gitlab.example.com/USER/project.git#master:/co
ntainer/

If you do not specify a git branch, the master branch is

used by default. If a folder is not specified, the image

sources (Dockerfile sources) are expected to be in the root
directory of the GitHub or GitLab checkout.

Select anActivation Key. Activation keys ensure that images using a profile

are assigned to the correct channel and packages.

When you associate an activation key with an image profile
you are ensuring any image using the profile uses the

correct software channel and any packages in the channel.

Click the [icreate!] button.
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An Image Profile that can be reused is published at

The ARG parameters ensure that the built image is associated with the desired repository
served by Uyuni. TheARG parameters also allow you to build image versions of SUSE Linux
Enterprise Server which may differ from the version of SUSE Linux Enterprise Server used
by the build host itself.

For example: TheARG repo parameter and the echo command pointing to the repository
file, creates and then injects the correct path into the repository file for the desired

channel version.

The repository is determined by the activation key that you assigned to your image profile.

FROM registry.example.com/sles12sp2
MAINTAINER Tux Administrator "tux@example.com"

### Begin: These lines are required for use with {productname}

ARG repo
ARG cert

# Add the correct certificate
RUN echo "$cert" > /etc/pki/trust/anchors/RHN-ORG-TRUSTED-SSL-CERT.pem

# Update certificate trust store
RUN update-ca-certificates

# Add the repository path to the image
RUN echo "$repo" > /etc/zypp/repos.d/susemanager:dockerbuild.repo

### End: These lines are required for use with {productname}

# Add the package script
ADD add_packages.sh /root/add_packages.sh

# Run the package script
RUN /root/add_packages.sh

# After building remove the repository path from image
RUN rm -f /etc/zypp/repos.d/susemanager:dockerbuild.repo

buildargs

You can assign custom info key-value pairs to attach information to the image profiles. Additionally, these key-

value pairs are passed to the Docker build command aduildargs.

For more information about the available custom info keys and creating additional ones, seeReference Y

Systems.
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There are two ways to build an image. The first way is to create it from scratch. To do that, selebhages YBuild

from the left navigation bar, or click the build icon in the Images YProfiles list and follow the procedure.

Selectimages YBuild.

Add a different tag name if you want a version other than the defaultlatest

(only relevant to containers).

SelectBuild Profile and Build Host.
Notice the Profile Summary to the right of the build fields.
When you have selected a build profile, detailed

information about the selected profile is displayed in this

area.

To schedule a build click the[iBuild!] button.

The second way to get an image is to import and inspect arbitrary images. To do that, sele¢inages Ylmage

List from the left navigation bar. Complete the text boxes of the Import dialog. When it has processed, the

imported image is listed on the Image List page.

781210

From Images Ylmage list click [import]] to open the Import Image dialog.

In the Import Image dialog complete these fields:

Image store

The registry from where the image is pulled for inspection.

Image name

The name of the image in the registry.
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Image version

The version of the image in the registry.

Build host

The build host that pulls and inspects the image.

Activation key

The activation key that provides the path to the software channel that

the image is inspected with.

For confirmation, click [timport] .

The entry for the image is created in the database, and ainspect Image action on Uyuni is scheduled.

When it has been processed, you can find the imported image in thelmage List. It has a different icon in the
Build column, to indicate that the image is imported. The status icon for the imported image can also be seen

on the Overview tab for the image.

A base container image (BCI) comes with all the software to run it, but because BCls are lightweight they may

not come with all tools and libraries you may need for inspection.

When inspecting a container image you can see an error message such as:

libssl.so.1.1: cannot open shared object file: No such file or directory

A BCI can be used in the other scenarios than with the container build host and using the Salt bundle for the

inspection, but if you need inspection to work you must add all needed software in advance.
To avoid such issues you must addibopenssl to the image with Dockerfile and rebuild the image.

The same can happen withlibexpat.

These are some known problems when working with images:
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12.3. OS images

¥HTTPS certificates to access the registry or the git repositories should be deployed to the client by a

custom state file.

¥SSH git access using Docker is currently unsupported.

12.3. OS images

OS Images are built by the Kiwi build system. The output image is customizable and can be PXE, QCOW2,

LiveCD, or other types of images.

For more information about the Kiwi build system, see the Kiwi documentation .

12.3.1. Requirements

The Kiwi image building feature is available for Salt clients running SUSE Linux Enterprise ServerE12 and SUSE

Linux Enterprise ServerE11.

Kiwi image configuration files and configuration scripts must be accessible in one of these locations:

¥Git repository
¥HTTP or HTTPS hosted tar archive

¥Local directory on the build host

For an example of a complete Kiwi repository served by git, seénttps://github.com/SUSE/manager-build-

profiles/tree/master/OSImage .

You need at least 1EGB of RAM available for hosts running OS Images built with Kiwi. Disk
space depends on the actual size of the image. For more information, see the

documentation of the underlying system.

12.3.2. Container-based Kiwi image build support

Uyuni introduces a container-based Kiwi image build system, in addition to the existing legacy Kiwi and

KiwiNG tools.

12.3.2.1. Configuration and overrides

Administrators can override the default behavior using the following pillar or custom values. To configure

these, navigate to menu:[Systems>Custom System Info] in the WebEUI and create the necessary keys.

The build system used depends on the underlying OS or specific pillar values:
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for SLE 11/ SLE 12: legacy Kiwi v7

for SLE 15: KiwiNG (v9 and containerized Kiwi 10)
Administrators can override the default behavior using the following pillar or custom values:

use_kiwi_ng force the use of Kiwi 9,

use_kiwi_container. force the use of containerized Kiwi 10. To enable this, set the value td.

When using a containerized build host for SUSE Linux Enterprise 15 profiles, specific configurations are

required because SLES 15 profiles rely on Kiwi 9, while the default container behavior uses Kiwi 10.

To ensure the correct version is used for SLES 15 profiles, you must define thdwi_image custom info key with
the following value:

Key: kiwi_image

Value: registry.suse.com/bci/kiwi:9

If this key is not set, the system defaults to the latest version (e.gregistry.suse.com/bci/kiwi:10.2 ), which may
result in build issues for SLES 15 profiles.

To build all kinds of images with Uyuni, create and configure a build host. OS Image build hosts are Salt clients
running on SUSE Linux Enterprise ServerE15 (SP2 or later) or SUSE Linux Enterprise ServerE12 (SP4 or later).

This procedure guides you through the initial configuration for a build host.

The operating system on the build host must match the operating system on the targeted

image.

For example, build SUSE Linux Enterprise ServerE15 based images on a build host running
SUSE Linux Enterprise ServerE1l5 (SP2 or later) OS version. Build SUSE Linux Enterprise

! ServerE12 based images on a build host running SUSE Linux Enterprise ServerE12 SP5 or
SUSE Linux Enterprise ServerE12 SP4 OS version.

Cross-architecture builds are not possible. For example, you must build Raspberry PI SUSE
Linux Enterprise ServerE15ESP3 image on a Raspberry Pl (aarch64 architecture) build host
running SUSE Linux Enterprise ServerE15ESP3.
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Select a client to be designated as a build host from the Systems Y

Overview page.

Navigate to the System Details YProperties tab, and check the Add-on
System Type> OS Image Build Hostbox.

Confirm with [lUpdate Properties!].

Navigate to System Details YSoftware Y Software Channels, and enable

the required software channels depending on the build host version.

SUSE Linux Enterprise ServerE12 build hosts require Uyuni Client tools
(SLE-Manager-Tools12-Pooland SLE-Manager-Tools12-Updates.

SUSE Linux Enterprise ServerE15 build hosts require SUSE Linux
Enterprise Server modules SLE-Module-DevTools15-SP4-Pool and
SLE-Module-DevTools15-SP4-Updates

Schedule and click[iconfirm!].

Install Kiwi and all required packages by applying Highstate. From the

system details page selectStates YHighstate and click [tApply Highstate!].

Alternatively, apply Highstate from the Uyuni Server command line:

salt '$your_client' state.highstate

Build host provisioning copies the Uyuni certificate RPM to the build host. This certificate is used for accessing

repositories provided by Uyuni.

The certificate is packaged in RPM by themgr-package-rpm-certificate-osimage package script. The package

script is called automatically during a new Uyuni installation.

When you upgrade the spacewalk-certs-tools package, the upgrade scenario calls the package script using the
default values. However if the certificate path was changed or unavailable, call the package script manually

using --ca-cert-full-path <path_to_certificate> after the upgrade procedure has finished.
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lusr/shin/mgr-package-rpm-certificate-osimage --ca-cert-full-path /root/ssl-build/RHN-ORG-
TRUSTED-SSL-CERT

The RPM package with the certificate is stored in a salt-accessible directory such as:
/usr/share/susemanager/salt/images/rhn-org-trusted-ssl-cert-osimage-1.0-1.noarch.rpm

The RPM package with the certificate is provided in the local build host repository:
Ivar/lib/Kiwi/repo

Specify the RPM package with the Uyuni SSL certificate in the build source, and make sure
your Kiwi configuration contains rhn-org-trusted-ssl-cert-osimage as a required package

in the bootstrap section.

I§ <packages type="bootstrap">
E

E <package name="rhn-org-trusted-ssl-cert-osimage
bootinclude="true"/>
E </packages>

Create an activation key associated with the channel that your OS Images can use as repositories when building

the image.
Activation keys are mandatory for OS Image building.

To build OS Images, you need an activation key that is associated with a channel other

than Default activation key.

In the WebEUI, seleciSystems YActivation Keys.
Click Create Key

Enter a Description, a Key name, and use the drop-down box to select a

Base Channelto associate with the key.
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Confirm with [iCreate Activation Key!].

For more information, see Client-configuration YActivation-keys .

OS Images can require a significant amount of storage space. By default, the image store is using tisev-www

volume.

Image stores for Kiwi build type, used to build system, virtual, and other images, are not

supported yet.

The image files can be downloaded from
. The exact location can be determined from the

image details page.

Manage image profiles using the WebEUI.

To create an image profile select fromimages YProfiles and click [iCreate!}
In the Label field, provide a name for the Image Profile.

UseKiwi as thelmage Type.

Image store is automatically selected.

Enter a Config URLto the directory containing the Kiwi configuration files.
For example, a git URI such as

. Other options are a HTTP or HTTPS hosted tar
archive or a local directory on the build host. For more information, see

source format options at the end of this section.

Enter Kiwi options if needed. If the Kiwi configuration files specify multiple
profiles, use --profile <name> to select the active one. For other options,

see Kiwi documentation.

Select anActivation Key. Activation keys ensure that images using a profile
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are assigned to the correct channel and packages.

Associate an activation key with an image profile to ensure
the image profile uses the correct software channel, and

any packages.

Confirm with the [iCreate!] button.

git/HTTP(S) URL to the repository

URL to a public or private git repository containing the sources of the
image to be built. Depending on the layout of the repository the URL can
be:

https://github.com/SUSE/manager-build-profiles

You can specify a branch after the# character in the URL. In this example,

we use themaster branch:
https://github.com/SUSE/manager-build-profiles#master

You can specify a directory that contains the image sources after the:

character. In this example, we useOSImage/POS_Image-JeOS6
https://github.com/SUSE/manager-build-profiles#master:0OSImage/POS_Image-JeOS6
HTTP(S) URL to the tar archive

URL to the tar archive, compressed or uncompressed, hosted on the

webserver.
https://myimagesourceserver.example.org/MyKiwilmage.tar.gz
Path to the directory on the build host

Enter the path to the directory with the Kiwi build system sources. This
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directory must be present on the selected build host.

Ivar/lib/Kiwi/MyKiwilmage

Kiwi sources consist at least ofconfig.xml. Usually,config.sh and images.share present as well. Sources can also

contain files to be installed in the final image under the root subdirectory.
For information about the Kiwi build system, see the

SUSE provides examples of fully functional image sources at the public

GitHub repository.

<?xml version="1.0" encoding="utf-8"?>

<image schemaversion="6.1" name="POS_Image_JeOS6">
<description type="system">
<author>Admin User</author>
<contact>noemail@example.com</contact>
<specification>SUSE Linux Enterprise 12 SP3 JeOS</specification>
</description>
<preferences>
<version>6.0.0</version>
<packagemanager>zypper</packagemanager>
<bootsplash-theme>SLE</bootsplash-theme>
<bootloader-theme>SLE</bootloader-theme>

[TV [T [T [T [T [T [T [TH [TH [T1

<locale>en_US</locale>
<keytable>us.map.gz</keytable>
<timezone>Europe/Berlin</timezone>
<hwclock>utc</hwclock>

T T T [T

<rpm-excludedocs>true</rpm-excludedocs>
<type boot="saltboot/suse-SLES12" bootloader="grub2" checkprebuilt="true"
compressed="false" filesystem="ext3" fsmountoptions="acl" fsnocheck="true" image="pxe"
kernelcmdline="quiet"></type>
</preferences>
<l-- CUSTOM REPOSITORY
<repository type="rpm-dir">
<source path="this://repo"/>
</repository>
=>
<packages type="image">
<package name="patterns-sles-Minimal"/>
<package name="aaa_base-extras"/> <!-- wouldn't be SUSE without that ;-) -->
<package name="kernel-default"/>
<package name="venv-salt-minion"/>

> [

</béckages>
<packages type="bootstrap">

<package name="sles-release"/>
<!-- this certificate package is required to access {productname} repositories

[TV [T [TH [T [T [T [T [T [T [T [T [TH [T [T [TH [T [T1
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IE and is provided by {productname} automatically -->

E <package name="rhn-org-trusted-ssl-cert-osimage" bootinclude="true"/>
E </packages>

E <packages type="delete">

E <package name="mtools"/>

E <package name="initviocons"/>

E

E </packages>

</image>

There are two ways to build or get an image using the WebEUI. Either selelthages YBuild, or click the build

icon in the Images YProfiles list.

Selectimages YBuild.

Add a different tag name if you want a version other than the defaultlatest

(applies only to containers).
Select thelImage Profile and aBuild Host.
A Profile Summary is displayed to the right of the build

fields. When you have selected a build profile, detailed

information about the selected profile is shown here.

To schedule a build, click the[tuild!] button.

The build server cannot run any form of automounter during the image building process. If
applicable, ensure that you do not have your Gnome session running as root. If an
automounter is running, the image build finishes successfully, but the checksum of the

image is different and causes a failure.

After the image is successfully built, the inspection phase begins. During the inspection phase SUSE Multi-

Linux Manager collects information about the image:

List of packages installed in the image
Checksum of the image

Image type and other image details

If the built image type is PXE a Salt pillar is also generated. Image pillars are stored in the
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database and the Salt subsystem can access details about the generated image. Details
include where the image files are located and provided, image checksums, information

needed for network boot, and more.

The generated pillar is available to all connected clients.

Building an image requires several dependent steps. When the build fails, investigating Salt states results and
build log can help identify the source of the failure. You can carry out these checks when the build fails:

The build host can access the build sources

There is enough disk space for the image on both the build host and the Uyuni server

The activation key has the correct channels associated with it

The build sources used are valid

The RPM package with the Uyuni public certificate is up to date and available at
lusr/share/susemanager/salt/images/rhn-org-trusted-ssl-cert-osimage-1.0-1.noarch.rpm . For more on

how to refresh a public certificate RPM, se€

The section contains some known issues when working with images.

HTTPS certificates used to access the HTTP sources or git repositories should be deployed to the client by

a custom state file, or configured manually.

Importing Kiwi-based images is not supported.

To list available built images selectimages Ylmage List. A list of all images is displayed.

Displayed data about images includes an imageName, its Version, Revision, and the build Status. You can also
see the image update status with a listing of possible patch and package updates that are available for the

image.

For OS Images, theName and Version fields originate from Kiwi sources and are updated at the end of
successful build. During building or after failed build these fields show a temporary name based on profile

name.

Revision is automatically increased after each successful build. For OS Images, multiple revisions can co-exist
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in the store.

For Container Images the store holds only the latest revision. Information about previous revisions (packages,

patches, etc.) are preserved and it is possible to list them with theShow obsolete checkbox.

Clicking the [!Details!] button on an image provides a detailed view. The detailed view includes an exact list of

relevant patches, list of all packages installed within the image and a build log.

Clicking the ['Delete!] button deletes the image from the list. It also deletes the associated pillar, files from OS

Image Store and obsolete revisions.

The patch and the package list is only available if the inspect state after a build was

successful.
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13.1. Server

Chapter 13. Infrastructure maintenance tasks

If you work with scheduled downtime periods, you might find it difficult to remember all the things that you
need to do before, during, and after that critical downtime of the Uyuni Server. Uyuni Server related systems
such as Inter-Server Synchronization Slave Servers or Uyuni Proxies are also affected and have to be

considered.

SUSE recommends you always keep your Uyuni infrastructure updated. That includes servers, proxies, and
build hosts. If you do not keep the Uyuni Server updated, you might not be able to update some parts of your

environment when you need to.

This section contains a checklist for your downtime period, with links to further information on performing

each of the steps.

13.1. Server

Procedure: Server checks
1. Apply the latest updates.
2. Upgrade to the latest service pack, if required.
3. Runspacewalk-service statusand check whether all required services are up and running.
You can install updates using a package manager:
¥For information on using YaST, seeiiips://documentation.suse.com/sles/15-SP6/html/SLES-all/
cha-onlineupdate-you.html .
¥For information on using zypper, see https://documentation.suse.com/sles/15-SP6/html/SLES-

all/cha-sw-cl.html#sec-zypper .

By default, several update channels are configured and enabled for the Uyuni Server. New and updated

packages become available automatically.

13.1.1. Client tools

When the server is updated consider updating some tools on the clients, too. Updatingvenv-salt-minion ,
zypper, and other related management package on clients is not a strict requirement, but it is a best practice in
general. For example, a maintenance update on the server might introduce a major new Salt version. Then Salt
clients continue to work but might experience problems later on. To avoid this SUSE makes sure thatenv-salt-

minion will always be updated safely.
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13.2. Inter-Server Synchronization slave server

13.2. Inter-Server Synchronization slave server

If you are using an Inter-Server Synchronization slave server, update it after the Uyuni Server update is

complete.

For more information, see Specialized-guides YLarge-deponments.

13.3. Monitoring server

If you are using a monitoring server for Prometheus, update it after the Uyuni Server update is complete.

For more information on monitoring, see Administration YMonitoring .

13.4. Proxy

Proxies should be updated as soon as Uyuni Server updates are complete.

In general, running a proxy connected to a server on a different version is not supported. The only exception is
for the duration of updates where it is expected that the server is updated first, so the proxy could run the

previous version temporarily.

# Always upgrade the server first, then any proxy.
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Chapter 14. Live Patching with Uyuni

Performing a kernel update usually requires a system reboot. Common vulnerability and exposure (CVE)
patches should be applied as soon as possible, but if you cannot afford the downtime, you can use Live

Patching to inject these important updates and skip the need to reboot.

The procedure for setting up Live Patching is slightly different for SLESE12 and SLESE15. Both procedures are

documented in this section.

14.1. Set up Channels for Live Patching

A reboot is required every time you update the full kernel package. Therefore, it is important that clients using
Live Patching do not have newer kernels available in the channels they are assigned to. Clients using live

patching have updates for the running kernel in the live patching channels.
There are two ways to manage channels for live patching:

Use content lifecycle management to clone the product tree and remove kernel versions newer than the

running one. This procedure is explained in theadministration:content-lifecycle-examples.pdf . This is the

recommended solution.

Alternatively, use the spacewalk-manage-channel-lifecycle tool. This procedure is more manual and requires
command line tools as well as the WebEUI. This procedure is explained in this section for SLESE15 SP5, but it
also works for SLEE12 SP4 or later.

14.1.1. Use spacewalk-manage-channel-lifecycle for Live
Patching

spacewalk-manage-channel-lifecycle has been deprecated and will be removed in an
! upcoming release. Users are advised to switch to the supported and feature-rich Content

Lifecycle Management (CLM) API instead.

Cloned vendor channels should be prefixed by dev for development, testing, or prod for production. In this

procedure, you create adev cloned channel and then promote the channel totesting.

Procedure: Cloning Live Patching Channels
1. At the command prompt on the client, as root, obtain the current package channel tree:
# spacewalk-manage-channel-lifecycle --list-channels
Spacewalk Username: admin
Spacewalk Password:

Channel tree:

El. sles15-sp7-pool-x86_64

92/210 14.1. Set up Channels for Live Patching_


administration:content-lifecycle-examples.pdf#enhance-project-with-livepatching

\__ sle-live-patching15-pool-x86_64-sp7

\__ sle-live-patching15-updates-x86_64-sp7
\__ sle-manager-tools15-pool-x86_64-sp7
\__ sle-manager-tools15-updates-x86_64-sp7
\__ sles15-sp7-updates-x86 64

T Ty e mh My

Use the spacewalk-manage-channel command with the init argument to automatically create a new

development clone of the original vendor channel:
spacewalk-manage-channel-lifecycle --init -c sles15-sp7-pool-x86_64

Check that dev-sles15-sp7-updates-x86_64 is available in your channel list.

Check thedev cloned channel you created, and remove any kernel updates that require a reboot.

Check the current kernel version by selecting the client fromSystems YSystem List, and taking note of the

version displayed in the Kernel field.

In the Uyuni WebEUI, select the client from Systems YOverview, navigate to the Software YManageY
Channels tab, and select dev-sles15-sp7-updates-x86_64 . Navigate to the Patches tab, and click

['List‘Remove Patches!].

In the search bar, type kernel and identify the kernel version that matches the kernel currently used by

your client.

Remove all kernel versions that are newer than the currently installed kernel.

Your channel is now set up for live patching, and can be promoted totesting. In this procedure, you also add
the live patching child channels to your client, ready to be applied.

At the command prompt on the client, as root, promote and clone the dev-sles15-sp7-pool-x86_64

channel to a newtesting channel:
# spacewalk-manage-channel-lifecycle --promote -c dev-sles15-sp7-pool-x86_64

In the Uyuni WebEUI, select the client fromSystems YOverview, and navigate to theSoftware YSoftware

Channels tab.

Check the newtest-sles15-sp7-pool-x86_64 custom channel to change the base channel, and check both

corresponding live patching child channels.

Click [!Next!], confirm that the details are correct, and click[!Confirm!] to save the changes.

You can now select and view available CVE patches, and apply these important kernel updates with Live

93/210 14.1. Set up Channels for Live Patching \Uyuni 2026.03



14.2. Live Patching on SLESE15

Patching.

14.2. Live Patching on SLESE15

On SLESE15 systems and newer, live patching is managed by tkip livepatch tool.
Before you begin, ensure:

¥Uyuni is fully updated.
¥You have one or more Salt clients running SLESE15 (SP1 or later).
¥Your SLESE15 Salt clients are registered with Uyuni.

¥You have access to the SLESE15 channels appropriate for your architecture, including the live patching

child channel (or channels).
¥The clients are fully synchronized.

¥Assign the clients to the cloned channels prepared for live patching. For more information on preparation,

see Administration YLive-patching-channel-setup .

Procedure: Setting up for Live Patching

1. Select the client you want to manage with Live Patching fromSystems YOverview, and navigate to the

Software YPackagesYInstall tab. Search for thekernel-livepatch package, and install it.

E g137.suse.de © 1 Delete System | © Add to SSM
Details fiware Configuration Provisioning Groups Audit States Formulas Events
Patches Packages Software Channels SP Migration
——
List / Remove Upgrade nstall Profiles Non Compliant
—

¥ Installable Packages

The following packages may be installed on this system.

Select All | Unselect Al 1-6 of 6 (1 selected) Install Selected Packages

The list of 6 item(s) below Is filtered.
Clear filter to see all 2,602 items

kernel-livepatch ® Select first character ~ 25 :I items per page
[J Package Name |2 Architecture
D kemel-livepatch-4_12_14-195-default-4-10.1 x86_64
@ kemnel-livepatch-4_12_14-197_10-default-1-3.3.1 x86_64
[:] kemnel-livepatch-4_12_14-197_4-default-3-2.1 x86_64
[:] kemel-livepatch-4_12_14-197_7-default-2-2.1 x86_64
[:] kemel-livepatch-tools-1.1-8.5 x86_64
C] kemel-livepatch-tools-devel-1.1-9.5 %86_64

2. Apply the highstate to enable Live Patching, and reboot the client.
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Repeat for each client that you want to manage with Live Patching.

To check that live patching has been enabled correctly, select the client fromSystems YSystem List, and

ensure thatLive Patchappears in theKernel field.

In the Uyuni WebEUI, select the client fromSystems YOverview. A banner at the top of the screen shows

the number of critical and non-critical packages available for the client.
Click [!Critical'] to see a list of the available critical patches.

Select any patch with a synopsis readingimportant: Security update for the Linux kernel. Security bugs

also include their CVE number, where applicable.

OPTIONAL: If you know the CVE number of a patch you want to apply, you can search for it irAudit Y
CVE Audit, and apply the patch to any clients that require it.

Not all kernel patches are Live Patches. Non-Live kernel patches are represented by a
Reboot Requiredicon located next to the Security shield icon. These patches always

require a reboot.

! Not all security issues can be fixed by applying a live patch. Some security issues can
only be fixed by applying a full kernel update and requires a reboot. The assigned CVE
numbers for these issues are not included in live patches. A CVE audit displays this

requirement.

On SLESE12 systems, live patching is managed by kGraft. For in depth information covering kGraft use, see

Before you begin, ensure:

Uyuni is fully updated.
You have one or more Salt clients running SLESE12 (SP1 or later).
Your SLESE12 Salt clients are registered with Uyuni.

You have access to the SLESE12 channels appropriate for your architecture, including the live patching

child channel (or channels).
The clients are fully synchronized.

Assign the clients to the cloned channels prepared for live patching. For more information on preparation,

see Administration YLive-patching-channel-setup .
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Select the client you want to manage with Live Patching fromSystems YOverview, and on the system

details page navigate to theSoftware YPackagesYlnstaII tab. Search for thekgraft package, and install it.

& doctesting-minsles12sp2_DEV.tflocal @ @ Delete System | © Remove from SSM

Details Groups  Audit  States  Events
Patches Software Channels  SP Migration
List/Remove  Upgrade Non Compliant

® Installable Packages

The following packages may be installed on this system.

Select All | 1-250f 78 (1 selected) | «| <[> > Install Selected Packages
wis filtes
item

The list of 78 item(s)
Clearfilter o see al

kgrat ® Alphabetical index ~ 25 v items per page
Architecture

x86_64

8664

noarch

x86_64

x86_64

Apply the highstate to enable Live Patching, and reboot the client.

Repeat for each client that you want to manage with Live Patching.

To check that live patching has been enabled correctly, select the client fromSystems YSystem List, and

ensure thatLive Patchingappears in theKernel field.

In the Uyuni WebEUI, select the client fromSystems YOverview. A banner at the top of the screen shows

the number of critical and non-critical packages available for the client.
Click [!Critical!] to see a list of the available critical patches.

Select any patch with a synopsis readingimportant: Security update for the Linux kernel. Security bugs

also include their CVE number, where applicable.

OPTIONAL: If you know the CVE number of a patch you want to apply, you can search for it irAudit Y
CVE Audit, and apply the patch to any clients that require it.

Not all kernel patches are Live Patches. Non-Live kernel patches are represented by a
Reboot Requiredicon located next to the Security shield icon. These patches always

require a reboot.

. Not all security issues can be fixed by applying a live patch. Some security issues can
only be fixed by applying a full kernel update and require a reboot. The assigned CVE
numbers for these issues are not included in live patches. A CVE audit displays this

requirement.
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The maintenance windows feature in Uyuni allows you to schedule actions to occur during a scheduled
maintenance window period. When you have created your maintenance window schedule, and applied it to a

client, you are prevented from executing some actions outside of the specified period.

Maintenance windows operate in a different way to system locking. System locks are
switched on or off as required, while maintenance windows define periods of time when

actions are allowed. Additionally, the allowed and restricted actions differ. For more

information about system locks, seeClient-configuration YSystem-Iocking.

Maintenance windows require both a calendar, and a schedule. The calendar defines the date and time of your
maintenance window events, including recurring events, and must be inical format. The schedule uses the
events defined in the calendar to create the maintenance windows. You must create arcal file for upload, or

link to an ical file to create the calendar, before you can create the schedule.

When you have created the schedule, you can assign it to clients that are registered to the Uyuni Server. Clients

that have a maintenance schedule assigned cannot run restricted actions outside of maintenance windows.

Restricted actions significantly modify the client, and could potentially cause the client to stop running. Some
examples of restricted actions are:

Package installation

Client upgrade

Product migration

Highstate application

Unrestricted actions are minor actions that are considered safe and are unlikely to cause problems on the

client. Some examples of unrestricted actions are:

Package profile update
Hardware refresh

Subscribing to software channels

Before you begin, you must create arical file for upload, or link to an ical file to create the calendar. You can

createical files in your preferred calendaring tool, such as Microsoft Outlook, Google Calendar, or KOrganizer.

In the Uyuni WebEUI, navigate toSchedule YMaintenance Windows YCalendars, and click[!Create!]

In the Calendar Namesection, type a name for your calendar.
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Either provide a URL to yourical file, or upload the file directly.

Click [!Create Calendar!]to save your calendar.

In the Uyuni WebEUI, navigate toSchedule YMaintenance Windows YSchedules, and click[!Create!]
In the Schedule Namesection, type a name for your schedule.

OPTIONAL: If yourical file contains events that apply to more than one schedule, checkMulti.
Select the calendar to assign to this schedule.

Click [!Create Schedule!]to save your schedule.

In the Uyuni WebEUI, navigate toSystems YSystems List, select the client to be assigned to a schedule,

locate the System Propertiespanel, and click[!Edit These Properties!] Alternatively, you can assign clients
through the system set manager by navigating toSystems YSystem Set Managerand using the Misc Y

Maintenance Windows tab.

In the Edit System Details page, locate the Maintenance Schedule field, and select the name of the

schedule to be assigned.

Click ['Update Properties!] to assign the maintenance schedule.
When you assign a new maintenance schedule to a client, it is possible that the client
might already have some restricted actions scheduled, and that these might now conflict
with the new maintenance schedule. If this occurs, the WebEUI displays an error and you
cannot assign the schedule to the client. To resolve this, check the!Cancel affected

actions!] option when you assign the schedule. This cancels any previously scheduled

actions that conflict with the new maintenance schedule.

When you have created your maintenance windows, you can schedule restricted actions, such as package

upgrades, to be performed during the maintenance window.

In the Uyuni WebEUI, navigate toSystems YSystem List, select the client you want to upgrade, and go to

the Software YPackagesYUpgrade tab.
Select the package to upgrade from the list, and click[!Upgrade Packages!]

In the Maintenance Window field, select which maintenance window the client should use to perform the

upgrade.

Click [!Confirm!] to schedule the package upgrade.
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When you create a calendar, it contains a number of events, which can be either one-time events, or recurring
events. Each event contains ssummary field. If you want to create multiple maintenance schedules for one

calendar, you can specify events for each using theummary field.

For example, you might like to create a schedule for production servers, and a different schedule for testing
servers. In this case, you would specifySUMMARY: Production Server®n events for the production servers,

and SUMMARY: Testing Serversn events for the testing servers.

[=) calendar

LABEL: company-calendar

iCalendar

EVENT

- SUMMARY: Production Servers
- DATE: 2020-06-28

- TIME: 13:00 - 14:00

7| RECURRING EVENT
® Schedule 2 - SUMMARY: Production Servers
D Prod System —>| wave: production servers - DATE: Each Sunday
-TIME: 22:00 - 00:00

TYPE: MULTI
RECURRING EVENT

- SUMMARY: Testing Servers
- DATE: Each workday
- TIME: 08:00 - 16:00

There are two types of schedule: single, or multi. If your calendar contains events that apply to more than one
schedule, then you must selectmulti, and ensure you name the schedule according to thesummary field you
used in the calendar file.

In the Uyuni WebEUI, navigate toSchedule YMaintenance Windows YSchedules, and click[!Create!]

In the Schedule Namesection, type the name for your schedule. Ensure it matches thessummary field of
the calendar.

Check the Multi option.

Select the calendar to assign to this schedule.
Click [!Create Schedule!]to save your schedule.
To create the next schedule, click[!Create!]

In the Schedule Namesection, type the name for your second schedule. Ensure it matches theummary
field of the second calendar.

Check the Multi option.

Click [!Create Schedule!]to save your schedule.
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10. Repeat for each schedule you need to create.

15.2. Restricted and Unrestricted Actions

This sections contains a complete list of restricted and unrestricted actions.

Restricted actions significantly modify the client, and could potentially cause the client to stop running.
Restricted actions can only be run during a maintenance window. The restricted actions are:

¥Package operations (for example, installing, updating, or removing packages)

¥Patch updates

¥ Rebooting a client

¥Ro|ling back transactions

¥Configuration management changing tasks

¥Applying a highstate

¥Autoinstallation and reinstallation

¥ Remote commands

¥Product migrations

¥Cluster operations

It is possible to run remote commands directly at any time by navigating to Salt YRemote

Commands. This applies whether or not the client is in a maintenance window. For more

information about remote commands, see Administration YActions.

Unrestricted actions are minor actions that are considered safe and are unlikely to cause problems on the

client. If an action is not restricted it is, by definition, unrestricted, and can be be run at any time.
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mgr-sync

The mgr-sync tool is used at the command prompt. It provides functions for using Uyuni that are not always
available in the WebEUI. The primary use ofmgr-sync is to connect to the SUSE Customer Center, retrieve

product and package information, and prepare channels for synchronization with the Uyuni Server.

This tool is designed for use with a SUSE support subscription. It is not required for open source distributions,
including openSUSE, CentOS, and Ubuntu.

The available commands and arguments formgr-sync are listed in this table. Use this syntax formgr-sync

commands:

mgr-sync [-h] [--version] [-V] [-s] [-d {1,2,3}] {list,add,refresh,delete}

Command Description Example Use

list List channels, organization mgr-sync list channels
credentials, or products

add Add channels, organization mgr-sync add channel
credentials, or products <channel_name>

refresh Refresh the local copy of products, mgr-sync refresh
channels, and subscriptions

delete Delete existing SCC organization  mgr-sync delete credentials
credentials from the local system

sync Synchronize specified channel or  mgr-sync sync channel

ask for it when left blank

To see the full list of options specific to a command, use this command:

mgr-sync <command> --help

<channel_name>

Option Abbreviated option Description Example Use
help Display the command mgr-sync --help
usage and options
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Option

version

verbose

store-credentials

debug

no-sync

Abbreviated option

N/A

N/A

Logs formgr-sync are located in:

Description

Display the currently
installed version of mgr-

sync

Provide verbose output

Store credentials a local
hidden file

Log additional debugging

information. Requires a

level of 1, 2, 3. 3 provides

the highest amnount of

debugging information

Use with the add
command to add
products or channels
without beginning a

synchronization

Ivar/lib/containers/storage/volumes/var-log/_data/rhn/mgr-sync.log

Ivarl/lib/containers/storage/volumes/var-log/_data/rhn/rhn_web_api.log
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Example Use

mgr-sync --version

mgr-sync --verbose

refresh

mgr-sync --store

-credentials

mgr-sync -d 3 refresh

mgr-sync --no-sync add

<channel_name>
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Chapter 17. Monitoring with Prometheus and Grafana

You can monitor your Uyuni environment using Prometheus and Grafana. Uyuni Server and Proxy are able to

provide self-health metrics. You can also install and manage a number of Prometheus exporters on Salt clients.

17.1. Requirements
Prometheus and Grafana packages are included in the Uyuni Client Tools for:

¥ SUSE Linux EnterpriseE12
¥ SUSE Linux EnterpriseE15

¥openSUSE Leap 15.x

Only the above listed clients are supported as a monitoring server.

You need to install Prometheus and Grafana on a machine separate from the Uyuni Server. We recommend to

use a managed Salt SUSE client as your monitoring server.

Prometheus fetches metrics using a pull mechanism, so the server must be able to establish TCP connections to
monitored clients. Clients must have corresponding open ports and be reachable over the network.

Alternatively, you can use reverse proxies to establish a connection.

17.2. Prometheus and Grafana

17.2.1. Prometheus

Prometheus is an open-source monitoring tool that is used to record real-time metrics in a time-series

database. Metrics are pulled via HTTP, enabling high performance and scalability.

Prometheus metrics are time series data, or timestamped values belonging to the same group or dimension. A

metric is uniquely identified by its name and set of labels.

E metric name labels timestamp  value
! # $ ! # $
!IIIlIIlIlIII#IIIlIIlIIIII$ !II#II$

http_requests_total{status="200", method="GET"} @1557331801.111 42236

Each application or system being monitored must expose metrics in the format above, either through code

instrumentation or Prometheus exporters.
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17.2.2. Prometheus exporters

Exporters are libraries that help with exporting metrics from third-party systems as Prometheus metrics.
Exporters are useful whenever it is not feasible to instrument a given application or system with Prometheus

metrics directly. Multiple exporters can run on a monitored host to export local metrics.

The Prometheus community provides a list of official exporters, and more can be found as community
contributions. For more information and an extensive list of exporters, seehiips://prometheus.io/docs/

instrumenting/exporters/ .

17.2.3. Grafana

Grafana is a tool for data visualization, monitoring, and analysis. It is used to create dashboards with panels
representing specific metrics over a set period of time. Grafana is commonly used together with Prometheus,
but also supports other data sources such as ElasticSearch, MySQL, PostgreSQL, and Influx DB. For more

information about Grafana, seehtips://grafana.com/docs/ .

17.3. Set up the monitoring server

To set up your monitoring server, you need to install Prometheus and Grafana, and configure them.

Only SUSE clients are supported as a monitoring server. For a complete list, see

administration:monitoring.pdf .

17.3.1. Install Prometheus

If your monitoring server is a Salt client, you can install the Prometheus package using the Uyuni WebEUI.
Otherwise you can download and install the package on your monitoring server manually. The Prometheus

software is also available for Uyuni Proxy and Uyuni for Retail Branch Server.

¥To access a shell inside the Uyuni Server container rumgrctl term on the container

| host, or to execute one command runmgrctl exec <options>!N!<command>.

¥To copy files from inside the container to the container host usemgrctl cp.

" Prometheus expects POSIX filesystem for storing data. Non-POSIX compliant filesystems

are not supported. NFS filesystems are not supported.

Procedure: Installing Prometheus using the WebEUI

1. In the Uyuni WebEUI, open the details page of the system where

Prometheus is to be installed, and navigate to theFormulas tab.
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Check the Prometheus checkbox to enable monitoring formulas, and click

['Save!]
Navigate to the Prometheus tab in the top menu.

In the Uyuni Server section, enter valid Uyuni API credentials. Make sure
that the credentials you have entered allow access to the set of systems

you want to monitor.

Customize any other configuration options according to your needs.
Click 'save Formula!]

Apply the highstate and confirm that it completes successfully.

Check that the Prometheus interface loads correctly. In your browser,
navigate to the URL of the server where Prometheus is installed, on

portE9090 (for example, ).

For more information about the monitoring formulas, see Specialized-guides Ysalt.
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On the monitoring server, install the golang-github-prometheus-

prometheus package:

zypper in golang-github-prometheus-prometheus
Enable the Prometheus service:

systemctl enable --now prometheus

Check that the Prometheus interface loads correctly. In your browser,
navigate to the URL of the server where Prometheus is installed, on

portE9090 (for example, ).

Open the configuration file at /etc/prometheus/prometheus.yml and add
this configuration information. Replace server.url with your Uyuni server
URL and adjust username and password fields to match your Uyuni

credentials.
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# {productname} self-health metrics
scrape_configs:
- job_name: 'mgr-server'
E static_configs:
- targets:
- 'server.url:9100" # Node exporter
- 'server.url:9187' # PostgreSQL exporter
- 'server.url:5556" # JMX exporter (Tomcat)
- 'server.url:5557" # JMX exporter (Taskomatic)
- 'server.url:9800" # Taskomatic
- targets:
- 'server.url:80" # Message queue
labels:
__metrics_path__: /rhn/metrics

H TP IO [T [TH [T [T TP [T [TH M

Managed systems metrics:

- job_name: 'mgr-clients'

uyuni_sd_configs:

- server: "http://server.url"
username: "admin"
password: "admin"

relabel_configs:

- source_labels: [ __meta_uyuni_exporter]
target_label: exporter

- source_labels: [ __address__]
replacement: "No group"
target_label: groups

- source_labels: [ __meta_uyuni_groups]
regex: (.+)
target_label: groups

- source_labels: [ __meta_uyuni_minion_hostname]
target_label: hostname

- source_labels: [__meta_uyuni_primary_fgdn]
regex: (.+)
target_label: hostname

- source_labels: [hostname, _address_ ]
regex: (.*);.*:(.*)
replacement: ${1}:${2}
target_label: __address

- source_labels: [ __meta_uyuni_metrics_path]
regex: (.+)
target_label: __metrics_path___

- source_labels: [ _meta_uyuni_proxy module]
target_label: __param_module

- source_labels: [ __meta_uyuni_scheme]
target_label: __scheme

>

[TV [T [T [T [T [T [T [T [T [T [T [T [T [T [T [T [T T [T [T T [T [T T [T [T [T [T [T1

Save the configuration file.

Restart the Prometheus service:

systemctl restart prometheus

For more information about the Prometheus configuration options, see the official Prometheus documentation

at
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If your monitoring server is a client managed by Uyuni, you can install the Grafana package using the Uyuni

WebEUI. Otherwise you can download and install the package on your monitoring server manually.

Grafana is not available on Uyuni Proxy.

In the Uyuni WebEUI, open the details page of the system where Grafana is

to be installed, and navigate to theFormulas tab.

Check the Grafana checkbox to enable monitoring formulas, and click

['Save!]
Navigate to the Grafanatab in the top menu.

In the Enable and configure Grafanasection, enter the admin credentials

you want to use to log in Grafana.

On the Datasources section, make sure that the Prometheus URL field

points to the system where Prometheus is running.

Customize any other configuration options according to your needs.
Click [1save Formula!]

Apply the highstate and confirm that it completes successfully.

Check that the Grafana interface is loading correctly. In your browser,
navigate to the URL of the server where Grafana is installed, on port 3000

(for example, ).

Ensure that port 3000 is open on the firewall to successfully access

Grafana

Uyuni provides pre-built dashboards for server self-health, basic client monitoring, and

more. You can choose which dashboards to provision in the formula configuration page.

Install the grafanapackage:
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zypper in grafana
Enable the Grafana service:
systemctl enable --now grafana-server
In your browser, navigate to the URL of the server where Grafana is

installed, on port 3000 (for example, ).

Ensure that port 3000 is open on the firewall to successfully access

Grafana.
On the login page, enteradmin for username and password.

Click [iLog int} If login is successful, then you will see a prompt to change the

password.
Click prokion the prompt, then change your password.

Move your cursor to the cog icon on the side menu which will show the

configuration options.

Click ['Data sources!]

Click [1Add data source!] tO see a list of all supported data sources.
Choose the Prometheus data source.

Make sure to specify the correct URL of the Prometheus server.
Click [1save & testl]

To import a dashboard click the [1+] icon in the side menu, and then click

[MImport!] .
For Uyuni server overview load the dashboard ID17569 .

For Uyuni clients overview load the dashboard ID:17570 .
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4.13GB

210.3GB

For more information about the monitoring formulas, see Specialized-guides Ysalt.

For more information on how to manually install and configure Grafana, see

With UyuniE4 and higher, you can enable the server to expose Prometheus self-health metrics, and also install

and configure exporters on client systems.

The Server self-health metrics cover hardware, operating system and Uyuni internals. These metrics are made

available by instrumentation of the Java application, combined with Prometheus exporters.
These exporters are shipped with Uyuni Server:

Node exporter: golang-github-prometheus-node_exporter .
See

PostgreSQL exporterprometheus-postgres_exporter.
See

JMX exporter:prometheus-jmx_exporter.

See
These exporter packages are shipped with Uyuni Proxy:

Node exporter: golang-github-prometheus-node_exporter .

See
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Squid exporter: golang-github-boynux-squid_exporter .

See

The exporters are pre-installed in Uyuni Server and Proxy, but their respective systemd daemons are disabled

by default.

-

In the Uyuni WebEUI, navigate toAdmin YManager Configuration Y

Monitoring .
Click ['Enable services!]
Restart Tomcat and Taskomatic.

Navigate to the URL of your Prometheus server, on portE9090 (for example,

)

In the Prometheus Ul, navigate to Status YTargets and confirm that all the

endpoints on the mgr-server group are up.

If you have also installed Grafana with the WebEUI, the server insights are
visible on the Uyuni Server dashboard, in the Admin Y Manager
Configuration YMonitoring :

Only server self-health monitoring can be enabled using the WebEUI. Metrics for a proxy

| are not automatically collected by Prometheus. To enable self-health monitoring on a

proxy, you need to manually install exporters and enable them.

The following relevant metrics are collected on the Uyuni Server.

Metric Type Description

uyuni_all_systems gauge Number of all systems
uyuni_virtual_systems gauge Number of virtual systems
uyuni_inactive_systems gauge Number of inactive systems
uyuni_outdated_systems gauge Number of systems with outdated packages
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Table 6. PostgreSQL exporter (port 9187)

Metric
pg_stat_database_tup_fetched
pg_stat_database_tup_inserted
pg_stat_database_tup_updated
pg_stat_database_tup_deleted
mgr_serveractions_completed
mgr_serveractions_failed
mgr_serveractions_picked_up

mgr_serveractions_queued

Type
counter
counter
counter
counter
gauge
gauge
gauge

gauge

Description

Number of rows fetched by queries
Number of rows inserted by queries
Number of rows updated by queries
Number of rows deleted by queries
Number of completed actions
Number of failed actions

Number of picked-up actions

Number of queued actions

Table 7. JIMX exporter (Tomcat port 5556, Taskomatic port 5557)

Metric

java_lang_Threading_ThreadCount

Type

gauge

java_lang_Memory_HeapMemoryUsage_used gauge

Table 8. Server Message Queue (port 80)

Metric

message_queue_thread_pool_threads

Type

counter

message_queue_thread pool_threads_acti gauge

ve

message_queue_thread_pool_task _count counter

message_queue_thread _pool_completed_t counter

ask_count

Table 9. Salt Queue (port 80)

Metric

salt_queue_thread_pool_size
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Type

gauge

Description
Number of active threads

Current heap memory usage

Description
Number of message queue threads ever created

Number of currently active message queue

threads
Number of tasks ever submitted

Number of tasks ever completed

Description

Number of threads created per Salt queue
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Metric Type Description

salt_queue_thread_pool_active_threads  gauge Number of currently active Salt threads per
queue

salt_queue_thread_pool_task_total counter Number of tasks ever submitted per queue

salt_queue_thread_pool_completed_task_t counter Number of tasks ever completed per queue

otal

Every salt_queue value has a label namedueue with the queue number as value.

Table 10. Taskomatic Scheduler (port 9800)

Metric Type Description

taskomatic_scheduler_threads counter Number of scheduler threads ever created
taskomatic_scheduler_threads_active gauge Number of currently active scheduler threads
taskomatic_scheduler_completed_task_co counter Number of tasks ever completed

unt

17.4.2. Monitoring managed systems

Prometheus metrics exporters can be installed and configured on Salt clients using formulas. The packages are

available from the Uyuni client tools channels, and can be enabled and configured directly in the Uyuni

WebEUL.
These exporters can be installed on managed systems:

¥ Node exporter: golang-github-prometheus-node_exporter .
Seehttps://github.com/prometheus/node_exporter

¥ PostgreSQL exporterprometheus-postgres_exporter.
Seehttps://github.com/wrouesnel/postgres_exporter .

¥Apache exporter: golang-github-lusitaniae-apache_exporter.

Seehttps://github.com/Lusitaniae/apache_exporter .
" On SL Micro, only the Node exporter and the Blackbox exporter are available.

When you have the exporters installed and configured, you can start using Prometheus to collect metrics from

the monitored systems. If you have configured your monitoring server with the WebEUI, metrics collection

happens automatically.
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In the Uyuni WebEUI, open the details page of the client to be monitored,

and navigate to the Formulas tab.

Check the Enabled checkbox on the Prometheus Exportersformula.
Click prsave!]

Navigate to the Formulas YPrometheus Exporters tab.

Select the exporters you want to enable and customize arguments
according to your needs. TheAddress field accepts either a port number

preceded by a colon (9100), or a fully resolvable address éxample:9100).
Click [1save Formula!]

Apply the highstate.
The following ports need to be enabled and not blocked by the firewall:

! on the monitor: 9090/tcp

on the monitored system: 9100/tcp, 9117/tcp, and 9187/tcp

Monitoring formulas can also be configured for System Groups, by applying the same

configuration used for individual systems inside the corresponding group.

For more information about the monitoring formulas, see Specialized-guides Ysalt.

To change the Grafana password follow the steps described in the Grafana documentation:

In case you have lost the Grafana administrator password you can reset it amot with the following command:

grafana-cli --configOverrides cfg:default.paths.data=/var/lib/grafana --homepath
/usr/share/grafana admin reset-admin-password <new_password>
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17.5. Network boundaries

Prometheus fetches metrics using a pull mechanism, so the server must be able to establish TCP connections to
monitored clients. By default, Prometheus uses these ports:

¥Node exporter: 9100

¥PostgreSQL exporter: 9187

¥Apache exporter: 9117
Additionally, if you are running the alert manager on a different host than where you run Prometheus, you also

need to open port 9093. The alert manager is part of Prometheus solution. It handles alerts sent by client

applications such as the Prometheus server instance. For more information about the alert manager, see

https://prometheus.io/docs/alerting/latest/alertmanager/

For clients installed on cloud instances, you can add the required ports to a security group that has access to

the monitoring server.

Alternatively, you can deploy a Prometheus instance in the exporters' local network, and configure federation.
This allows the main monitoring server to scrape the time series from the local Prometheus instance. If you use

this method, you only need to open the Prometheus API port, which is 9090.

For more information on Prometheus federation, see hitps://prometheus.io/docs/prometheus/latest/

federation/ .

You can also proxy requests through the network boundary. Tools like PushProx deploy a proxy and a client on

both sides of the network barrier and allow Prometheus to work across network topologies such as NAT.

For more information on PushProx, seenttps://github.com/RobustPerception/PushProx .

17.5.1. Reverse proxy setup

Prometheus fetches metrics using a pull mechanism, so the server must be able to establish TCP connections to
each exporter on the monitored clients. To simplify your firewall configuration, you can use reverse proxy for

your exporters to expose all metrics on a single port.

Procedure: Installing Prometheus exporters with reverseEproxy

1. In the Uyuni WebEUI, open the details page of the system to be monitored,

and navigate to the Formulas tab.

2. Check the Prometheus Exporters checkbox to enable the exporters

formula, and click [1save!]

114/210 17.5. Network boundaries |_


https://prometheus.io/docs/alerting/latest/alertmanager/
https://prometheus.io/docs/prometheus/latest/federation/
https://prometheus.io/docs/prometheus/latest/federation/
https://github.com/RobustPerception/PushProx

Navigate to the Prometheus Exporterstab in the top menu.

Check the Enable reverse proxyoption, and enter a valid reverse proxy port

number. For example, 9999 .

Ensure that port 9999/tcp is open on the firewall.
Customize the other exporters according to your needs.
Click 'save Formula!]

Apply the highstate and confirm that it completes successfully.

For more information about the monitoring formulas, see Specialized-guides Ysalt.

Prometheus server and Prometheus node exporter offer a built-in mechanism to secure their endpoints with
TLS encryption and authentication. Uyuni WebEUI simplifies the configuration of all involved components. The
TLS certificates have to be provided and deployed by the user. Uyuni offers enabling the following security

model:

Node exporter: TLS encryption and client certificate based authentication

Prometheus: TLS encryption and basic authentication

For more information about configuring all available options, see Specialized-guides Ysalt.

By default, Uyuni does not provide any certificates for securing monitoring configuration. For providing
security, you can generate or import custom certificates, self-signed or signed by a third party certificate
authority (CA).

This section demonstrates how to generate client/server certificates for Prometheus and Node exporter

minions self-signed with Uyuni CA.

At the command prompt of the Uyuni container host, as root, run the

following commands:

To generate certificate files, run the following command.
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Ensure that the set-cname parameter is the fully qualified domain
name (FQDN) of your Salt client. You can use the theset-cname

parameter multiple times if you require multiple aliases:

mgrctl exec -ti -- mgr-ssl-tool --gen-server --dir="/root/ssl-build" --set
-country="COUNTRY" \

E --set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \

E --set-org-unit="ORGANIZATION UNIT" --set-email="name@example.com" \

E --set-hosthame="minion.example.com" --set-cname="minion.example.com" --no
-rpm

Resulting in:

Generating the web server's SSL private key: /root/ssl-
build/minion/server.key

Generating web server's SSL certificate request: /root/ssl-
build/minion/server.csr

Generating/signing web server's SSL certificate: server.crt

Copy server.crt and server.key files from the server container to the

host:

mgrctl cp server:/root/ssl-build/minion/server.key server.key
mgrctl cp server:/root/ssl-build/minion/server.crt server.crt

Copy server.crt and server.key files from the host to the monitoring

client;

ssh minion.example.com 'mkdir /etc/ssl/mIm-server-certs'

scp /root/server.* minion.example.com:/etc/ssl/mim-server-certs

ssh minion.example.com ‘chmod go+r /etc/ssl/mim-server-certs/server.*; Is
-la /etc/ssl/mim-server-certs'

To configure Salt formulars, enter the directory names specified in the

previous steps.

formular server

Server Certificate /etc/ssl/mim-server-certs/server.crt
Server Key /etc/ssl/mim-server-certs/server.key

formular minion
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Organizations are used to manage user access and permissions within Uyuni.

For most environments, a single organization is enough. However, more complicated environments might need
several organizations. You might like to have an organization for each physical location within your business, or

for different business functions.

When you have created your organizations, you can create and assign users to your organizations. You can then

assign permissions on an organization level, which applies by default to every user assigned to the organization.

You can also configure authentication methods for your new organization, including PAM and single sign-on.

For more information about authentication, see Administration YAuth-methods .

You must be logged in as the Uyuni administrator to create and manage organizations.

In the Uyuni WebEUI, navigate toAdmin YOrganizations, and click [!Create Organization!].
In the Create Organizationdialog, complete these fields:

In the OrganizationENamdield, type a name for your new organization. The name should be between

3 and 128 characters long.

In the DesiredELogirfield, type the login name you want to use for the organizationOs administrator.
This must be a new administrator account, you are not be able to use an existing administrator

account to sign in to the new organization, including the one you are currently signed in with.

In the Desired Passwordfield, type a password for the new organizationOs administrator. Confirm the
password by typing it again in the Confirm Password field. Password strength is indicated by the

colored bar beneath the password fields.
In the Email field, type an email address for the new organizationOs administrator.

In the First Name field, select a salutation, and type a given name for the new organizationOs

administrator.
In the Last Namefield, type a surname for the new organizationOs administrator.

Click [!Create Organization!].

In the Uyuni WebEUI, navigate toAdmin YOrganizations to see a list of available organizations. Click the name

of an organization to manage it.

From the Admin YOrganizations section, you can access tabs to manage users, trusts, configuration, and states
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18.2. Manage States

for your organization.

Organizations can only be managed by their administrators. To manage an organization,
ensure you are signed in as the correct administrator for the organization you want to

change.

18.1.1. Organization Users

Navigate to the Userstab to view the list of all users associated with the organization, and their role. Clicking a

username takes you to theUsersmenu to add, change, or delete users.

18.1.2. Trusted Organizations

Navigate to the Trusts tab to add or remove trusted organizations. Establishing trust between organizations
allow them to share content between them, and gives you the ability to transfer clients from one organization

to another.

18.1.3. Configure Organizations

Navigate to the Configuration tab to manage the configuration of your organization. This includes the use of

staged contents, and the use of SCAP files.
For more information about content staging, seeAdministration YContent-staging.

For more information about OpenSCAP, seeReference YAudit .

18.2. Manage States

Navigate to the States tab to manage Salt states for all clients in your organization. States allow you to define

global security policies, or add a common admin user to all clients.

For more information about Salt States, seeSpecialized-guides Ysalt.

18.2.1. Manage Configuration Channels

You can select which configuration channels should be applied across your organization. Configuration

channels can be created in the Uyuni WebEUI by navigating t€onfiguration YChannels. Apply configuration

channels to your organization using the Uyuni WebEUI.

Procedure: Applying Configuration Channels to an Organization

1. In the Uyuni WebEUI, navigate toHome YMy Organization YConfiguration Channels.
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Use the search feature to locate a channel by name.

Check the channel to be applied and click[!Save Changes!]This saves to the database, but does not apply

the changes to the channel.

Apply the changes by clicking [!Apply!]. This schedules the task to apply the changes to all clients within

the organization.
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This chapter contains various topics related to patch management.

When a new patch gets released by the vendor, it might happen that the patch has undesirable side effects
(security, stability) in some scenario that was not identified by testing. When this happens (very rarely), vendors
typically release a new patch, which may take hours or days, depending on the internal processes in place by

that vendor.

SUSE has introduced a new mechanism (2021) called "retracted patches" to revoke such patches almost

immediately by setting their advisory status to "retracted"” (instead of "final" or "stable").

A patch is "retracted,” when its advisory status attribute is set to "retracted.” A package is

"retracted,"” when it belongs to a "retracted" patch.

A retracted patch or package cannot be installed on systems with Uyuni. The only way to install a retracted

package, is to do it manually withzypper install and specifying the exact package version. For example:

zypper install vim-8.0.1568-5.14.1

Retracted status of patches and packages is depicted with thé icon in the WebEUI of Uyuni. For example, see:

list of packages in a channel

list of patches in a channel

When a patch or package, that has been installed on a system, gets retracted, the icon is also displayed in

the installed packages list of that system. Uyuni does not provide a way to downgrade such a patch or package.

When using cloned channels, you must pay attention to the propagation of the retracted advisory status from

the original channels to the clones.
Upon cloning vendor channels into your organization, channel patches will be cloned as well.

When the vendor retracts a patch in a channel and Uyuni synchronizes this channel (for example, with the
nightly job), the "retracted" attribute will not get propagated to the cloned patches and will not be observed by
the clients subscribed to cloned channels. To propagate the attribute to your cloned channels use one of the

following ways:
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Patch Sync Goftware YManageYcIoned channel YPatches YSync). This function allows you to align the

attributes of patches in your cloned channel to their originals.

Content Lifecycle Management. For more information about cloned channels in the context of Content

Lifecycle Management, seeClient-configuration YChannels.

When you create multiple vendor channel clones in your organization, the patches are not cloned multiple
times, but are shared between cloned channels. As a consequence, when you synchronize your cloned patch
(either using the patch sync function or with Content Lifecycle Management mentioned above), all channels

using the cloned patch will observe that change.

Consider two Content Lifecycle Management projectsprjl and prj2
Both of these projects have 2 environmentsdev and test
Both of these projects have a vendor channel set as a source channel

All channels in this scenario (four cloned channels in total) are aligned to the latest state of the vendor

channels
Vendor retracts a patch in the source channel and the nighly job synchronizes it to your Uyuni
None of the four channels see this change because they are using a patch clone, not the patch directly.

As soon as you synchronize your patch (either you build any of these two projects, or you use the Patch
Sync function on any of the four cloned channels), due to the patch sharingALL of the cloned channels

will see the patch as retracted.
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Chapter 20. Using PTFs in Uyuni

SUSE provides temporary fixes for all currently supported solutions shipped directly to its customers. These

PTFs (Program Temporary Fixes) are now available as repositories, which can be synced in Uyuni.

20.1. Understanding PTF packages

PTF packages are installed via a proxy package and are nam@df-xxxxxx, where xxxxxx is a number and part of

the name of the package, not its version.

They will depend on the correct version of the package that is known to include the correction in the software.
This type of package:
¥cannot be installed accidentally (i.e. zypper update will never suggest installing them),

¥cannot be removed accidentally (i.e. a newer package version will not replace the PTF one, unless the user

makes it explicitly on the zypper command line),

¥is only updated when the newer version is known to address the specific issue previously solved by the

PTF,

¥updates only packages already installed on the system (i.e. if a software is split into multiple packages, the

PTF will replace only those currently installed on the system).

The correct ID of the package will be provided by SUSE Support during the course of the support case

investigation, along with instruction on how to deploy/restart the affected services.

20.2. Installing PTF packages

PTF packages are currently only supported for SLE 12 and SLE 15 based systems. Other
versions or operating systems do not have this feature and the pages are not visible for

them.

! Access to PTF channels via Uyuni needs to be requested from L3 support.

Procedure: Enabling and synchronizing PTF repositories using the command line
1. On the console entermgr-sync refresh.

2. Enter mgr-sync list channel and look for channels starting with your SCC account name andtfs in its

name. For example,al23456-sles-15.3-ptfs-x86_64 .

3. Enable the PTF channel withmgr-sync add channel <label>.

This channel is now available and can be added to every system which is using the same base channel.
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PTF packages need to be installed explicitly, since they are not automatically picked up when updating a
system. The SUSE Customer Support will provide the PTF number to fix a specific problem. With the number
the proxy package can be identified in the PTF list. In Uyuni WebEUI every system with PTFs available for

installation has a page which lists them.

In the Uyuni WebEUI, navigate toAdmin YSetup Wizard YProducts and look for the product you want to
enable the PTF repository for.

Click ['Show productOs channelsthext to the products sync status.
You should see a popup listing mandatory and optional channels for the product.

In the optional channels list look for channels starting with your SCC account name andptfs in its name.
For exampleal23456-sles-15.3-ptfs-x86_64 .

Select the channel using the checkbox next to its name and clicl[!Confirm!] to schedule the sync.

Note that the product has to be installed to be able to add optional channels to it.

In the Uyuni WebEUI, navigate toSystems YSystems List and select the client where you want to install a
PTF.

Navigate to the Systems YSoftware YPackagesYSoftware Channels and select the PTF channel

Click [!Next!], and Confirm Software Channel Changewith [!Confirm!].

To check if the channel assignment is finished, navigate t@ystems YEventsYHistory to see the results.
Navigate to the Systems YSoftware YPTFsYinstall sub tab.

Select the PTF package you want to install.

Click ['Install PTF!], and Confirm Program Temporary Fixes (PTFs) Installatiorwith [!Confirm!].

To see PTF installation results, navigate tGystemsYEventsYHistory.

In case a PTF should be installed using the API, the normasystem.schedulePackagelnstallAPI can be used

with the proxy package name.

Once a PTF is confirmed to address the reported issue, the updated package will be tracked for inclusion into a
future maintenance update before being widely distributed as an regular maintenance update in the update

repositories.
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When this regular update with the fix is released, an updated version of the PTF will also be released into the
account-specific PTF repository. The updated PTF will remove the strict dependencies and allow updates to be

installed again.

The replacement of the PTF with the maintenance update which includes the fix happens automatically via a

standard package update or patch installation.

20.4. Removing the patched version of a package

In cases where a PTF needs to be uninstalled and the non-patched version of the packages need to be installed
on the system, a simple package remove cannot be used. The PTF package is not selectable in the standard
package list page.

Procedure: Removing the PTF packages

1. In the Uyuni WebEUI, navigate toSystems YSystems List and select the client you want to remove a PTF

from.
2. Navigate to the Systems YSoftware YPTFsYList/Remove sub tab.
3. Select the ptf package you want to remove.

4. Click ['Remove PTFs!]and on the Confirm Program Temporary Fixes (PTFs) Removakage click[!Confirm!].

5. To see the results, navigate t®ystems YEvents YHistory.

Removing PTFs requires a special version dibzypp and zypper to be installed on the
client system. Check zypper --help to confirm whether removeptf is supported. The

List/Remove tab is only visible if this condition is met.

In case the PTF should be removed using the API, the normaystem.schedulePackageRemov@PI can be used

with the proxy package name.

20.5. Removing the patched version of a package on the client

In case a PTF should be removed directly on the client using the console, it is required to use a special
command zypper removeptf. All other ways result either in an error or can lead to unwanted behavior like

removing important packages from the system and make the system unusable.
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spacewalk-report

Uyuni allows the user to produce a variety of reports. These reports can be helpful for taking inventory of your
subscribed systems, users, and organizations. Using reports is often simpler than gathering information

manually from the Uyuni WebEUI, especially if you have many systems under management.

While the command line tool spacewalk-report can be used to generate pre-configured reports, with the

introduction of the Specialized-guides YLarge-deponments it is also possible to generate fully customized
reports. This can be achieved by connecting any reporting tool that supports the SQL language to the reporting
database and extract the data directly. For more information about the data availability and structure, see the

reporting database schema documentation.

spacewalk-report

! Usemgrctl term before running steps inside the server container.

To generate reports, you must have thespacewalk-reports package installed. Thespacewalk-report command

allows you to organize and display reports about content, systems, and user resources across Uyuni.

Due to the introduction of Specialized-guides YLarge-deponments, spacewalk-report
| now gathers by default the data from the reporting database. Seespacewalk-report

for more information.
You can generate reports on:

System Inventory

List all the systems registered to Uyuni.

Patches

List all the patches relevant to the registered systems. You can sort patches by severity, as well as the

systems that apply to a particular patch.

Users

List all registered users and any systems associated with a particular user.

To get the report in CSV format, run this command at the command prompt on the server:

spacewalk-report <report_name>

spacewalk-report

spacewalk-report uses by default the new reporting database to extract the data. This means that the new
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generated reports will have some differences in the structure and the format of the data. The differences
common to all reports are:
the report data is not changing in real-time, but itOs updated only by the execution of a scheduled task;

data duplication has been removed and columns that were previously considered "multival" contain now
multiple values separated by ;. This also means that the command line options--multival-on-rows and

--multival-separator are no longer applicable to the new reports, as their behavior is now the default;

in all reports the new columns mgm_id and synced_date have been introduced to identify the
management server in the hub scenario and the last time the information was updated from the

application database;
all boolean values are now represented by theTrue/ Falseand not by al/0 values;

the column org_id has been replaced byorganization, which contains the organization name and not the

numerical identifier;

The term "server" has been replaced by "system." So, for example, the columserver_id is now called
system_id.

For report specific changes, see

If this changed behavior causes trouble, the new option--legacy-report can be used to fall

back to the old report, which is executed against the application database.

For more information about hub reporting, see Specialized-guides YLarge-deponments.

This table lists the available reports:

spacewalk-report

Report Invoked as Description Uses reporting Specific differences
database
Actions actions All actions. Yes The columnid is

now called action_id
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Report

Activation Keys

Activation Keys:

Channels

Activation Keys:

Configuration

Activation Keys:

Server Groups

ActivationEKeys:

Packages

Channel Packages

Channel Report

Cloned Channel

Report

12717210

Invoked as

activation-keys

activation-keys-

channels

activation-keys-

config

activation-keys-

groups

activation-keys-

packages

channel-packages

channels

cloned-channels

Description

All activation keys,
and the

entitlements,
channels,
configuration
channels, system
groups, and
packages associated

with them.

All activation keys
and the entities
associated with each

key.

All activation keys
and the
configuration
channels associated

with each key.

All activation keys
and the system
groups associated

with each key.

All activation keys
and the packages

each key can deploy.

All packages in a

channel.

Detailed report of a

given channel.

Detailed report of

cloned channels.

Uses reporting

database

No

No

No

No

Yes

Yes

Yes

Specific differences
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Report

Configuration Files

Latest Configuration

Files

Custom Channels

Custom Info

Patches in Channels

Patches Details

All patches

Patches for Clients

Host Guests

Inactive Clients

128/210

Invoked as

config-files

config-files-latest

custom-channels

custom-info

errata-channels

errata-list

errata-list-all

errata-systems

host-guests

inactive-systems

Description Uses reporting

database

All configuration file  No
revisions for all
organizations,

including file

contents and file

information.

The most recent No
configuration file
revisions for all
organizations,

including file

contents and file

information.

Channel metadata  Yes
for all channels
owned by specific

organizations.

Client custom Yes
information.

All patches in Yes
channels.

All patches that Yes
affect registered

clients.

All patches. No

Applicable patches  Yes
and any registered

clients that are

affected.
Host and guests Yes
mapping.
Inactive clients. Yes

Specific differences

The columnid is
now called

channel_id

The mandatory
parameter is now

called threshold.

21.3. List of available reports |[Uyuni 2026.03



Report Invoked as

System Inventory inventory

Kickstart Scripts kickstart-scripts
Kickstart Trees kickstartable-trees
All Upgradable packages-updates-
Versions all

Newest Upgradable packages-updates-

Version newest

Proxy Overview proxies-overview
Repositories repositories
Result of SCAP scap-scan

Result of SCAP scap-scan-results
System Data splice-export

System Currency system-currency

129 /210

Description Uses reporting

database

Clients registered to  Yes
the server, together

with hardware and
software

information.

All kickstart scripts, No

with details.
Kickstartable trees. No

All newer package  Yes
versions that can be

upgraded.

Newest package Yes
versions that can be

upgraded.

All proxies and the  Yes
clients registered to

each.

All repositories, with  No
their associated SSL
details, and any

filters.

Result of OpenSCAP Yes

sccdf evaluations.

Result of OpenSCAP Yes
sccdf evaluations, in

a different format.

Client data needed No
for splice

integration.

Number of available No
patches for each

registered client.

Specific differences

The column
osad_statushas

been removed.
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Report

System Extra

Packages

System Groups

Activation Keys for

System Groups

Systems in System

Groups

System Groups

Users

System Hardware

History: System

History: Channels

History:

Configuration

History:

Entitlements

History: Errata

History: Kickstart
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Invoked as

system-extra-

packages

system-groups

system-groups-keys

system-groups-

systems

system-groups-users

system-hardware

system-history

system-history-

channels

system-history-

configuration

system-history-

entitlements

system-history-

errata

system-history-
kickstart

Description

All packages
installed on all
clients that are not

available from

channels the client is

subscribed to.
System groups.

Activation keys for

system groups.

Clients in system

groups.

System groups and
users that have
permissions on

them.

System hardware

information.

Event history for

each client.

Channel event

history.

Configuration event

history.

System entitlement

event history.

Errata event history.

Kickstart event

history.

Uses reporting

database

Yes

Yes

No

Yes

No

No

Yes

Yes

Yes

Yes

Yes

Yes

Specific differences

The column
created_date has

been removed.

The column
created_date has

been removed.

The column
created_date has

been removed.
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Report Invoked as Description Uses reporting Specific differences

database
History: Packages  system-history- Package event Yes The column
packages history. created_date has
been removed.
History: SCAP system-history-scap OpenSCAP event  Yes The column
history. created_date has
been removed.
MD5 Certificates system-md5- All registered clients No
certificates using certificates
with an MD5
checksum.

Installed Packages system-packages- Packages installed Yes

installed on clients.

System Profiles system-profiles All clients registered No
to the server, with
software and system

group information.

Users users All users registered  Yes The column
to Uyuni. organization_id has

been removed.

MD5 Users users-md5 All users for all Yes The column
organizations using organization_id has
MDS5 encrypted been removed.

passwords, with

their details and

roles.
Systems users-systems Clients that Yes The column
administered individual users can organization_id has
administer. been removed.

For more information about an individual report, run spacewalk-report with the option --info or --list-fields

-info and the report name. This shows the description and list of possible fields in the report.

For further information on program invocation and options, see the spacewalk-report(8) man page as well as

the --help parameter of the spacewalk-report command.
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In Uyuni, you can keep track of your clients through a series of auditing tasks. You can check that your clients
are up to date with all public security patches (CVEs), perform subscription matching, and use OpenSCAP to

check for specification compliance.

In the Uyuni WebEUI, navigate toAudit to perform auditing tasks.

A CVE (Common Vulnerabilities and Exposures) is a fix for a publicly known security vulnerability.
! You must apply CVEs to your clients as soon as they become available.

Each CVE contains an identification number, a description of the vulnerability, and links to further information.
CVE identification numbers use the form CVE-YEAR-XXXX

In the Uyuni WebEUI, navigate toAudit YCVE Audit to see a list of all clients and their current patch status.

By default, the patch data is updated at 23:00 every day. We recommend that before you begin a CVE audit

you refresh the data to ensure you have the latest patches.

In the Uyuni WebEUI, navigate toAdmin YTask Schedulesand select the cve-server-channels-default

schedule.
Click ['cve-server-channels-bunch!].

Click [!Single Run Schedule!]to schedule the task. Allow the task to complete before continuing with the

CVEEaudit.

In the Uyuni WebEUI, navigate toAudit YCVE Audit.
To check the patch status for a particular CVE, type the CVE identifier in th&€€VE Numberfield.
Select the patch statuses you want to look for, or leave all statuses checked to look for all.

Click ['Audit Servers!]to check all systems, or click[!Audit Images!] to check all images.
For more information about the patch status icons used on this page, sedReference YAudit .

For each system, the Actions column provides information about what you need to do to address
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vulnerabilities. If applicable, a list of candidate channels or patches is also given. You can also assign systems

to a System Setfor further batch processing.

You can use the Uyuni API to verify the patch status of your clients. Use theudit.listSystemsByPatchStatus

APIEmethod. For more information about this method, see the Uyuni APIEGuide.

In addition to retrieving CVE information from channel data, Uyuni now includes an
experimental feature that fetches CVE details from OVAL files. This functionality is

| currently considered a Technology Preview.

Users are encouraged to experiment with this feature and share feedback. However, it is

not yet recommended for production use without thorough testing in a test environment.

The CVE Audit operation relies on two primary data sources: channels and OVAL (Open Vulnerability and
Assessment Language). These two sources provide the metadata for conducting CVE audits, each serving a

distinct purpose.

Channels

Channels include the updated software packages, including the patches, and provide insights into the

essential patches required to address vulnerabilities.

OVAL (Technology Preview)

In contrast, OVAL data supply the information about vulnerabilities themselves, and packages that render

a system vulnerable to a CVE.

While it is possible to conduct CVE audits using only channels data, synchronizing OVAL data enhances the
accuracy of the results, particularly in cases involving zero-day vulnerabilities or partially patched

vulnerabilities.

OVAL data is much more lightweight than channels data. For example, OVAL data for openSUSE Leap 15.4 is
around 50EMB.

Having synced OVAL data only, you can already perform CVE audits and check if your systems are vulnerable

or not to a CVE, but you canOt apply patches since they come from channels.
Key characteristics of the OVAL feature include:

Disabled by default : The feature is turned off by default and must be explicitly
enabled by the user by updating the configuration file rhn.conf and restarting relevant

services.
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Reversible: If any issues arise, users can revert back to the standard channel-based
CVE audit.

Performance considerations : While initial testing has been conducted, there are still

concerns regarding performance, and further optimizations may be needed.

OVAL data is updated at 23:00 every day by default. We recommend that before you
begin a CVE audit you refresh the data to ensure you have the latest vulnerabilities

metadata.

Add or modify the following setting in file /etc/rhn/rhn.conf in the container:

java.cve_audit.enable_oval_metadata=true

Restart the Tomcat and Taskomatic services:

systemctl restart tomcat taskomatic

If you encounter issues and need to revert to the default behavior, disable the feature by setting:

Add or modify the following setting in rhn.conf:

java.cve_audit.enable_oval_metadata=false

Restart the Tomcat and Taskomatic services:

systemctl restart tomcat taskomatic

In the Uyuni WebEUI, navigate toAdmin YTask Schedulesand select theoval-data-sync-default schedule.
Click ['oval-data-sync-bunch!] .

Click [!Single Run Schedule!lto schedule the task.

Allow the task to complete before continuing with the CVEEaudit.

To be able to accurately identify what vulnerabilities apply to a certain client, we need to identify the operating

system product that client uses. To do that, we collect the CPE (Common Platform Enumeration) of the client as
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22.1. Auditing

a salt grain, then we save it to the database.

The CPE of newly registered clients will be automatically collected and saved to the database. However, for

existing clients, it is necessary to execute théJpdate Packages Listction at least once.

Procedure: Update Packages List
1. In the Uyuni WebEUI, navigate tcSystems YSystem List YAll and select a client.
2. Then go to theSoftware tab and select the Packagessub-tab.

3. Click ['Update Packages List!lto update packages and collect the CPE of client.

22.1.2.2. OVAL Sources

To ensure the integrity and currency of the OVAL data, Uyuni exclusively consumes OVAL data from the official

maintainers of every product. Below, you can find the list of OVAL data sources.

Table 12. OVAL Sources

Product Source URL

openSUSE Leap

openSUSE Leap Micro

SUSE Linux Enterprise Server https://ftp.suse.com/pub/projects/security/oval
SUSE Linux Enterprise Desktop

SUSE Linux Enterprise Micro

RedHat Enterprise Linux https://lwww.redhat.com/security/data/oval/v2
Debian https://www.debian.org/security/oval
Ubuntu https://security-metadata.canonical.com/oval

OVAL metadata is used in CVE auditing for only a subset of clients, namely, clients that
use openSUSE Leap, SUSE enterprise products, RHEL, Debian or Ubuntu. This is due to the

absence of OVAL vulnerability definitions metadata for the other products.

22.1.3. CVE Status

The CVE status of clients is usually eitheaffected, not affected, or patched. These statuses are based only on

the information that is available to Uyuni.

Within Uyuni, these definitions apply:
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System affected by a certain vulnerability

A system which has an installed package with version lower than the version of the same package in a

relevant patch marked for the vulnerability.

System not affected by a certain vulnerability

A system which has no installed package that is also in a relevant patch marked for the vulnerability.

System patched for a certain vulnerability

A system which has an installed package with version equal to or greater than the version of the same

package in a relevant patch marked for the vulnerability.

Relevant patch

A patch known by Uyuni in a relevant channel.

Relevant channel

A channel managed by Uyuni, which is either assigned to the system, the original of a cloned channel which
is assigned to the system, a channel linked to a product which is installed on the system or a past or future

service pack channel for the system.

Because of the definitions used within Uyuni, CVEEaudit results might be incorrect in some
circumstances. For example, unmanaged channels, unmanaged packages, or non-

compliant systems might report incorrectly.

In highly secure network configurations you may wish to ensure your Salt clients are connecting a specific
master. To set up validation from client to master start by entering the masterOs fingerprint within a Salt minion

configuration file:

/etc/salt/minion.d/custom.conf in cases of using classic Salt minion in your client, or

/etc/venv-salt-minion/minion.d/custom.conf  in case of using Salt Bundle in your client
and follow the procedure:

! To access a shell inside the Server container rumgrctl term on the container host.

On the master, at the command prompt, as root, use this command to find themaster.pub fingerprint:

salt-key -F master
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On your client, open the /etc/salt/minion.d/custom.conf  or /etc/venv-salt-minion/minion.d/custom.conf

configuration file. Add this line to enter the masterQs fingerprint replacing the example fingerprint:
master_finger: 'ba:30:65:2a:d6:9e:20:4f:d8:b2:f3:a7:d4:65:11:13'

Restart the service. For salt-minion, run:
systemctl restart salt-minion

Or, for venv-salt-minion, run:
systemctl restart venv-salt-minion

For more information about Salt Bundle, seeClient-configuration YContact-methods-saltbundle .

For information on configuring security from a client, see

If you build your own packages locally, or if you require the source code for your packages for legal reasons, it

is possible to mirror the source packages on Uyuni Server.
Mirroring source packages can consume a significant amount of disk space.

! Usemgrctl term before running steps inside the server container.

Open the /etc/rhn/rhn.conf  configuration file, and add this line:
server.sync_source_packages = 1

Restart the Spacewalk service to pick up the changes:
mgradm restart

Currently, this feature can only be enabled globally for all repositories. It is not possible to select individual

repositories for mirroring.

When this feature has been activated, the source packages become available in the Uyuni WebEUI after the
next repository synchronization. They are shown as sources for the binary package, and can be downloaded

directly from the WebEUI. Source packages cannot be installed on clients using the WebEUI.
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22.4. System Security with OpenSCAP

Uyuni uses OpenSCAP to audit clients. It allows you to schedule and view compliance scans for any client.

22.4.1. About SCAP

The Security Content Automation Protocol (SCAP) is a synthesis of interoperable specifications derived from
community ideas. It is a line of specifications maintained by the National Institute of Standards and

Technology (NIST) for maintaining system security for enterprise systems.

SCAP was created to provide a standardized approach to maintaining system security, and the standards that
are used continually change to meet the needs of the community and enterprise businesses. New specifications
are governed by NISTOs SCAP Release cycle to provide a consistent and repeatable revision work flow. For more

information, see:

¥ https://csrc.nist.gov/projects/security-content-automation-protocol
¥ https://www.open-scap.org/features/standards/

¥https://ncp.nist.gov/repository’?scap

Uyuni uses OpenSCAP to implement the SCAP specifications. OpenSCAP is an auditing tool that utilizes the
Extensible Configuration Checklist Description Format (XCCDF). XCCDF is a standard way of expressing
checklist content and defines security checklists. It also combines with other specifications such as Common
Platform Enumeration (CPE), Common Configuration Enumeration (CCE), and Open Vulnerability and
Assessment Language (OVAL), to create a SCAP-expressed checklist that can be processed by SCAP-validated

products.

OpenSCAP verifies the presence of patches by using content produced by the SUSE Security Team. OpenSCAP
checks system security configuration settings and examines systems for signs of compromise by using rules
based on standards and specifications. For more information about the SUSE Security Team, see

https://www.suse.com/support/security .

22.4.2. Prepare clients for an SCAP scan
Before you begin, you need to prepare your client systems for SCAP scanning.

OpenSCAP auditing is not available on Salt clients that use the SSH contact method.

Scanning clients can consume a lot of memory and compute power on the client being
| scanned. For Red Hat clients, ensure you have at least 2EGB of RAM available on each

client to be scanned.

Install the OpenSCAP scanner and the SCAP Security Guide (content) packages on the client before you begin.
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Depending on the operating system, these packages are included either on the base operating system, or in the

Uyuni Client Tools.

The table below lists the packages you need:

Operating system Scanner Content

SLES openscap-utils scap-security-guide
openSUSE openscap-utils scap-security-guide

RHEL openscap-utils scap-security-guide-redhat
CentOS openscap-utils scap-security-guide-redhat
Oracle Linux openscap-utils scap-security-guide-redhat
Ubuntu libopenscap8 scap-security-guide-ubuntu
Debian libopenscap8 scap-security-guide-debian

RHEL 7 and compatible systems provide ascap-security-guide package, which contains outdated contents.

You are advised to use thescap-security-guide-redhat package you will find in the Uyuni Client Tools.

SUSE provides thescap-security-guide package for different openscap profiles. In the
current version of scap-security-guide, SUSE supports the following profiles:

DISA STIG profile for SUSE Linux Enterprise Server 12 and 15

ANSSI-BP-028 profile for SUSE Linux Enterprise Server 12 and 15

PCI-DSS profile for SUSE Linux Enterprise Server 12 and 15

HIPAA profile for SUSE Linux Enterprise Server 15

Hardening for Public Cloud Image of SUSE Linux Enterprise Server for SAP
| Applications 15

Public Cloud Hardening for SUSE Linux Enterprise 15

Standard System Security profile for SLE 12 and 15

Other profiles, such as the CIS profile, are community supplied and not officially
supported by SUSE.

CIS profile for SUSE Linux Enterprise Server 12 and 15 (unsupported)

For Non-SUSE operating systems the included profiles are community supplied. They are
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not officially supported by SUSE.

OpenSCAP uses SCAP content files to define test rules. These content files are created based on the XCCDF or
OVAL standards. In addition to the SCAP Security Guide, you can download publicly available content files and
customize it to your requirements. You can install the SCAP Security Guide package for default content file

templates. Alternatively, if you are familiar with XCCDF or OVAL, you can create your own content files.

We recommend you use templates to create your SCAP content files. If you create and use
# your own custom content files, you do so at your own risk. If your system becomes

damaged through the use of custom content files, you might not be supported by SUSE.

When you have created your content files, you need to transfer the file to the client. You can do this in the
same way as you move any other file, using physical storage media, or across a network with Salt (for example,

or the ), ftp or scp.

We recommend that you create a package to distribute content files to clients that you are managing with

Uyuni. Packages can be signed and verified to ensure their integrity. For more information, se&dministration Y

Custom-channels.

Different operating systems make available different OpenSCAP content files and profiles. One content file

may contain more than one profile.

On RPM-based operating systems, use this command to determine the location of the available SCAP files:
rpm -gl <scap-security-guide-package-name-from-table>

On DEB-based operating systems, use this command to determine the location of the available SCAP files:
dpkg -L <scap-security-guide-package-name-from-table>

When you have identified one SCAP content file that suits your needs, list profiles available on the client:

oscap info /usr/share/xml/scap/ssg/content/ssg-sle15-ds.xml
Document type: Source Data Stream
Imported: 2021-03-24T18:14:45

Stream: scap_org.open-scap_datastream_from_xccdf_ssg-sle15-xccdf-1.2.xml
Generated: (null)

Version: 1.2

Checklists:

E Ref-1d: scap_org.open-scap_cref ssg-sle15-xccdf-1.2.xml
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Status: draft
Generated: 2021-03-24
Resolved: true
Profiles:
Title: CIS SUSE Linux Enterprise 15 Benchmark
Id: xccdf_org.ssgproject.content_profile_cis
Title: Standard System Security Profile for SUSE Linux Enterprise

(&)

Id: xccdf_org.ssgproject.content_profile_standard
Title: DISA STIG for SUSE Linux Enterprise 15
Id: xccdf_org.ssgproject.content_profile_stig
Referenced check files:
ssg-slel15-oval.xml
system: http://oval.mitre.org/XMLSchema/oval-definitions-5
ssg-slel15-ocil.xml
system: http://scap.nist.gov/schema/ocil/2

S [MTPITP TP TP TP TP TP Te TP = [T [Th [T [Th [T TP [TH

—

tps://ftp.suse.com/pub/projects/security/oval/suse.linux.enterprise.15.xml
system: http://oval.mitre.org/XMLSchema/oval-definitions-5
hecks:
Ref-1d: scap_org.open-scap_cref ssg-slel5-oval.xml
Ref-1d: scap_org.open-scap_cref_ssg-slel5-ocil.xml
Ref-1d: scap_org.open-scap_cref_ssg-sle1l5-cpe-oval.xml
ictionaries:
Ref-1d: scap_org.open-scap_cref_ssg-slel15-cpe-dictionary.xml

e Rududutelu

Take a note of the file paths and profiles for performing the scan.

When you have installed or transferred your content files, you can perform audit scans. Audit scans can be

triggered using the Uyuni WebEUI. You can also use the Uyuni API to schedule regular scans.

In the Uyuni WebEUI, navigate toSystems YSystems List and select the

client you want to scan.
Navigate to the Audit tab, and the Schedule subtab.
In the Path to XCCDF Documentfield, enter the parameters for the SCAP
template and profile you want to use on the client. For example:
Command: /usr/bin/oscap xccdf eval

Command-line arguments: --profile

xccdf_org.ssgproject.content_profile_stig

Path to XCCDF document /usr/share/xml/scap/ssg/content/ssg-

slel5-ds.xml
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If you use --fetch-remote-resources parameter a lot of
RAM is required. In addition, you may need to increase the

value of file_recv_max_size

The scan runs at the clientOs next scheduled synchronization.

| The XCCDF content file is validated before it is run on the remote system. If the content

file includes invalid arguments, the test fails.

Before you begin, ensure that the client to be scanned has Python and
XML-RPC libraries installed.

Choose an existing script or create a script for scheduling a system scan

through system.scap.scheduleXccdfScanFor example:

#1/usr/bin/python3

import xmlrpc.client

client = xmlrpc.client.ServerProxy(https://server.example.com/rpc/api’)
key = client.auth.login('username’, 'password")
client.system.scap.scheduleXccdfScan(key, <1000010001>,

E '<path_to_xccdf_file.xml>',

E '--profile <profile_name>")

client.auth.logout(session_key)

In this example:

<1000010001> is the system ID (sid).

<path_to_xccdf_file.xmlI> is the path to the content file location on the
client. For example, /usr/share/xml/scap/ssg/content/ssg-slel5-

ds.xml.

<profile_name> is an additional argument for the oscap command. For
example, use united_states government_configuration_baseline
(USGCB).

Run the script on the client you want to scan, from the command prompt.
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Information about the scans you have run is in the Uyuni WebEUI. Navigate to téudit YOpenSCAPYAII Scans

for a table of results. For more information about the data in this table, seeReference YAudit .

To ensure that detailed information about scans is available, you need to enable it on the client. In the Uyuni

WebEUI, navigate toAdmin YOrganizations and click on the organization the client is a part of. Navigate to the

Configuration tab, and check theEnable Upload of Detailed SCAPEFilesption. When enabled, this generates

an additional HTML file on every scan, which contains extra information. The results show an extra line similar
to this:

Detailed Results: xccdf-report.html xccdf-results.xml scap-yast2sec-oval.xml.result.xml

To retrieve scan information from the command line, use thespacewalk-report command:

spacewalk-report system-history-scap
spacewalk-report scap-scan
spacewalk-report scap-scan-results

You can also use the UyuniEAPI to view results, with theystem.scaphandler.

Remediation Bash scripts and Ansible playbooks are provided in the same SCAP Security Guide packages to

harden the client systems. For example:

/usr/share/scap-security-guide/bash/sle15-script-cis.sh
lusr/share/scap-security-guide/bash/sle15-script-standard.sh
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

/usr/share/scap-security-guide/ansible/sle15-playbook-cis.yml
/usr/share/scap-security-guide/ansible/sle15-playbook-standard.yml
/usr/share/scap-security-guide/ansible/sle15-playbook-stig.yml

You can run them using remote commands or with Ansible, after enabling Ansible in the client system.

Install the scap-security-guide package on all your target systems. For more information, seéddministration Y

Ansible-setup-control-node .
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22.4. System Security with OpenSCAP

Packages, channels and scripts are different for each operating system and distribution. Examples are listed in

the Example remediation Bash scriptssection.

22.4.7.1.1. Run the Bash script on single systems as a remote
command

Run the Bash script as a remote command on single systems.

1. From System YOverview tab, select your instance. Then inDetails YRemote Commands, write a Bash

script such as:

#l/bin/bash
chmod +x -R /usr/share/scap-security-guide/bash
lusr/share/scap-security-guide/bash/sle15-script-stig.sh

2. Click ['Schedule!]

Folder and script names change between distribution and version. Examples are listed in

the Example remediation Bash scriptssection.

22.4.7.1.2. Run the bash script using System Set Manager on
multiple systems

Run the Bash script as a remote command on multiple systems at once.

1. When a system group has been created cliclSystem Groups selectUse in SSMrom the table.

2. From the System Set Managerunder Misc YRemote Command, write a Bash script such as:

#l/bin/bash
chmod +x -R /usr/share/scap-security-guide/bash
lusr/share/scap-security-guide/bash/sle15-script-stig.sh

3. Click ['Schedule!]

22.4.7.2. Example remediation Bash scripts

22.4.7.2.1. SUSE Linux Enterprise openSUSE and variants

Example SUSE Linux Enterprise and openSUSE script data.

Package

scap-security-guide
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Channels

SLE12: SLES12 Updates
SLE15: SLES15 Module Basesystem Updates

Bash script directory

lusr/share/scap-security-guide/bash/

Bash scripts

opensuse-script-standard.sh
slel2-script-standard.sh
slel2-script-stig.sh
sle15-script-cis.sh
slel15-script-standard.sh
sle15-script-stig.sh

Example Red Hat Enterprise Linux and CentOS script data.

scap-security-guide in centos7-updates only contains the Red Hat Enterprise Linux script.

Package

scap-security-guide-redhat

Channels

SUSE Manager Tools

Bash script directory

lusr/share/scap-security-guide/bash/

Bash scripts

centos7-script-pci-dss.sh
centos7-script-standard.sh
centos8-script-pci-dss.sh
centos8-script-standard.sh
fedora-script-ospp.sh
fedora-script-pci-dss.sh
fedora-script-standard.sh
ol7-script-anssi_nt28 enhanced.sh
ol7-script-anssi_nt28_high.sh
ol7-script-anssi_nt28 intermediary.sh
ol7-script-anssi_nt28 minimal.sh
ol7-script-cjis.sh

ol7-script-cui.sh

ol7-script-e8.sh

ol7-script-hipaa.sh
ol7-script-ospp.sh
ol7-script-pci-dss.sh
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ol7-script-sap.sh
ol7-script-standard.sh
ol7-script-stig.sh
ol8-script-anssi_bp28 enhanced.sh
ol8-script-anssi_bp28 high.sh
ol8-script-anssi_bp28_intermediary.sh
ol8-script-anssi_bp28 _minimal.sh
ol8-script-cjis.sh

ol8-script-cui.sh

ol8-script-e8.sh

ol8-script-hipaa.sh
0l8-script-ospp.sh
ol8-script-pci-dss.sh
ol8-script-standard.sh
rhel7-script-anssi_nt28 enhanced.sh
rhel7-script-anssi_nt28_high.sh
rhel7-script-anssi_nt28_intermediary.sh
rhel7-script-anssi_nt28 minimal.sh
rhel7-script-C2S.sh
rhel7-script-cis.sh
rhel7-script-cjis.sh
rhel7-script-cui.sh

rhel7-script-e8.sh
rhel7-script-hipaa.sh
rhel7-script-ncp.sh
rhel7-script-ospp.sh
rhel7-script-pci-dss.sh
rhel7-script-rhelh-stig.sh
rhel7-script-rhelh-vpp.sh
rhel7-script-rht-ccp.sh
rhel7-script-standard.sh
rhel7-script-stig_gui.sh
rhel7-script-stig.sh
rhel8-script-anssi_bp28 enhanced.sh
rhel8-script-anssi_bp28 high.sh
rhel8-script-anssi_bp28 intermediary.sh
rhel8-script-anssi_bp28 minimal.sh
rhel8-script-cis.sh
rhel8-script-cjis.sh
rhel8-script-cui.sh

rhel8-script-e8.sh
rhel8-script-hipaa.sh
rhel8-script-ism_o.sh
rhel8-script-ospp.sh
rhel8-script-pci-dss.sh
rhel8-script-rhelh-stig.sh
rhel8-script-rhelh-vpp.sh
rhel8-script-rht-ccp.sh
rhel8-script-standard.sh
rhel8-script-stig_gui.sh
rhel8-script-stig.sh
rhel9-script-pci-dss.sh
rhospl0-script-cui.sh
rhospl0-script-stig.sh
rhospl3-script-stig.sh
rhv4-script-pci-dss.sh
rhv4-script-rhvh-stig.sh
rhv4-script-rhvh-vpp.sh
sl7-script-pci-dss.sh
sl7-script-standard.sh
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Example Ubuntu script data.

Package

scap-security-guide-ubuntu

Channels

SUSE Manager Tools

Bash script directory

/usr/share/scap-security-guide/

Bash scripts

ubuntul804-script-anssi_np_nt28_average.sh
ubuntu1804-script-anssi_np_nt28_high.sh
ubuntul804-script-anssi_np_nt28 minimal.sh
ubuntul1804-script-anssi_np_nt28_restrictive.sh
ubuntu1804-script-cis.sh
ubuntu1804-script-standard.sh
ubuntu2004-script-standard.sh

Example Debian script data.

Package

scap-security-guide-debian

Channels

SUSE Manager Tools

Bash script directory

lusr/share/scap-security-guide/bash/

Bash scripts

# Debian 12
debian12-script-anssi_np_nt28_average.sh
debian12-script-anssi_np_nt28 high.sh
debian12-script-anssi_np_nt28 minimal.sh
debian12-script-anssi_np_nt28_restrictive.sh
debian12-script-standard.sh
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You require a custom GPG key to be able to sign repository metadata.

! To access a shell inside the Server container rumgrctl term on the container host.

As the root user, use thegpg command to generate a new key:

mgrctl exec -- gpg --full-generate-key

At the prompts, select RSAas the key type, with a size of 2048 bits, and select an appropriate expiry date

for your key. Check the details for your new key, and typey to confirm.

At the prompts, enter a name and email address to be associated with your key. You can also add a
comment to help you identify the key, if desired. When you are happy with the user identity, type O to

confirm.
At the prompt, enter a passphrase to protect your key.

The key should be automatically added to your keyring. You can check by listing the keys in your keyring:
gpg --list-keys

Add the password for your keyring to the /etc/rhn/signing.conf configuration file, by opening the file in

your text editor and adding this line:
GPGPASS="password"

For renewing a GPG key, seAdministration \?Troubleshooting .

You can manage metadata signing on the command line using thengr-sign-metadata-ctl command.

You need to know the short identifier for the key to use. You can list your available public keys in short

format:

mgrctl exec -- gpg --keyid-format short --list-keys

pub rsa4096/3E7BFEOA 2019-04-02 [SC] [expires: 2029-04-01]
E A43F9EC645ED838ED3014B035CFA51BF3E7BFEOA
uid [ultimate] SUSE Manager

sub rsa4096/118DE7FF 2019-04-02 [E] [expires: 2029-04-01]
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Enable metadata signing with themgr-sign-metadata-ctl command:

mgrctl exec -- mgr-sign-metadata-ctl enable 3E7BFEOA

OK. Found key 3E7BFEOA in keyring.

DONE. Set key 3E7BFEOA in /etc/rhn/signing.conf.

DONE. Enabled metadata signing in /etc/rhn/rhn.conf.

DONE. Exported key 3E7BFEOA to /srv/susemanager/salt/gpg/mgr-keyring.gpg.
DONE. Exported key 3E7BFEOA to /var/spacewalk/gpg/<KEY_NAME> key.
NOTE. For the changes to become effective run:

E mgr-sign-metadata-ctl regen-metadata

You can check that your configuration is correct with this command:
mgrctl exec -- mgr-sign-metadata-ctl check-config

Restart the services and schedule metadata regeneration to pick up the changes:
mgrctl exec -- mgr-sign-metadata-ctl regen-metadata

You can also use themgr-sign-metadata-ctl command to perform other tasks. Use mgr-sign-metadata-ctl

--help to see the complete list.
Repository metadata signing is a global option. When it is enabled, it is enabled on all software channels on the

server. This means that all clients connected to the server need to trust the new GPG key to be able to install or
update packages.

Deploying GPG keys to the clients works with salt states.

Apply the highstate with the Uyuni WebEUI.

For more information about troubleshooting GPG keys, seeAdministration Wroubleshooting .
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23.1. Key RBAC Concepts

Chapter 23. Role-Based Access Control (RBAC)

Role-Based Access Control (RBAC) is a security method that restricts resources access to authorized users
based on their assigned roles. In Uyuni, RBAC ensures that users can only perform actions and access resources

for which they have explicit authorization, enhancing security and simplifying administration.
The core principles of RBAC include:

¥Principle of Least Privilege: Granting only the necessary access rights for users to perform their tasks.
¥Granular Control: Providing fine-grained control over specific functionalities.
¥Separation of Duties: Preventing a single user from having too much control over critical processes.

¥Auditabi|ity: Allowing for clear tracking of user actions and permissions.

23.1. Key RBAC Concepts

Understanding the following core concepts is crucial for effective RBAC management:
¥ Role: A collection of permissions defining a specific set of capabilities within Uyuni.
! Roles are assigned to users, granting the user aggregated permissions.

¥Permission: An atomic authorization to perform a specific action, access a specific web page or call a
specific APl endpoint within Uyuni. In Uyuni, permissions are represented by namespaces and their

access modes.
¥User: An individual account that interacts with Uyuni. Users are assigned one or more roles.

¥Namespace: A granular unit of access control organized in a tree-like structure. Most namespaces have

distinct "View" or "Modify" modes.

23.2. User Roles in Uyuni

Uyuni provides predefined roles and allows for the definition of additional custom roles, optionally inheriting

from a combination of other roles.

23.2.1. Predefined Roles

Refer toadministration:users.pdf for a complete list of predefined roles and their descriptions.

23.2.2. Defining Additional Roles

To define additional roles, you can:
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Select a number of existing roles to inherit permissions from.

Specify additional namespaces to grant access to.

Namespaces provide fine-grained access control, organized in a tree-like structure. For most namespaces,

access within a namespace is further granularized by "View" and "Modify" modes.

Namespace
cm.build
cm.image.import
cm.image.list
cm.image.list

cm.image.overview

cm.image.overview
cm.profile.details
cm.profile.details
cm.profile.list
cm.profile.list
cm.store.details
cm.store.details
cm.store.list

cm.store.list

Access Mode
Modify
Modify

View

Modify

View

Modify
View
Modify
View
Modify
View
Modify
View

Modify

Description

Build container or Kiwi images

Import container images from a registered image store
List all images

Delete images

View image details, patches, packages, build log and cluster

information

Inspect, rebuild, delete images

View details of an image profile

Create image profiles, edit profile details
List all image profiles

Delete image profiles

View details of an image store

Create image stores, edit store details
List all image stores

Delete image stores

A comprehensive list of namespaces and their descriptions can be retrieved by making a call to the

access.listNamespacesAPI method. Refer to Uyuni APl documentation for detailed information, including

request and response formats.

Managing RBAC roles and permissions is currently only possible through the API. To assign roles to users via
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the web Ul, refer to Administration YUsers

23.4.1. Managing RBAC via API

The Uyuni API provides methods for programmaticaly managing roles, permissions and user assignments.

23.4.1.1. TheaccessAP|

These API methods manage roles and their associated access:

¥IistNamespaces Lists available namespaces, access modes and their descriptions in Uyuni.
¥IistPermissions: Lists permitted namespaces of a role.

¥IistRoIes: Lists existing roles in Uyuni.

¥createRoIe Creates a new role, optionally copying permissions from existing roles.
¥de|eteRoIe: Deletes a role.

¥grantAccess Grants access to hamespaces.

¥revokeAccess Revokes access to namespaces.

23.4.1.2. Theuser AP

These API methods manage user-role assignments:

¥IistPermissions: Lists effective permissions of a user.
¥IistRoIes: Lists a userOs assigned roles.
¥addRoIe: Assigns a role to a user.

¥removeRoIe: Removes a role from a user.

For detailed API documentation, including request and response formats, refer to Uyuni API reference.

23.5. RBAC Best Practices

Adhering to these best practices will help maintain a secure, efficient, and manageable RBAC environment:

¥Principle of least privilege: Always grant users the minimum permissions necessary to perform their

duties. Avoid overly broad permissions.

¥Regu|ar review: Periodically review assigned roles and permissions for users to ensure they are still

appropriate and comply with current security policies.
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23.5. RBAC Best Practices
¥Document roles: Clearly document the purpose and permissions of each custom role you create.

¥Separate duties: Implement roles that enforce separation of duties to prevent a single user from having

too much control over critical processes.
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Uyuni uses SSL certificates to ensure that clients are registered to the correct server.

Every client that uses SSL to register to the Uyuni Server checks that it is connecting to the right server by

validating against a server certificate. This process is called an SSL handshake.

During the SSL handshake, the client checks that the hostname in the server certificate matches what it expects.

The client also needs to check if the server certificate is trusted.

Certificate authorities (CAs) are certificates that are used to sign other certificates. All certificates must be
signed by a certificate authority (CA) in order for them to be considered valid, and for clients to be able to

successfully match against them.

In order for SSL authentication to work correctly, the client must trust the root CA. This means that the root CA

must be installed on every client.

The default method of SSL authentication is for Uyuni to use self-signed certificates. In this case, Uyuni has

generated all the certificates, and the root CA has signed the server certificate directly.

An alternative method is to use an intermediate CA. In this case, the root CA signs the intermediate CA. The
intermediate CA can then sign any number of other intermediate CAs, and the final one signs the server

certificate. This is referred to as a chained certificate.

If you are using intermediate CAs in a chained certificate, the root CA is installed on the client, and the server
certificate is installed on the server. During the SSL handshake, clients must be able to verify the entire chain of
intermediate certificates between the root CA and the server certificate, so they must be able to access all the

intermediate certificates.

There are two main ways of achieving this. In older versions of Uyuni, by default, all the intermediate CAs are
installed on the client. However, you could also configure your services on the server to provide them to the
client. In this case, during the SSL handshake, the server presents the server certificate as well as all the

intermediate CAs. This mechanism is used now as the default configuration.

By default, Uyuni uses a self-signed certificate without intermediate CAs. For additional security, you can
arrange a third party CA to sign your certificates. Third party CAs perform checks to ensure that the information
contained in the certificate is correct. They usually charge an annual fee for this service. Using a third party CA
makes certificates harder to spoof, and provides additional protection for your installation. If you have

certificates signed by a third party CA, you can import them to your Uyuni installation.

This manual describe the use of SSL certificates in two steps:

How to create a self-signed certificate with Uyuni tools
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24.1. Providing SSL Certificates to the Uyuni Containers

2. How to deploy a certificate on Uyuni Server or Proxy

In case the certificates are provided by a third party instance like an own or external PKI, stepE1l can be

skipped.

¥For more information about creating self-signed certificates, seeAdministration YSsI-certs-seIfsigned.

¥For more information about importing certificates, see Administration YSsl-certs-imported .

24.1. Providing SSL Certificates to the Uyuni Containers

24.1.1. Podman

SSL certificates are stored as podman secrets and assigned to respective containers. Podman SSL secrets are:

¥CA certificates
uyuni-ca
uyuni-db-ca

¥Server certificate and key
uyuni-cert
uyuni-key

¥ Database certificate and key
uyuni-db-cert

! uyuni-db-key

24.2. Self-Signed SSL Certificates

By default, Uyuni uses a self-signed certificate. In this case, the certificate is created and signed by Uyuni. This
method does not use an independent certificate authority to guarantee that the details of the certificate are

correct. Third-party CAs perform checks to ensure that the information contained in the certificate is correct.

¥For more information on third-party CAs, see Administration YSsl-certs-imported .

¥For more information on replacing certificates, seeadministration:ssl-certs-imported.pdf .
This section covers how to create or re-create your self-signed certificates on new or existing installation.

The hostname of the SSL keys and certificates must match the fully qualified hosthname of the machine you

deploy them on.
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If your existing certificates have expired or stopped working for any reason, you can generate a new server

certificate from the existing CA.

On the Uyuni container host, at the command prompt, regenerate the server certificate:

mgrctl exec -ti -- rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set
-country="COUNTRY" \

--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="ORGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.com" --set-cname="example.com"

Ensure that theset-cname parameter is the fully qualified domain name of your Uyuni Server. You can use

the set-cname parameter multiple times if you require multiple aliases.

The private key and the server certificate can be found inside the server container in the directoryroot/ssl-
build/susemanager/ asserver.keyand server.crt The name of the last directory depends on the hostname used

with --set-hostname option.

Deploy or import the new certificate and key by updating containerOs host podman secrets. For more

information about importing the just generated certificate, see

Be careful when you need to replace the Root CA. It is possible to break the trust chain
| between the server and clients. If that happens, you need an administrative user to log in

to every client and deploy the CA directly.

On the Uyuni container host, at the command prompt, move the old certificate directory to a new

location:

mgrctl exec -- mv /root/ssl-build /root/old-ssl-build

Generate a new CA certificate:

mgrctl exec -ti -- rhn-ssl-tool --gen-ca --dir="/root/ssl-build" --set

-country="COUNTRY" \

--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="ORGANIZATION UNIT" --set-common-name="SUSE Manager CA Certificate" \
--set-email="name@example.com"
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Generate a new server certificate:

mgrctl exec -ti -- rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set
-country="COUNTRY" \

--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="ORGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.top" --set-cname="example.com"

Ensure that the set-cname parameter is the fully qualified domain name of your Uyuni Server. You can use

the set-cname parameter multiple times if you require multiple aliases.

You need to generate a server certificate also for each proxy, using their hostnames and cnames.

This section covers how to configure SSL certificate for new Uyuni installation, and how to replace existing

certificates.
Before you begin, ensure you have:
A certificate authority (CA) SSL public certificate. If you are using a CA chain, all intermediate CAs must
also be available.
An SSL server private key
An SSL server certificate
An SSL database private key

An SSL database certificate
All files must be in PEM format.

The hostname of the SSL server certificate must match the fully qualified hostname of the machine you deploy
them on. You can set the hostnames in theX509v3 Subject Alternative Name section of the certificate. You can
also list multiple hostnames if your environment requires it. Supported Key types areRSA and EC (Elliptic

Curve).
I Database SSL certificates requiraeportdb and db asSubject Alternative Name.

Third-party authorities commonly use intermediate CAs to sign requested server certificates. In this case, all
CAs in the chain are required to be available. Themgrdadm commands are taking care of ordering the
certificates. Ideally, the root CA should be in its own file. The server certificate file should contain the server

certificate first, followed by all intermediate CA certificates in order.
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By default, Uyuni uses a self-signed certificate. Certificates can be imported with third-party certificates at the

installation time.

Deploy the Uyuni Server according to the instructions inInstallation-and-

upgrade Yinstall-server . Make sure to pass the correct files as parameters

to mgradm install podman. The parameters are:

3rd Party SSL Certificate Flags:

E --ssl-ca-intermediate strings Intermediate CA certificate path

E  --ssl-ca-root string Root CA certificate path

E  --ssl-server-cert string Server certificate path

E  --ssl-server-key string Server key path

E --ssl-db-ca-intermediate strings Intermediate CA certificate path for the
database if different from the server one

E --ssl-db-ca-root string Root CA certificate path for the

database if different from the server one

E  --ssl-db-cert string Database certificate path

E --ssl-db-key string Database key path

Intermediate CAs can either be available in the file which is specified with --ssl-ca-root, or specified as extra

options with --ssl-ca-intermediate . The--ssl-ca-intermediate option can be specified multiple times.

The proxy certificates are embedded in the generated configuration. In order to use a third-party certificate, it

needs to be provided during the configuration.

Install the Uyuni Proxy according to the instructions in Installation-and-

upgrade Ylnstall-proxy :

Follow the prompts to complete setup.

Use the same certificate authority (CA) to sign all
certificates for servers and proxies. Certificates signed with

different CAs do not match.
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You can replace active certificates on your Uyuni installation with a new certificate. There are two cases to

consider: replacing only the server or database certificate, and replacing the root CA.

Replacing the root certificate requires more time and planning to avoid disruption as all the registered proxies

and systems will need to have the new CA in their database before switching to it at the server level.

When using third-party certificates signed by an intermediate CA, the intermediate CA certificates need to be

appended to the server or database certificate file.

The order is important: first comes the server certificate, then the CAs from the one which signed the certificate

to the one signed by the root CA. The root CA certificate should not be appended to the server certificate file.

The following considers that you haveroot-ca.pem, intermediate-cal.pem,
intermediate-ca2.pem, server.pem and server.keyfiles. It may be different
depending on the number of intermediate CAs in the server certificate

signature chain.

Combine the intermediate CAs and server certificates. The order matters,
the server must be first and the intermediate CAs in order. Do not add the
root CA last into the chain as it will be passed separately touyuni-ca and

uyuni-db-ca secrets. If there is no intermediate CA, then you can use the

server.peminstead of the combined file in the next steps.
cat server.pem intermediate-cal.pem intermediate-ca2.pem >combined-server.pem

On the Uyuni container host, at the command prompt, recreate podman

certificate secrets passing the files paths:

podman secret create --replace uyuni-ca $path_to_ca_certificate
podman secret create --replace uyuni-cert $path_to_combined_server_certificate
podman secret create --replace uyuni-key $path_to_server_key

podman secret create --replace uyuni-db-ca $path_to_database ca_certificate
podman secret create --replace uyuni-db-cert
$path_to_combined_database_certificate

podman secret create --replace uyuni-db-key $path_to_database key
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On the container host, restart the server to pick up the changes:

mgradm restart

If you are using a proxy, you need to generate a server certificate RPM for each proxy, using their hostnames

and cnames. Generate a new configuration tarball and deploy it.

For more information, see

. proxy-deployment-uyuni.adoc

If the Root CA was changed, it needs to get deployed to all the clients connected to Uyuni. This is ideally done

in advance to minimize the disruption.
If the CA certificate was updated, a RPM file with Kiwi certificate needs to be repackaged.

On the Uyuni Server container host, execute following command:
mgrctl exec mgr-package-rpm-certificate-osimage

After that, apply highstate on the Image Build hosts to deploy the new certificates for Kiwi

to use.

In the Uyuni WebEUI, navigate toSystems YOverview.

Check all your clients to add them to the system set manager.
Navigate to Systems YSystem Set ManagerYOverview.

In the Statesfield, click [1Apply!] to apply the system states.

In the Highstate page, click[iApply Highstate!] t0 propagate the changes to the

clients.

HTTP Strict Transport Security [ ) is a policy mechanism that helps to protect websites against man-in-

the-middle attacks such as protocol downgrade attacks and cookie hijacking.

On Uyuni, HSTS is enabled by default. If you need to disable it on the server, follow this procedure:
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On the server container host, as root, execute the following command to

create a new configuration file with setting max-age=0:

mgrctl exec -\

E echo 'Header always set Strict-Transport-Security "max-age=0;
includeSubDomains™ \

E > /etc/apache2/conf.d/zz-spacewalk-www-hsts.conf

Restart Apache with:

mgrctl exec -- systemctl restart apache2

If you need to disable it on the proxy, follow this procedure:

On the server container host, as root, execute the following command to

create a new configuration file with setting max-age=0:

echo 'Header always set Strict-Transport-Security "max-age=0;
includeSubDomains' \
E > /etc/uyuni/custom-httpd.conf

Run the command:

mgrpxy install podman --tuning-httpd /etc/uyuni/custom-httpd.conf config.tar.gz

When naming the new config file <filename>.conf, make sure it is loaded at the right time.
For example, to override something defined in spacewalk-www.conf the new file needs to

be alphabetically after this file. For more information about how Apache loads files, see

When HSTS is enabled while using the default SSL certificate generated by Uyuni or a self-
signed certificate, browsers will refuse to connect with HTTPS unless the CA used to sign

! such certificates is trusted by the browser. If you are using the SSL certificate generated by
Uyuni, you can trust it by importing the file located at

to the browsers of all users.
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Your SUSE products require subscriptions, which are managed by the SUSE Customer Center (SCC). Uyuni runs
a nightly report checking the subscription status of all your registered clients against your SCC account. The
report gives you information about which clients consume which subscriptions, how many subscriptions you

have remaining and available to use, and which clients do not have a current subscription.
Navigate to Audit YSubscription Matching to see the report.
The Subscriptions Reporttab gives information about current and expiring subscriptions.

The Unmatched Products Reporttab gives a list of clients that do not have a current subscription. This includes
clients that could not be matched, or that are not currently registered with Uyuni. The report includes product

names and the number of systems that remain unmatched.

The Pins tab allows you to associate individual clients to the relevant subscription. This is especially useful if

the subscription manager is not automatically associating clients to subscriptions successfully.

The Messagedab shows all the messages generated by subscription matcher during the matching process. They

provide information to help understand the results and to improve the matching.

You can also download the reports in .csv format, or access them from that command prompt in the

Ivar/lib/spacewalk/subscription-matcher/  directory.

By default, the subscription matcher runs daily, at midnight. To change this, navigate toAdmin Y Task

Schedules and click gatherer-matcher-default . Change the schedule as required, and clic[!lUpdate Schedule!}

Because the report can only match current clients with current subscriptions, you might find that the matches
change over time. The same client does not always match the same subscription. This can be due to new clients

being registered or unregistered, or because of the addition or expiration of subscriptions.

The subscription matcher automatically attempts to reduce the number of unmatched products, limited by the
terms and conditions of the subscriptions in your account. However, if you have incomplete hardware
information, unknown virtual machine host assignments, or clients running in unknown public clouds, the
matcher might show that you do not have enough subscriptions available. Always ensure you have complete

data about your clients included in Uyuni, to help ensure accuracy.

The subscription matcher does not always match clients and subscriptions accurately. It is

- not intended to be a replacement for auditing.

If the subscription matcher is not automatically matching a particular client with the correct subscription, you

can manually pin them. When you have created a pin, the subscription matcher favors matching a specific
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subscription with a given system or group of systems.

However, the matcher does not always respect a pin. It depends on the subscription being available, and
whether or not the subscription can be applied to the client. Additionally, pins are ignored if they result in a
match that violates the terms and conditions of the subscription, or if the matcher detects a more accurate

match if the pin is ignored.

To add a new pin, click[!Add a Pin!] and select the client to pin.

We do not recommend using pinning regularly, or for a large number of clients. The

- subscription matcher tool is generally accurate enough for most installations.
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Chapter 26. Task Schedules

All predefined task bunches are listed underAdmin YTask Schedules

@ SUSE Manager Schedules @ O ErmeEEE

Below is a list of defined schedules. A schedule defines frequency, how often a predefined bunch shall be triggered.

1-230f23
25 j items per page

Schedule name | Frequency Active From Bunch
auto-emrata-default 05/10***7 2018-06-05 11:40:50 CEST auto-emrata-bunch
channel-repodata-default [EREEE] 2018-06-05 11:40:50 CEST channel-repodata-bunch
cleanup-data-default 00237%* 2018-06-05 11:40:50 CEST cleanup-data-bunch
clear-taskologs-default 002372*%* 2018-06-05 11:40:50 CEST clear-taskologs-bunch
cobbler-sync-default QreTxsy 2018-06-05 11:40:50 CEST cobbler-sync-bunch
compare-configs-default 00232*%* 2016-06-05 11:40:50 CEST compare-configs-bunch
cve-server-channels-default 00237%% 2018-06-05 11:40:51 CEST cve-server-channels-bunch
daily-status-default 002372%% 2018-06-05 11:40:50 CEST daily-status-bunch
errata-cache-default DR 2018-06-05 11:40:50 CEST errata-cache-bunch
errata-queue-default Rt 2018-06-05 11:40:50 CEST errata-queue-bunch
gatherer-matcher-default 0007** 2018-06-05 11:40:51 CEST gatherer-matcher-bunch
kickstart-cleanup-defauft 0010 *%%7 2018-06-05 11:40:50 CEST kickstart-cleanup-bunch
kickstartfile-sync-default 00/10%**? 2018-06-05 11:40:50 CEST kickstartfile-sync-bunch
mgr-register-default 00/15%%%2 2018-06-05 11:40:50 CEST mgr-register-bunch
mgr-sync-refresh-default 0617%* 2018-06-05 11:40:51 CEST mgr-sync-refresh-bunch
minion-action-cleanup-default D0**%7 2018-06-05 11:40:50 CEST minion-action-cleanup-bunch
package-cleanup-default 00/10%**7? 2018-06-05 11:40:50 CEST package-cleanup-bunch
reboot-action-cleanup-default D0***7 2018-06-05 11:40:50 CEST reboot-action-cleanup-bunch
sandbox-cleanup-default 0542%% 2018-06-05 11:40:50 CEST sandbox-cleanup-bunch
session-cleanup-default 00/15%%%2 2018-06-05 11:40:50 CEST session-cleanup-bunch
ssh-push-default 0*xE%?p 2018-06-05 11:40:50 CEST ssh-push-bunch
token-cleanup-default 0007** 2018-06-05 11:40:51 CEST token-cleanup-bunch
uuid-cleanup-default 0O***? 2018-06-05 11:40:51 CEST uuid-cleanup-bunch

Click Uyuni Schedules YSchedule nameto open the Schedule Name YBasic Schedule Details. You can disable

it or change its frequency.
Click ['Edit Schedule!]to update the schedule with your settings.
Click ['Disable Schedule!]in the upper right-hand corner to disable a schedule.

Only disable a schedule if you are absolutely certain this is necessary as they are essential

i

for Uyuni to work properly.

When a task is disabled, it is still shown in the list. When you clickUyuni Schedules YSchedule name you can

activate the job again by clicking ['Activate Schedule!].

If you click a bunch name, a list of runs of that bunch type and their status is displayed.
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Clicking the start time links takes you back to theSchedule Name YBasic Schedule Details.

The following predefined task bunches are scheduled by default and can be configured:

auto-errata-default

Schedules auto errata updates as necessary.

channel-repodata-default

(Re)generates repository metadata files.

cleanup-data-default

Cleans up stale package change log and monitoring time series data from the database.

clear-taskologs-default

Clears task engine (taskomatic) history data older than a specified number of days, depending on the job

type, from the database.

cobbler-sync-default

Synchronizes distribution and profile data from Uyuni to Cobbler. For more information about

autoinstallation powered by Cobbler, see Client-configuration YAutoinst-intro .

compare-configs-default

Compares configuration files as stored in configuration channels with the files stored on all configuration-

enabled servers. To review comparisons, clickSystems tab and select the system of interest. Go to

Configuration YCompare Files. For more information, see

cve-server-channels-default

Updates internal pre-computed CVE data that is used to display results on theAudit YCVE Audit page.
Search results in the Audit YCVE Audit page are updated to the last run of this schedule. For more

information, see Reference YAudit .

daily-status-default

Sends daily report e-mails to relevant addresses. For more information about configuring notifications for

specific users, seeReference YUsers

errata-advisory-map-sync-default

Updates internal SUSE patch vendor advisory database tables. If available, the original advisory provided

by SUSE is shown in the section Vendor Advisory of each patch detail.
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errata-cache-default

Updates internal patch cache database tables, which are used to look up packages that need updates for

each server. Also, this sends notification emails to users that might be interested in certain patches. For

more information about patches, see Reference YPatches

errata-queue-default

Queues automatic updates (patches) for servers that are configured to receive them.

gatherer-matcher-default

Gather virtual host data by running Virtual Host Gatherer configured in Virtual Host Managers. After

updated data are available, the Subscription Matcher job is run.

kickstart-cleanup-default

Cleans up stale Kickstart session data.

kickstartfile-sync-default

Generates Cobbler files corresponding to Kickstart profiles created by the configuration wizard.

mgr-forward-registration-default

Synchronizes client registration data with SUSE Customer Center. By default, new, changed, or deleted

client data are forwarded. To disable synchronization set in/etc/rhn/rhn.conf |, run:
server.susemanager.forward_registration = 0

Disabling data synchronizing with SCC will lead to reduced visibility of your managed

clients between RMT, SMT, Uyuni and SCC-directly registered clients.

By synchronizing data, you ensure a uniform view of all registered clients.

mgr-sync-refresh-default

Synchronizes with SUSE Customer Centernigr-sync-refresh). By default, all custom channels are also

synchronized as part of this task. For more information about custom channel synchronization, see

minion-action-chain-cleanup-default

Cleans up outdated action chain data.

minion-action-cleanup-default

Deletes stale client action data from the file system. First it tries to complete any possibly unfinished

actions by looking up the corresponding results stored in the Salt job cache. An unfinished action can occur
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if the server has missed the results of the action. For successfully completed actions it removes artifacts

such as executed script files.

minion-checkin-default

Performs a regular check-in on clients.

notifications-cleanup-default

Cleans up expired notification messages.

oval-data-sync-default

Generate OVAL data required to increase the accuracy of CVE audit queries.

package-cleanup-default

Deletes stale package files from the file system.

reboot-action-cleanup-default

Any reboot actions pending for more than six hours are marked as failed and associated data is cleaned up

from the database. For more information on scheduling reboot actions, see

sandbox-cleanup-default

Cleans up Sandbox configuration files and channels that are older than thesandbox_lifetime configuration
parameter (3Edays by default). Sandbox files are those imported from systems or files under development.

For more information, see

session-cleanup-default

Cleans up stale Web interface sessions, typically data that is temporarily stored when a user logs in and

then closes the browser before logging out.

ssh-service-default

Prompts clients to check in with Uyuni via SSH if they are configured with &SSH Pushcontact method. Also

resume action chains after a reboot.

system-overview-update-queue-default

Update the systems overview data.

system-profile-refresh-default

Runs a hardware refresh on all systems. This happens only monthly and can increase load on the Uyuni

Server. The job usesSpecialized-guides Ysalt. For tuning the batch size, see
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token-cleanup-default

Deletes expired repository tokens that are used by Salt clients to download packages and metadata.

update-payg-default

Collects authentication data from configured PAYG cloud instances.

update-reporting-default

Updates the local Reporting Database.

update-reporting-hub-default

Collects all reporting data from peripheral Uyuni Server and update the Hub Reporting Database.

update-system-overview-default

Regularly ensure the systems overview data are up to date.

uuid-cleanup-default

Cleans up outdated UUID records.
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Some packages have a long list of changelog entries. This data is downloaded by default, but it is not always
useful information to keep. In order to limit the amount of changelog metadata which is downloaded and to

save disk space, you can put a limit on how many entries to keep on disk.
! Usemgrctl term before running steps inside the server container.

This configuration option is in the /etc/rhn/rhn.conf configuration file. The parameter defaults to 20. Changing

this value to 0 will provide an unlimited number of entries.

java.max_changelog_entries = 20

If you set this parameter, it comes into effect only for new packages when they are synchronized.
After changing this parameter, restart services withmgradm restart.
You might like to delete and regenerate the cached data to remove older data.

Deleting and regenerating cached data can take a long time. Depending on the number of
channels you have and the amount of data to be deleted, it can potentially take several
hours. The task is run in the background by Taskomatic, so you can continue to use Uyuni

while the operation completes, however you should expect some performance loss.
You can delete and request a regeneration of cached data from the command line:
spacewalk-sql -i
Then on the SQL database prompt, enter:

DELETE FROM rhnPackageRepodata;
INSERT INTO rhnRepoRegenQueue (id, CHANNEL_LABEL, REASON, FORCE)
(SELECT sequence_nextval(rhn_repo_regen_queue_id_seq’),

E C.label,

E ‘cached data regeneration’,
E Y

E  FROM rhnChannel C);

\q
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UyuniEAdministrators can add new users, grant permissions, and deactivate or delete users. If you are managing
a large number of users, you can assign users to system groups to manage permissions at a group level. You can

also change the system defaults for the WebEUI, including language and theme defaults.

The Usersmenu is only available if you are logged in with the Uyuni administrator account.

To manage Uyuni users, navigate tdJsers YUser List YAIl to see all users in your Uyuni Server. Each user in the
list shows the username, real name, assigned roles, the date the user last signed in, and the current status of the

user. Click[!Create User!]Jto create a new user account. Click the username to go to th&Jser Detailspage.

To add new users to your organization, click[!Create User!] complete the details for the new user, and click

[!Create Login!]

Uyuni is shipped with a selection of default values.

To ensure that all new user passwords adhere to the organizationOs security standards, Uyuni administrator has

the option to enforce the password creation rules.

In the WebEUI, navigate toAdmin YManager Configuration Y Password Policy to define the password

requirements. Use a combination of the following fields:

Min Password Length

Use this field to define the minimal length of password.

Max Password Length

Use this field to define the maximum length of password.

Require Digits

Use this field to specify whether the password must include the digits (0-9).

Require Lowercase Characters

Use this field to specify whether the password must include the lowercase characters (a-z).

Require Uppercase Characters

Use this field to specify whether the password must include the uppercase characters (A-Z).

Restrict Consecutive Characters

Use this field to specify whether the restricted consecutive characters.
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Require Special Characters

Use this field to specify whether the password must include special characters.

Allowed Special Characters

This field is enable only of the Require Special Charactersis selected. Use it to specify which special
characters are allowed, for example! @#$%&*, and others.

Restrict Character Occurences

Use this field to specify restricted character occurences.

Max Character Occurences

Use this field to specify maximum character occurences.
Click [!Savel]to save any of the changed password settings.
Use[!Reset!]to change any settings to the default ones.
Uyuni is shipped with the following default values:

Min Password Length: 4
Max Password Length: 32

Require Uppercase Characters: checked

You can deactivate or delete user accounts if they are no longer required. Deactivated user accounts can be

reactivated at any time. Deleted user accounts are not visible, and cannot be retrieved.

Users can deactivate their own accounts. However, if users have an administrator role, the role must be
removed before the account can be deactivated.

Deactivated users cannot log in to the Uyuni WebEUI or schedule any actions. Actions scheduled by a user prior

to their deactivation remain in the action queue. Deactivated users can be reactivated by Uyuni administrators.

Users can be assigned multiple roles, and there can be more than one user holding any role at any time. There

must always be at least one active Uyuni Administrator.

To change a userOs roles, except for the Uyuni Administrator role, navigate Wsers YuUser List YAIl, select the

user to change, and check or uncheck the administrator roles as required.
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To change a userOs Uyuni Administrator role, navigate fadmin YUsersand check or uncheckUyuni Admin? as

required.

Role Name

Uyuni Administrator

Organization Administrator

Activation Key Administrator
Image Administrator
Configuration Administrator

Channel Administrator

System Group Administrator

Regular User

Description

Can perform all functions, including changing

privileges of other users.

Manages activation keys, configurations, channels, and

system groups.

Manages activation keys.

Manages image profiles, builds, and stores.
Manages system configuration.

Manages software channels, including making
channels globally subscribable, and creating new

channels.

Manages systems groups, including creating and
deleting system groups, adding clients to existing

groups, and managing user access to groups.

Provides standard level of access. Newly created users

are automatically assigned to this role.

With Role-Based Access Control in Uyuni, you can create additional roles to fine-tune user permissions. Refer

to Administration YRole-based-access-control for more detailed information on how to manage roles.

If you have created system groups to manage your clients, you can assign groups to users for them to manage.

To assign a user to a system group, navigate tbsers YUser List, click the username to edit, and go to the

System Groupstab. Check the groups to assign, and clic['Update Defaults!].

You can also select one or more default system groups for a user. When the user registers a new client, it is

assigned to the chosen system group by default. This allows the user to immediately access the newly

registered client.
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To manage external groups, navigate to Users Y System Group Configuration, and go to the
ExternalEAuthenticationtab. Click [ICreate External Group!] to create a new external group. Give the group a

name, and assign it to the appropriate system group.
For more information about system groups, seeReference YSystems

To see the individual clients a user can administer, navigate tdJsers YUser List, click the username to edit, and
go to the Systemstab. To carry out bulk tasks, you can select clients from the list to add them to the system set

manager.

For more information about the system set manager, seeClient-configuration YSystem-set-manager.

You can assign users to software channels within your organization either as a subscriber that consumes

content from channels, or as an administrator, who can manage the channels themselves.

To subscribe a user to a channel, navigate ttsers YUser List, click the username to edit, and go to theChannel

Permissions YSubscription tab. Check the channels to assign, and clic[!Update Permissions!]

To grant a user channel management permissions, navigate tosers YUser List, click the username to edit, and

go to the Channel Permissions YManagement tab. Check the channels to assign, and click[!Update

Permissions!].

Some channels in the list might not be subscribable. This is usually because of the users administrator status, or

the channels global settings.

When you create a new user, you can choose which language to use for the WebEUI. After a user has been

created, you can change the language by navigating telome YMy Preferences.

The default language is set in therhn.conf configuration file. To change the default language, open the

letc/rhn/rhn.conf file and add or edit this line:

web.locale = <LANGCODE>

If the parameter is not set, the default language isen_US

These languages are available in Uyuni:
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