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Chapter 2. Actions
You can manage actions on your clients in a number of different ways:
¥ You can schedule automated recurring actions to apply the highstate or an arbitrary set of custom

states to clients on a specified schedule.

¥ You can apply recurring actions to individual clients, to all clients in a system group, or to an entire
organization.

¥ You can set actions to be performed in a particular order by creating action chains.

I Action chains can be created and edited ahead of time, and scheduled to run at a time that suits
you.

¥ You can also perform remote commands on one or more of your clients.

I Remote commands allows you to issue commands to individual clients, or to all clients that
match a search term.

2.1. Recurring Actions

You can apply recurring actions on individual clients, to a system group, or to all clients in an
organization.

Currently, Uyuni supports the following action types as recurring actions:

¥ Highstate: Execute the highstate.

¥ Custom state: Execute a set of custom states. A custom state can be either an internal state
provided by Uyuni, or a configuration channel created by a user.

For more information about configuration channels, $Hient-configuration Y Configuration-
management
Procedure: Creating a New Recurring Action

1. To apply a recurring action to an individual client, navigatgystems click the client to configure

schedules for, and navigate to fRecurring Actions tab.

2. To apply a recurring action to a system group, naviga@ym;emsYSystem Groups select the
group to configure schedules for, and navigat@ecurring Actions tab.

. Click (SHEag:

. Select an action type from tiection Type dropdown.

aa b~ W

. Type a name for the new schedule.

6. Choose the frequency of the recurring action:

' Hourly: Type the minute of each hour. For examperuns the action at fifteen minutes past
every hour.



! Daily: Select the time of each day. For examPle;00 runs the action at 0100 every day, in
the timezone of the Uyuni Server.

' Weekly: Select the day of the week and the time of the day, to execute the action every week
at the specified time.

' Monthly: Select the day of the month and the time of the day, to execute the action every
month at the specified time.

' Custom Quartz format: For more detailed options, enter a custom quartz string. For
example, to run a recurring action at 0215 every Saturday of every month, enter:

01527?2*7

7. OPTIONAL: Toggle theTest modeswitch on to run the schedule in test mode.

8. For actions of typ&€ustom state, select the states from the list of available states an(.
-s This will only save the current state selection and not the schedule.

9. In the next pane, drag and drop the selected states to put them in the execution order and click

10. Click _Ie‘ao save, and see the complete list of existing schedules.

Organization Administrators can set and edit recurring actions for all clients in the organization. Navigate

to Home YMy Organization YRecurring Actions to see all recurring actions that apply to the entire
organization.

Uyuni Administrators can set and edit recurring actions for all clients in all organizations. Navigate to

Admin YOrganizations select the organization to manage, and navigate t(Slﬂ{tesYRecurring
Actions tab.

2.2. Action Chains

If you need to perform a number of sequential actions on your clients, you can create an action chain to
ensure the order is respected.

By default, most clients execute an action as soon as the command is issued. In some case, actions take a
long time, which could mean that actions issued afterwards fail. For example, if you instruct a client to
reboot, then issue a second command, the second action could fail because the reboot is still occurring. To
ensure that actions occur in the correct order, use action chains.

For transactional update systems, an action chain is executed inside a single
snapshot, until there is a reboot action. This can cause some limitations.

For more information, se€lient-configuration YClients-slemicro andClient-
configuration YCIients-opensuseleapmicro

You can use action chains on all clients. Action chains can include any number of these actions, in any



order:

¥ System DetailsYRemote Command

¥ System DetailsYSchedule System Reboot

¥ System DetaileStatesYHighstate

¥ System DetailsYSoftware YPackagesYList/Remove

¥ System DetailsYSoftware YPackagesYInstall

¥ System DetailsYSoftware YPackagesYUpgrade

¥ System DetailsYSoftware YPatches

¥ System DetailsYSoftware YSoftware Channels

¥ System DetailsYConfiguration

¥ Images YBuild

n Action chains are user-specific. To see the action chain in the WebEUI, you must
sign in as the same user who created the action chain.

Procedure: Creating a New Action Chain

1.

In the Uyuni WebEUI, navigate to the first action you want to perform in the action chain. For

example, navigate t8ystem Details for a client, and cIic_ot

. Check theAdd to field and select the action chain you want to add to:

! If this is your first action chain, seleasew action chain .
I If the action chain already exists, select it from the list.

! If you already have existing action chains, but you want to create a new action chain, start typing
a name for the new action chain to create it.

. Confirm the action. The action is not performed immediately, it creates the new action chain, and a

blue bar confirming this appears at the top of the screen.

. Continue adding actions to your action chain by checkinghthé to field and selecting the name

of the action chain to add them to.

- When you have finished adding actions, navigatSdbeduIeYAction Chains and selecting the

action chain from the list.

. Re-order actions by dragging them and dropping them into the correct position. Click the blue plus

sign to see the clients an action is to be performed on.-to save your changes.

. Schedule a time for your action chain to run, and _Idf you leave the page

without clicking eithe. or_@ll unsaved changes are discarded.

1 If one action in an action chain fails, the action chain stops, and no further
actions are executed.



You can see scheduled actions from action chains by navigaﬁ@uoiuleYPending Actions

2.3. Remote Commands

Use this procedure to run a remote command via Salt.

Before you begin, ensure your client is subscribed to the appropriate tools child channel for its installed
operating system. For more information about subscribing to software chann@bBesteonfiguration

YChannels

¥ For transactional update systems, consider that a remote command is run
inside a single snapshot. This can cause some limitations. For more

information, seeClient-configuration Y Clients-slemicro and Client-
configuration YCIients-opensuseleapmicro

¥ Remote commands are run from tfip/ directory on the client. To
I ensure that remote commands work accurately, do not ntoaptwith the
noexec option. For more information, seeAdministration Y
Troubleshooting.

¥ All commands run from thRemote Commanpisge are executed as root
on clients. Wildcards can be used to run commands across any number of
systems. Always take extra care to check your commands before issuing
them.

Procedure: Running Remote Commands on Clients

1. Navigate toSalt YRemote Commands
2. In the first field, before th@symbol, type the command you want to issue.

3. In the second field, after th@symbol, type the client you want to issue the command on. You can
type theminion-id of an individual client, or you can use wildcards to target a range of clients.

4. Click -to check which clients you have targeted, and confirm that you have used the
correct details.

5. Click _10 issue the command to the target clients.



Chapter 3. Ansible Integration
Ansible is a tool to manage computer client systems. For more informatiaritseg&www.ansible.com

Uyuni supports managing Ansible control nodes. For more informatiomdseeistration:ansible-setup-
control-node.pdf

The supported version for the Ansible Control Node is Ansible 11.3. It should be obtained from the
operating system vendorQOs official repositories. For example, on SUSE Linux Enterprise 15 SP6 and SP7,
Ansible is available through th&ystems Management ModuleFor Control Nodes running
operating systems other than SUSE Linux Enterprise, use Ansible shipped together with that distribution.

Ansible software is also available for Uyuni Proxy and Uyuni for Retail Branch Server.

3.1. Feature Overview

Uyuni enables system administrators to operate their Ansible Control Nodes. Supported features are:

¥ inspection of inventory files
¥ discovery of playbooks

¥ execution of playbooks
For more information:

¥ The inventory is a sorted list of managed Ansible nodes. For more information about organizing an
inventory, sednttps://docs.ansible.com/ansible/latest/inventory guide/intro_inventory.html

¥ Playbooks are a way to describe how the inventory is to be managed. For more information about
playbooks, sefttps://docs.ansible.com/ansible/latest/playbook_guide/playbooks_intro.html

3.2. Requirements and Basic Configuration

To use Ansible features, you need to register the already existing Ansible Control Node to the Uyuni
Server. In the WebEUI, on tBgstem DetaiIsYProperties page of the registered system, you must
enable theéAnsible Control Node system type of thAdd-on System Typeslist.

Enabling theAnsible Control Node system type ensures that #hesible package is installed on

the system by adding it in the highstate and activates the Ansible features unBSgstéine DetailsY
Ansible tab.

As the next step, configure the paths to your Ansible playbook directories and inventory files on the
System DetailsYAnsible YControl Node page. As an inventory path, you can use the standard Ansible
inventory path/etc/ansible/hosts . As a playbook directory, you can use any directory on the
control node, where your playbook files are stored. A playbook directory either cagtaihdiles or
subdirectories withyml files.


https://www.ansible.com
administration:ansible-setup-control-node.pdf#at.ansible.overview
administration:ansible-setup-control-node.pdf#at.ansible.overview
https://docs.ansible.com/ansible/latest/inventory_guide/intro_inventory.html
https://docs.ansible.com/ansible/latest/playbook_guide/playbooks_intro.html

For installing and setting up an Ansible Control Node, Administration YAnsibIe-setup-controI-
node

3.3. Inventory Inspection
After defining an inventory path, you can use Uyuni to inspect its contents.

Procedure: Inspecting an Inventory from the WebEUI

1. In the Uyuni WebEUI, navigateSgstem DetailsYAnsible Yinventories

2. Click an inventory path to execute the inventory inspection on the Control Node in real-time.

3.4. Playbook Discovery

After defining a playbook directory, you can discover playbooks onStistem DetailsY Ansible Y
Playbookspage.

As with the inventory inspection, the playbook discovery operations run on the Control Node in real-time.

3.5. Playbook Execution

You can schedule a playbook execution from System DetailsY Ansible YPIaybooks page. After
selecting the playbook you wish to execute, you can select the inventory file for the execution from the
Inventory Path drop-down menu of th&chedule Playbook Execution dialog. If you do not

select any item, the default inventory configured in your Control Node will be used. The drop-down menu
is populated with the inventories you defined in your Inventory paths and with inventories that have been
locally discovered in your playbook directories. These are displayédisiom Inventory items in the
playbook details. You can also enter an arbitrary inventory path.

Afterwards, you choose the time of the playbook execution or select an action chain. Eventually, Uyuni
executes the playbook as an action on the Control Node. You can see the result of the operation on the
action details page.

3.6. Setup Ansible Control Node

To set up an Ansible control node, execute the following steps from the Uyuni WebEUI.

To configure a client as the Ansible Control Node, the Ansible package must be
installed on that system. Usually, the Ansible package should be obtained from
the operating system vendorOs official repositories. For example, on SUSE Linux
Enterprise 15 SP6 and SP7, Ansible is available through Setems
Management Module.

Procedure: Setting up Ansible Control Node on a SUSE Linux EnterpriseE15 SP6 or SP7 system

1. In the Uyuni WebEUI, navigate Aoimin Y Setup Wizard YProducts, verify that SUSE Linux
Enterprise Server 15 SP6 x86_64 (or later) with theSystems Management Module



and the require®ython 3 Module are selected and synchronized.
. Deploy a SUSE Linux Enterprise 15 SP6 (or later) client.

. In the Uyuni WebEUI, navigate to thzstemsYOverview page of the client. Sele&oftware Y
Software Channelsand subscribe the client to tB&JSE Linux Enterprise Server 15 SP6
x86_64(or later SP)Systems Management ModubndPython 3 Module channels.

. SelectDetails YProperties of your client. From thédd-On System Typedist enableAnsible

Control Node and clicl_s

- Navigate to the client overview page, se@tatteYHighstate, and cIicl_
. Select theeventstab and verify the status of the highstate.

1 If you want to install a newer Ansible on a SUSE Linux EnterpriseE15 SP4 or
SP5 client, you must enable tRgthon 3 Module.

Newer versions of Ansible no longer support managing nodes with outdated
Python versions. If a managed node still defaults to an older Python version, you
may encounter connection errors or failures during playbook runs. To address
this, user should upgrade Python on the managed node, if possible and set the
correct Python interpreter in the Ansible inventory or configuration.

3.6.1. Create Ansible Inventory Files

Ansible Integration tools deploy a playbook as an inventory file. Create one inventory file for each
operating system listed fable 1

Procedure: Creating Ansible Inventory Files

1. Create and add your hosts to an inventory file to be managed by Ansible. The default path for an

Ansible inventory idetc/ansible/hosts
Listing 1. Inventory Example

client240.mgr.example.org
client241.mgr.example.org
client242.mgr.example.org
client243.mgr.example.org ansible_ssh_private_key_file=/etc/ansible/some_ssh_key

[mygroup1]
client241.mgr.example.org
client242.mgr.example.org

[mygroup2]
client243.mgr.example.org

[all:vars]
ansible_ssh_private_key_file=/etc/ansible/my_ansible_private_key

2. In the Uyuni WebEUI, from thensible tab navigate té\nsible YControl Node to add inventory
files to the control node.



3.7. Compliance as Code

3. Under the Playbook Directories section add /usr/share/scap-security-
guide/ansible to theAdd a Playbook Directories  field and clicKiSaus.

4. Under Inventory Files  add your inventory file locations to tiedd an Inventory file

field and click{Saug.

Listing 2. Examples

/etc/ansible/sles15
/etc/ansible/sles12
/etc/ansible/centos7

For additional playbook examples, sews://github.com/ansible/ansible-examples

3.6.2. Establish Communication with Ansible Nodes

Procedure: Establishing Communication with Ansible Nodes

1. Create the SSH keys that you are using in your inventory.

[ ssh-keygen -f /etc/ansible/my_ansible_private key J

2. Copy the generated SSH keys to the Ansible managed clients. Example:

[ ssh-copy-id -i /etc/ansible/my_ansible_private key root@client240.mgr.example.org J

3. Declare the private key ietc/ansible/ansible.cfg as follows:

[ private_key_file = /etc/ansible/my_ansible_private_key ]

Replacemy_ansible private _key with the name of the file containing the private key.

4. Test that Ansible is working by executing the following commands from the control node:

ansible all -m ping
ansible mygroupl1 -m ping
ansible client240.mgr.example.org -m ping

You may now run remediations. For more information, Administration Y Ansible-compliance-as-
code

3.7. Compliance as Code

This document provides insight on running compliance as code remediation using an Ansible Playbook.

For more infomation about running compliance as code remediation using a bash script)seetion
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https://github.com/ansible/ansible-examples
administration:openscap.pdf#remediation

For executing remediations you need to install the SCAP security guide package on the Ansible control
node.

Procedure: Installing the SCAP security guide package

1. From SystemsYOverview, select the client. Then clicoftware YPackagesYlnstall.

2. Search forscap-security-guide and install the package suitable for your system. See the
following table for package distribution requirements:

Table 1. SCAP security guide package requirements

Package name Supported Systems
scap-security-guide openSUSE, SLES12, SLES15
scap-security-guide-redhat CentOS 7, CentOS 8, Fedora, Oracle Linux 7,

Oracle Linux 8, RHEL7, RHEL8, RHEL9, Red
Hat OpenStack Platform 10, Red Hat OpenStack
Platform 13, Red Hat Virtualization 4, Scientific

Linux
scap-security-guide-debian Debian 12
scap-security-guide-ubuntu Ubuntu 20.04, Ubuntu 22.04

3.7.1. Remediation Using an Ansible Playbook

An Ansible control node is required. For more information, Adeninistration YAnsibIe-setup-
control-node.

The following procedure will guide you through running remediation using an Ansible playbook.

Procedure: Run Remediation Using an Ansible Playbook

1. From the control node system menu sefawible YPIaybooks and click a playbook, for example:
sle15-playbook-stig.yml
2. To run the playbook, select theventory Path for the clients, for example:

/etc/ansible/sles15

Click (SENStu:

3. Check the status of the scheduled event undde tieats tab.

In case playbooks are in a different directory, you can follow the lirfkettup Ansible Control
Nodeto find out how to add it.



Chapter 4. Authentication Methods

Uyuni supports several different authentication methods. This section discusses pluggable authentication
modules (PAM) and single sign-on (SSO).

4.1. Authentication With Single Sign-On (SSO)

Uyuni supports single sign-on (SSO) by implementing the Security Assertion Markup Language
(SAML)E2 protocaol.

Single sign-on is an authentication process that allows a user to access multiple applications with one set
of credentials. SAML is an XML-based standard for exchanging authentication and authorization data. A
SAML identity service provider (IdP) provides authentication and authorization services to service
providers (SP), such as Uyuni. Uyuni exposes three endpoints which must be enabled for single sign-on.

SSO in Uyuni supports:

¥ Log in with SSO.

¥ Log out with service provider-initiated single logout (SLO), and Identity service provider single
logout service (SLS).

¥ Assertion and nameld encryption.

¥ Assertion signatures.

¥ Message signatures with AuthNRequest, LogoutRequest, and LogoutResponses.
¥ Enable an Assertion consumer service endpoint.

¥ Enable a single logout service endpoint.

¥ Publish the SP metadata (which can be signed).
SSO in Uyuni does not support:

¥ Product choosing and implementation for the identity service provider (IdP).

¥ SAML support for other products (check with the respective product documentation).
For an example implementation of SSO, Administration YAuth-methods-sso-example

If you change from the default authentication method to single sign-on, the new
' SSO credentials apply only to the WebEUI. Client tools sunhgassync or
spacecmaontinue to work with the default authentication method only.

4.1.1. Prerequisites

Before you begin, you need to have configured an external identity service provider with these
parameters. Check your IdP documentation for instructions.



The mapping between the IdP user and the Uyuni user is specified in a
SAML:Attribute. The SAML:Attribute must be configured in the IdP and must
I be passed to Uyuni in the SAML authentication. The attribute must be named
uid and must contain the Uyuni user mapped to it after login. The Uyuni must
be created before you activate single sign-on.

You need these endpoints:

¥ Assertion consumer service (or ACS): an endpoint to accept SAML messages to establish a session
into the Service Provider. The endpoint for ACS in Uyuni higps://server.example.com/rhn/
manager/sso/acs

¥ Single logout service (or SLS): an endpoint to initiate a logout request from the IdP. The endpoint for
SLS in Uyuni is:https://server.example.com/rhn/manager/sso/sls

¥ Metadata: an endpoint to retrieve Uyuni metadata for SAML. The endpoint for metadata in Uyuni is:
https://server.example.com/rhn/manager/sso/metadata

After the authentication with the IdP using the w&adminis successful, you are logged in to Uyuni
as theorgadminuser, provided that thergadminuser exists in Uyuni.

4.1.2. Enable SSO

1] Using SSO is mutually exclusive with other types of authentication: it is either
enabled or disabled. SSO is disabled by default.

I Usemgrctl term before running steps inside the server container.

Procedure: Enabling SSO

1. If your users do not yet exist in Uyuni, create them first.

2. Edit/etc/rhn/rhn.conf  and add this line at the end of the file:

java.sso = true

3. Find the parameters you want to customize ifusr/share/rhn/config-

defaults/rhn_java_sso.conf . Insert the parameters you want to customize into
letc/rhn/rhn.conf and prefix them with java.sso. For example, in
/usr/share/rhn/config-defaults/rhn_java_sso.conf find:

onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-HOSTNAME-OR-
IP/rhn/manager/sso/acs

To customize it, create the corresponding optiofeta/rhn/rhn.conf by prefixing the option
name withjava.sso. :


https://server.example.com/rhn/manager/sso/acs
https://server.example.com/rhn/manager/sso/acs
https://server.example.com/rhn/manager/sso/sls
https://server.example.com/rhn/manager/sso/metadata

java.sso.onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-
HOSTNAME-OR-IP/rhn/manager/sso/acs

To find all the occurrences you need to change, search in the file for the placeldtlgfs-

PRODUGHd YOUR-IDP-ENTITEvery parameter comes with a brief explanation of what it is
meant for.

4. Restart the spacewalk service to pick up the changes:
mgradm restart

When you visit the Uyuni URL, you are redirected to the IdP for SSO where you are requested to
authenticate. Upon successful authentication, you are redirected to the Uyuni WebEUI, logged in as the
authenticated user. If you encounter problems with logging in using SSO, check the Uyuni logs for more
information.

4.1.3. Example SSOEImplementation

In this example, SSO is implemented by exposing three endpoints with Uyuni, and using Keycloak 21.0.1
or later as the identity service provider (IdP).

Start by installing the Keycloak IdP, then setting up the Uyuni Server. Then you can add theEendpoints as
Keycloak clients, and create users.

This example is provided for illustrative purposes only. SUSE does not
recommend or support third-party identity service providers, and is not affiliated
with Keycloak. For Keycloak support, setps://www.keycloak.org/

You can install Keycloak directly on your machine, or run it in a container. In this example, we run
Keycloak in a Podman container. For more information about installing Keycloak, see the Keycloak
documentation dittps://www.keycloak.org/guides#getting-started

Procedure: Setting Up the Identity Service Provider
1. Install Keycloak in a Podman container, according to the Keycloak documentation.
2. Run the container using thtel argument to ensure the process remains running:

podman run -td --name keycloak -p 8080:8080 -e KEYCLOAK_USER=admin -e
KEYCLOAK_PASSWORD=admin quay.io/keycloak/keycloak:21.0.1

3. Sign in the Keycloak WebEUI as thdmin user, and create an authentication realm using these
details:

' In theNamdield, enter a name for the realm. For examideM

! In the Endpoints field, click theSAML 2.0 Identity Provider Metadata  link. This


https://www.keycloak.org/
https://www.keycloak.org/guides#getting-started

will lead you to a page where you will see the endpoints and certificate to copy into the Uyuni
configuration file.

When you have installed Keycloak and created the realm, you can prepare the Uyuni Server.

Procedure: Setting Up the Uyuni Server

1. On the Uyuni Server, open thetc/rhn/rhn.conf  configuration file and edit these parameters.
Replace<FQDN __MLith the fully qualified domain name of your Uyuni installation:

java.sso.onelogin.saml2.sp.entityid

https /I<FQDN_| MLM>/rhn/manager/sso/metadata
java.sso.onelogin.saml2.sp.assertion_consumer_service.url =
https://<FQDN_MLM>/rhn/manager/sso/acs
java.sso.onelogin.saml2.sp.single_logout_service.url =
https://<FQDN_MLM>/rhn/manager/sso/sls

2. In the configuration file, replaceFQDN _IDPwith the fully qualified domain name of your
Keycloak server. ReplaceREALM#th your authentication realm, for exampleIM

java.sso.onelogin.saml2.idp.entityid =
http://<FQDN_IDP>:8080/realms/<REALM>
java.sso.onelogin.saml2.idp.single_sign_on_service.url =
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml
java.sso.onelogin.saml2.idp.single_logout_service.url =
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml

3.In the IdP metadata, locate the public x509 certificate. It uses this format:
http://<FQDN_IDP>:8080/realms/ <REALMpfotocol/ saml/descriptor . In the
configuration file, specify the public x509 certificate of the IdP:

java.sso.onelogin.saml2.idp.x509cert = ----- BEGIN CERTIFICATE----- <CERTIFICATE>
----- END CERTIFICATE-----

Here is an example ohn.conf on Uyuni after enabling SSO:

java.sso = true

# This is the configuration file for Single Sign-On (SSO) via SAMLV2 protocol
# To enable SSO, set java.sso = true in /etc/rhn/rhn.conf

#

# Mandatory changes: search this file for:

# - YOUR-PRODUCT

# - YOUR-IDP-ENTITY

#

# See product documentation and the comments inline in this file for more
# information about every parameter.

#

#

#

#

# If 'strict' is True, then the Java Toolkit will reject unsigned
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http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor
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# or unencrypted messages if it expects them signed or encrypted

# Also will reject the messages if not strictly follow the SAML

#

# WARNING: In production, this parameter setting parameter MUST be set as "true".

# Otherwise your environment is not secure and will be exposed to attacks.

# Enable debug mode (to print errors)

# |dentifier of the SP entity (must be a URI)

java.sso.onelogin.saml2.sp.entityid = https://MLMserver.example.org/rhn/manager/sso/metadata

# Specifies info about where and how the <AuthnResponse> message MUST be
# returned to the requester, in this case our SP.

# URL Location where the <Response> from the IdP will be returned
java.sso.onelogin.saml2.sp.assertion_consumer_service.url =
https://MLMserver.example.org/rhn/manager/sso/acs

# Specifies info about where and how the <Logout Response> message MUST be
# returned to the requester, in this case our SP.
java.sso.onelogin.saml2.sp.single_logout_service.url =
https://MLMserver.example.org/rhn/manager/sso/sls

# |dentifier of the IdP entity (must be a URI)
java.sso.onelogin.saml2.idp.entityid = http://idp.example.org:8080/realms/MLM

# SSO endpoint info of the IdP. (Authentication Request protocol)

# URL Target of the IdP where the SP will send the Authentication Request Message
java.sso.onelogin.saml2.idp.single_sign_on_service.url =
http://idp.example.org:8080/realms/MLM/protocol/saml

# SLO endpoint info of the IdP.

# URL Location of the IdP where the SP will send the SLO Request
java.sso.onelogin.saml2.idp.single_logout_service.url =
http://idp.example.org:8080/realms/MLM/protocol/saml

# Public x509 certificate of the IdP

java.sso.onelogin.saml2.idp.x509cert = ----- BEGIN CERTIFICATE-----
MIICIzCCAX8CBgGC+tPbVjANBgkghkiGOWOBAQsSFADAPMQOwWCwWYDVQQDDARTVU1BMBAXDTIyMDkwMTIWNTEWNFOXI
DkwMTIWNTIONFowDzENMASG
ALUEAWWEU1VNQTCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQ0CggEBAMNSWJAaIB5mShTKkMBO5mrsOosyheEL
vugDPwWwWEfmM4x0cG7gmMHVONXY XZk+LRyzoQI2sBrNFroMuwu5dnah5ZSMxQyUu697S280m4vliegGaFdbgH+g4FGBu
eSis1ssMzTcES+NUul7pLKMLNmMSQtncESnolL9g2SyeQSwYtr5dz1ydl6lzjwtaWeyQ9EGJINtItLk3U4+arL PCpHAwgFAN
LO9NeYcRDNUKhNBs1v5mHP+L066PZul/DKEOMSgy/+qXaS0CgZVKqz8qB+bvHVUAq9W60g1CjgZKbwvPu72p/7+d8z
9DxXP1Z1uxdqn19q/kLEP2TYLtgQobSHECAWEAATANBgkghkiGOWOBAQSFAAOCAQEAga+raLMJIDo/P/yN1Z6SGGocK227
WFqovBIiE/mLYIp5Ff0+0jS1US1plSppJ94x0Or8j0m7HWOWu5xCz600hzXTEtnflbeRyrlRms3BWdxyXgQ9bWUeZMWZ
HfDkTbhgRRmMjDEWSSTEXRKQNvw41CpnlB3610++ejgGnjDvH7BbkCaoW55JF56DT/WYRON7MKEI20va9CHO0e9X7Gny8i
OAg260ziy06uy3P/IX9Z9RmHNVvpvN/Q34SGEQ9z/HIQVUP12UP)//iT21Jc1700ZFSZQXIGFTG6bXKmO42W8FdUDJU
ONo0XZgjMb3eC7U691YyeowoqTY7mJIKXNPprYY/ILOW== ----- END CERTIFICATE-----

# Organization

java.sso.onelogin.saml2.organization.name = SUSE Manager admin
java.sso.onelogin.saml2.organization.displayname = SUSE Manager admin
java.sso.onelogin.saml2.organization.url = https://MLMserver.example.org
java.sso.onelogin.saml2.organization.lang =

# Contacts

java.sso.onelogin.saml2.contacts.technical.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.technical.email_address = MLM@example.org
java.sso.onelogin.saml2.contacts.support.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.support.email_address = MLM@example.org

You can add the Uyuni endpoints to Keycloak. Keycloak refers to endpoints as clients.

Procedure: Adding Endpoints as Clients

1. In the Keycloak WebEUI, create a new client using these details:



' In theClient type field, selectSAML

"In the Client ID field, enter the endpoint specified in the server configuration file as
java.sso.onelogin.saml2.idp.entityid . For example, https://<FQDN_MLM>/
rhn/ managersso/ metadata

2. In theSettings tab, fine-tune the client using these details:
! Toggle theSignEassertions switch toOn
In theSignature algorithm field, selecRSA_SHA1
! In the SAMLESignature Key Nantield, selecKey ID.
3. In theKeystab:
I' SetClient signature required to Off .

4. In the Advancedab, in theFine Grain SAMLEEndpoint Configuration section, add the
two endpoints using these detalils:

' In both theAssertion Consumer Service fields, enter the endpoint specified in the server
configuration file as
java.sso.onelogin.saml2.sp.assertion_consumer_service.url . For example,
https://<FQDN_MLM>hn/ managerkso/ acs.

' In both theLogout Service fields, enter the endpoint specified in the server configuration
file as java.sso.onelogin.saml2.sp.single_logout_service.url . For example,
https://<FQDN_MLM>hn/ managerkso/sls .

When you have added the endpoints as clients, you can configure the client scope, and map the users
between Keycloak and Uyuni.

Procedure: Configuring Client Scope and Mappers

1. In the Keycloak WebEUI, navigate to @ients YClient scopestab and assigrole list  as the
default client scope.

2. Navigate to theCIient_scopesYMappers tab and add a mapper for user attribwited, using the
default values. This SAML attribute is expected by Uyuni.

3. Navigate to theClient_scopesYMappers and click onrole_list  mapper. SeSingle Role
Attribute toOn

4. Navigate to theJsers YAdmin section and create an administrative user. This user does not need to
match the Uyuni administrative user.

S. Navigate to theJsers YRole mappingstab, add an attribute namet with a value that matches
the username of the Uyuni administrative user.

6. Navigate to theUsers Y Credentials tab, and set the same password as used by the Uyuni
administrative user. .ESave your changes.

When you have completed the configuration, you can test that the installation is working as expected.
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Restart the Uyuni Server to pick up your changes, and navigate to the Uyuni WebEUI. If your installation
is working correctly, you are redirected to the Keycloak SSO page, where you can authenticate
successfully.

4.2. Authentication With PAM

Uyuni supports network-based authentication systems using pluggable authentication modules (PAM)
using SSSD. PAM is a suite of libraries that allows you to integrate Uyuni with a centralized
authentication mechanism, eliminating the need to remember multiple passwords. Uyuni supports LDAP,
Kerberos, and other network-based authentication protocols.

4.2.1. SSSD Configuration

Procedure: Configuring SSSD

1. In the Uyuni WebEUI, navigate tdsers Y Create Userand enable a new or existing user to
authenticate with PAM.

1 In usernames, additionally to alphanumeric characters, ., and @are
allowed.

2. Check thePluggable Authentication Modules (PAM)  checkbox.

3. Configure SSSD in the server container. At the command prompt of the Uyuni container host, as
root, enter the server container:

mgrctl term

4. Inside the container, execute the following steps:

a. Edit /etc/sssd/sssd.conf  according to your configuration. For an example, see
administration:auth-methods-pam.pdf

b. When done, exit the container:
exit
5. Restart Uyuni using:
mgradm restart

Changing the password in the Uyuni WebEUI changes only the local password on
the Uyuni Server. If PAM is enabled for that user, the local password might not
l be used at all. In the above example, for instance, the Kerberos password is not
changed. Use the password change mechanism of your network service to
change the password for these users.


administration:auth-methods-pam.pdf#auth-methods-pam-ad

For more information about PAM configuration, see the SUSE Linux Enterprise Server Security Guide.
The Security Guide contains a generic example that also works for other network-based authentication
methods. It also describes how to configure an Active Directory (AD) service. For more information, see
https://documentation.suse.com/sles/15-SP6/html/SLES-all/part-auth.html

4.2.1.1. LDAP Integration with Active Directory Example

For LDAP integration with Active Directory, you can use the following example.

In the code snippet, change the following placeholders according to your environment:

$domain
Your domain name

$ad_server

FQDN of the AD server if it is not auto-detected from $itmain$uyuni-hostname The name
of the machine this AD client is supposed to be known. If not set, it willupeni-
server.mgr.internal

Example snippet fotetc/sssd/sssd.conf

[sssd]
config_file_version = 2
services = nss, pam
domains = $domain

[nss]

[pam]

[domain/$domain]
id_provider = ad
chpass_provider = ad
access_provider = ad
auth_provider = ad

ad_domain = $domain

ad_server = $ad_server

ad_hostname = $uyuni-hostname
ad_gpo_map_network = +susemanager

krb5_keytab = FILE:/etc/rhn/krb5.conf.d/krb5.keytab
krb5_ccname_template = FILE:/tmp/krb5cc_%{uid}


https://documentation.suse.com/sles/15-SP6/html/SLES-all/part-auth.html

Chapter 5. Backup and Restore

This chapter contains information on the files you need to back up. With the built-in backup and restore

solution (ngradm backuypyou create Uyuni backups. Information about restoring from your backups in
the case of a system failure completes this chapter.

Because Uyuni relies on a database as well as the installed program and configurations, it is important to
back up all components of your installation. Back up your Uyuni installation regularly to prevent data loss
and enable quick recovery.

Regardless of the backup method you use, you must have available at least three
I times the amount of space your current installation uses. Running out of space
can result in backups failing, so check this often.

5.1. Disable old method with smdba

Skip this section if you installed Uyuni 2025.10 from scratch.

With the advent of the built-in solution, the old method withghedbabackup

] tool is deprecated. If you migrated from an old system giittdbato the new
solution, you must disable the old funtionality and remove the old backup
archives.

Either disablesmdbabefore migrating (recommended) or later on the migrated Uyuni 2025.10 system.

Procedure: Disabling old method with installed smdba before migration

This procedure only works when smdba is still installed.

1. On the command line of the container host, as root, execute:

mgrctl exec -- smdba backup-hot --enable=off

This will changearchive_commandn /var/lib/pgsgl/data/postgresqgl.conf as
follows:

archive_command = '/bin/true’

Now your old system is ready to be migrated to Uyuni 2025.10.

Procedure: Disabling old method on Uyuni 2025.10 after migration

Use this procedure after migration, when smdba is no longer available.

1. On the container host, as root, edit
Ivar/lib/containers/storage/volumes/var-pgsql/_data/postgresqgl.conf



and set these options:

archive_mode = off
archive_command = '/bin/true’

2. Restart the container:

mgradm restart

5.2. Back up Uyuni

The most comprehensive method for backing up your Uyuni installation is tomgsadm backup
create command. This can save you time in administering your backup, and can be faster to reinstall
and re-synchronize in the case of failure. However, this method requires significant disk space and could
take a long time to perform the backup.

mgradm backup createcommand performs backup to a directory. This directory can be both local or
mounted remote storage.

mgradm backup createcommand allows various customizations of the content of the backup. For all
available options, semgradm backup create --help .

5.2.1. Full backup of Uyuni

A full backup of the Uyuni consists of backing up the following components:

¥ Uyuni volumes
¥ database volumes
¥ podman network configuration
¥ podman secrets
¥ Uyuni systemd services
¥ Uyuni container images
The Uyuni service is automatically stopped for the time it takes to create a full

backup. The downtime can be significant. After backup is done, service is
automatically restarted.

Procedure: Creating full backup withgradm backup create
1. On the container host, as root, create backup with:

mgradm backup create $path



Replacebpath by the path to the backup location.

5.2.2. Partial backup of Uyuni

mgradm backup createtool allows creating partial backups. It is possible to skip individual or all
volumes, skip database backup and images.

Particularly when database backup is skipped, backup is created without stopping Uyuni services and can
act as a one phase in two phase backup procedure.

Partial backups are only considering a part of the data, and do not take potential

dependencies with other parts which may not have been backed up in
consideration. Therefore they cannot guarantee backup/restore consistency.

Procedure: Creating partial backup by skipping database backup

1. On the container host, as root, create backup with:

mgradm backup create --skipdatabase $path

Replacebpath by the path to the backup location.

Procedure: Creating partial backup by skipping a volume

1. On the container host, as root, create backup with:

mgradm backup create --skipvolumes $volumes $path

Replacebpath by the path to the backup location.

Replace$volumes by the name of the volume name to be excluded from the
backup, or by a comma separated list of volumes to be excluded.

Useall to skip all volumes, except database volumes.

5.2.3. Backing up extra volumes

mgradm backugommand uses internal list of Uyuni volumes. If additional volumes were configured
during the installation, or additional volumes should be added to the backup, they need to be specified
using--extravolumes $volumes .

Procedure: Creating backup with additional custom volume

1. On the container host, as root, create backup with:

mgradm backup create --extravolumes $volume $path



Replacebpath by the path to the backup location.

Replace$volumesby the name of the volume name to be included in the backup.
or by a comma separated list of volumes to be included.

5.2.4. Perform a manual database backup

Procedure: Performing a manual database backup

1. Allocate permanent storage space for your backup.

2. At the command prompt of the Uyuni container host, as root, use:

mgradm backup create --skipvolumes all --skipconfig --skipimages $path

5.3. Restore Uyuni from the existing backup

Restoring Uyuni from the existing backup will enumerate backup for volumes, images and configuration
to restore. Unlike in backup create scenario, restore operation is not using an internal volume list, but
automatically detect every volume or image present in the backup.

After the list of items to restore is gathered, presence and integrity check is performed. Presence check
ensures backup restore will not accidentally overwrite existing volumes, image or configurations. Integrity
check is done by computing backup items checksums.

After both checks are successful, actual backup restore is performed.
! Uyuni services are not automatically started after backup restore is finished.
Procedure: Restoring from an existing backup

1. On the container host, as root, re-deploy the Uyuni Server with:

mgradm stop
mgradm backup restore $path
mgradm start

Replacebpath by the path to the backup location.

Verification of the backup can be a time-consuming operation. If backup integrity is ensured by other
means, verification can be skipped by usigkipverify  option.

If for some reason it is needed to skip restoring a volume present in the basckipyolumes
$volumesoption can be used.

5.3.1. Recommended steps after restoring a backup



Procedure: Recommended steps after Uyuni restore

1. Re-synchronize your Uyuni repositories using either the Uyuni WebEUI, or with the
mgr-sync tool at the command prompt in the container. You can choose to re-
register your product, or skip the registration and SSL certificate generation
sections.

2.0n the container host, check whether you need to restore
Ivar/lib/containers/storage/volumes/var-spacewalk/_data/packages/
If /var/lib/containers/storage/volumes/var-spacewalk/_data/packages/
was not in your backup, you need to restore it. If the source repository is available,
you can restore [path] "/var/lib/containers/storage/volumes/var-
spacewalk/ data/packages/ u with a complete channel synchronization:

mgrctl exec -ti -- mgr-sync refresh --refresh-channels

3. Schedule the re-creation of search indexes next timehtheearch service is
started.

This command produces only debug messages, it does not produce error messages.

On the container host, enter:

mgrctl exec -ti -- rhn-search cleanindex



Chapter 6. Channel Management
Channels are a method of grouping software packages.

In Uyuni, channels are grouped into base and child channels, with base channels grouped by operating
system type, version, and architecture, and child channels being compatible with their related base
channel. When a client has been assigned to a base channel, it is only possible for that system to install the
related child channels. Organizing channels in this way ensures that only compatible packages are installed
on each system.

Software channels use repositories to provide packages. The channels mirror the repositories in Uyuni,
and the package names and other data are stored in the Uyuni database. You can have any number of
repositories associated with a channel. The software from those repositories can then be installed on
clients by subscribing the client to the appropriate channel.

Clients can only be assigned to one base channel. The client can then install or update packages from the
repositories associated with that base channel and any of its child channels.

Uyuni provides a number of vendor channels, which provide you everything you need to run Uyuni.
Uyuni Administrators and Channel Administrators have channel management authority, which gives them
the ability to create and manage their own custom channels. If you want to use your own packages in your
environment, you can create custom channels. Custom channels can be used as a base channel, or you can
associate them with a vendor base channel.

For more on creating custom channels,Administration YCustom-channels

6.1. Channel Administration

By default, any user can subscribe channels to a system. You can implement restrictions on the channel
using the WebEUI.

Procedure: Restricting Subscriber Access to a Channel
1. In the Uyuni WebEUI, navigateSoftware YChannel List, and select the channel to edit.

2. Locate thePer-User Subscription Restrictions section and checlonly selected
users within your organization may subscribe to this channel . Click (0S8
to save the changes.

3. Navigate to thé&subscribers tab and select or deselect users as required.

6.2. Delete Channels
You can delete vendor software channels from the command prompt.

Procedure: Deleting Vendor Channels

1. On the Uyuni Server, at the command prompt, as root, list the available vendor channels, and make a
note of the channel you want to delete:



mgr-sync list channels
2. Delete the channel:
spacewalk-remove-channel -c <channel-name>
!' For information about deleting custom channels Agrainistration YCustom-channels

6.3. Custom Channels

Custom channels give you the ability to create your own software packages and repositories, which you
can use to update your clients. They also allow you to use software provided by third party vendors in
your environment.

This section gives more detail on how to create, administer, and delete custom channels. You must have
administrator privileges to be able to create and manage custom channels.

6.3.1. Creating Custom Channels and Repositories

Before you create a custom channel, determine which base channel you want to associate it with, and
which repositories you want to use for content.

If you have custom software packages that you need to install on your client systems, you can create a
custom child channel to manage them. You need to create the channel in the Uyuni WebEUI and create a
repository for the packages, before assigning the channel to your systems.

I Do not create child channels containing packages that are not compatible with
the client system.

You can select a vendor channel as the base channel if you want to use packages provided by a vendor.
Alternatively, selechoneto make your custom channel a base channel.

Procedure: Creating a Custom Channel

1. In the Uyuni WebEUI, navigateSoftware YManageYChanneIs and cIicl_eI

2. On theCreate Software Channel page, give your channel a name (for exarmdg, Tools
SLES 15 SP1 x86_6yand a label (for exampleny-tools-sles15sp1-x86_64 ). Labels
must not contain spaces or uppercase letters.

3. In the Parent Channel drop down, choose the relevant base channel (for exaMple-
Product-SLES15-SP1-Pool for x86_64). Ensure that you choose the compatible parent
channel for your packages.

4. In the Architecture drop down, choose the appropriate hardware architecture (for example,
x86_64.



5. Provide any additional information in the contact details, channel access control, and GPG fields, as
required for your environment.

6. cic (D

Custom channels sometimes require additional security settings. Many third party vendors secure
packages with GPG. If you want to use GPG-protected packages in your custom channel, you need to
trust the GPG key which has been used to sign the metadata. You can then cléak Bened
Metadata?check box to match the package metadata against the trusted GPG keys.

If remote channels and repositories are signed with GPG keys, you can import and trust these GPG keys.
For example, execute tispacewalk-repo-sync from the command line on the Uyuni Server:

lusr/bin/spacewalk-repo-sync -c <channellabelname> -t yum

This command and procedure is for temporary GPG key synchronization only. For storing the key
permantenly, see this section later on.

The underlyingzypper call will import the key, if it is available. The WebEUI does not offer this feature.

This only works when the repository you want to mirror is set up in a special way and provides the "key"
in the repository next to the signature. This is the case for all repositories generated by the Open Build
Service (OBS). For other repositories special preparation steps are needed, as described further below.

By default, theEnable GPG Checlield is checked when you create a new

channel. If you would like to add custom packages and applications to your
' channel, make sure you uncheck this field to be able to install unsigned
packages. Disabling the GPG check is a security risk if packages are from an
untrusted source.

You can only add a repository to the Uyuni with the WebEUI if it is a valid software repository. Check in
advance that needed repository metadata are available. Tools surelateepo andreprepro are

useful in this regardmgrpushcan help with pushing a single RPM into a channel without creating a
repository. For more information, see the man pagesréterepo_c andreprepro .

Procedure: Adding a Software Repository
1. In the Uyuni WebEUI, navigateSoftware YManageYRepositories and cIicl_.y

2. On the Create Repository page, give your repository a label (for exampiey-tools-
sles15sp1-x86_64-repo).

3. In the Repository URL field, provide the path to the directory that containsréq@odata file
(for examplefile:///  opt/ mytools/ ). You can use any valid addressing protocol in this field.

4. Uncheck théHas Signed Metadata?check box.
5. OPTIONAL: Complete the SSL fields if your repository requires client certificate authentication.


file:///opt/mytools/
file:///opt/mytools/
file:///opt/mytools/
file:///opt/mytools/
file:///opt/mytools/

6. cic (TEEIERED

The above procedure only works if the repository you want to mirror provides the "key" in the repository
next to the signature. This is the case for all repositories generated by the OBS, but it is typically not the
case for repositories of operating systems that are not offered by the OBS.

If the repository you want to use does not have a GPG key you can provide one yourself and import the
GPG key into the keyring manually. If you import the key into Are/lib/spacewalk/gpgdir

keyring using thegpg command line tool it would be stored permanently. The key would also persist if
the chroot environment would be cleaned.

Procedure: Creating a Software Repository with GPG Key

1. On the container host, the command to import a key into the keyring, is:

mgradm gpg add /path/to/gpg.key

2. For more information, se@lient-configuration YAutoinst-owngpgkey.

n Add Debian non-flat repositories using/uni_suite , uyuni_component
anduyuni_arch query parameters.

uyuni_suite

is mandatory. In Debian documentation, this is also knowtlisisibution . With this parameter
you specify the apt source. Without this parameter the original approach is used. If the parameter
ends with/ , the repository is identified as flat.

uyuni_component

is optional. This parameter can specify only one component. It is not possible to list the components.
An apt source entry allows to specify multiple components, but for Uyuni it is not possible. Instead
you must create a separate repository for each component.

uyuni_arch

is optional. If omitted the architecture name is calculated with a SQL query for the channel from the

database. Specifytyuni_arch explicitly if it does not match the architecture of the channel
(sometimes architecture naming is ambiguous).

Here are some examples:

Table 2. Debian Non-flat Repository mapping

Type Source line / URL

apt source line deb https://pkg.jenkins.io/ debian-
stable binary/


https://pkg.jenkins.io/debian-stable
https://pkg.jenkins.io/debian-stable
https://pkg.jenkins.io/debian-stable
https://pkg.jenkins.io/debian-stable

